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Executive Summary 
This is the first deliverable of Task 3.2 related to the Network Transparency and other network architecture aspects in 
general. For this reason, the main goals of the document is to provide a first overview of the considered issues 
describing them as much as possible in a simple but clear and quite detailed manner. Then further elaborate on them, 
providing the basis for the future and more practical work of Task 3.2.  
The idea is to analyze the concepts and mechanisms related to the support of the Network Transparency (NT), not only 
in general, but more interestingly, applied to the application and network scenarios of the OPTIMIX project, which 
involve point-to-multipoint communications. 
The need of targeting a set of users poses some constraints that make some approaches more suitable for the NT. In 
particular, the first identified options are mainly; socket-to-socket communications (i.e. by a newly created IPv6 flow), 
header extensions, ICMPv6 messages, Host Identity Protocol (HIP), an ad-hoc signalling protocol, Media Independent 
Handover (MIH) and anycast routing facilities. 
Actually, Network Transparency requires the seamless transmission of signalling and control information between 
different layers of the same device or even of different network nodes. This objective must be achieved in a backward 
compatible manner and efficiently. Therefore, the concept of cross-layer design is a key point. 
Furthermore, dynamic controlling and adaptation of the overall system, including the optimal network configuration for 
the possible application scenarios, even in case of vertical/horizontal handover should be performed in order to provide 
the adequate Quality of Service (QoS) to the user. 
The support of the NT is still an open issue in literature, particularly for a point-to-multipoint system where the 
scalability is a dramatic aspect and hence, must be addressed from the very beginning of the architectural design. A 
good point is to leverage all the existing mechanisms to aggregate the information generated by the users (i.e. the 
feedbacks about the current status), for example by the MIH or anycast routing facilities. 
Apart the theoretical analysis, Task 3.2 deals with an effective simulation modelling process, critical to collect both 
functional and performance results about the overall proposed solution. Measurements about the delay, loss and 
introduced overhead, necessary to implement the JSCC/D structure of the project, must be considered in detail and 
properly evaluate in order to provide a valid support to the assessment process to be carried out in WP4. therefore, the 
basics and principles of the employed simulation modelling platform (i.e. OMNeT++), developed as a joint effort of the 
project consortium, are drawn out with the aim of making clear the overall picture on the matter. The followed 
simulation methodology, the simulation process goals and role out together with the initial simple simulation scenario 
are also presented.  
As a useful enhancement, an analysis of simulation results already collected for a point-to-point system are discussed in 
order to better focus the work and save effort. 
Some preliminary conclusions are already included in the document, on the basis of both theoretical thoughts and 
investigation on the already available practical results, providing the real value-added of the deliverable. 
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Introduction 
The claimed goal of Task 3.2, this deliverable is a result of, is first of all to define the concept of Network 
Transparency. This concept has been considered from the very beginning of the project in WP 1, in the deliverables 
D1.2 and D1.3, because it is a fundamental aspect that allows an effective realization of the OPTIMIX JSCC/D system. 
It is somehow an abstract idea of making the underlying network infrastructure almost invisible, from which the term 
“transparency”, to all the entities involved in the joint optimization of the source and channel (de)coder, as well as of 
the (de)modulator. Almost transparent is related to the fact that the telecommunication infrastructure by its own, 
inevitably affects in some extent the overall system, such as introducing delay, loss and various types of errors, but 
without actually interacting with the control-plane of the concerned deployed devices and providing sufficient delivery 
guarantees to the video streams in order to accomplish a defined quality of service (QoS) for the end-user. 
Network transparency can be practically implemented in several ways, by exploiting already existing mechanisms, also 
by extensions, or devising novel solutions; all of them having each some advantages and disadvantages in supporting a 
specific required delivering functionality and this is certainly an important issue to tackle. The correctness and level of 
performance achieved by the OPTIMIX JSCC/D architecture must be certainly deeply analyzed and evaluated. 
This entails a careful modelling process that constitutes the basis for all the simulation process.  
In this deliverable, a specification of the Network Transparency concept and an initial studies of the system, of course in 
a simple reference scenario, is carried out, building the first milestones for the design of the final solution and 
assessment of the OPTIMIX proposal. 
In order to leverage the results already gathered by the analysis and evaluation process of the JSCC/D architecture 
proposed within the framework of the FP6 IST PHOENIX project, which dealt with point-to-point communications, a 
preliminary discussions of such results can provides very useful considerations about the work to be done and the 
expected conclusions. Actually, it is foreseen that some mechanisms for the Network Transparency will be selected 
again for the final proposal, in the same way or with some modifications or further extensions. 
The following chapters first cover the Network Transparency issue and then all the simulation modelling and analysis 
activities, which draws the future further work of the next releases of this deliverable (D3.2b and D3.2c) up to the final 
specification of the solution for the Network Transparency and the functional, as well as the performance evaluation of 
the OPTIMIX JSCC/D proposal. 
The inputs of this deliverables come first of all from WP1, namely deliverables D1.2 (about the requirements) and D1.3 
(about the system specifications), as well as from the achievements of the PHOENIX project on the issue (as previously 
mentioned). In spite the defined set of requirements imposes several constraints, not always easy to meet 
simultaneously, a score of design choices are still possible. However, some of them are, more or less explicitly, driven 
by feedbacks and results of WP 2, which copes with all the JSCC/D specific issues and concerned entities, and of 
course by the   other tasks of WP 3.  
Moreover, the tests conducted in Task 4.3 of WP 4 on a real test-bed, represent a fundamental source of information in 
order to finalize the complete and detailed specification of the design solution for the Network Transparency.  
On its hand, this deliverable, together with the subsequent versions, provides feedbacks and helpful achievements to the 
other tasks of the same work package, to the ones of WP 2 and also significantly to the Task 4.4 of WP 4 about the 
assessment of the whole architecture. In fact, it is fairly known that at least two different testing techniques between 
analytical representation, simulation modelling and prototyping, must be employed, in order to effectively analyze, 
evaluate and validate the actual functional and performance aspects of a system.  
 
A high level view or the OPTIMIX JSCC/D system is depicted in Figure 1.1, as taken by deliverable D1.3. 
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Figure 0-1: OPTIMIX Transmission chain 

This highlights the needed and relevant exchange of control and signalling information between the entities actively 
involved in the chain, which are: 

· The audio/video server (i.e. source encoder) 
· The Wired IPv6 Network 
· The Base Station 
· The client terminal (i.e. source decoder) 

 
Specifically, the exchange of control and signalling information regards the control-plane, where the master application 
controller and the base-station controllers play a fundamental role, together with the mobile unit observers, in charge of 
the provisioning of feedbacks from the receiver side (i.e. from the user device), critical requirement for a joint 
optimization. For clarity, “red circles” indicates in the figure where the Network Transparency is issued. 
Without making further considerations, it is immediately perceived the fundamental issue of the Network Transparency 
that will be argued in the next chapter and obviously the need of properly modelling the related design to provide an 
effective evaluation of the proposed solutions, as concerned in chapter 3. 
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1 The Network transparency concept 
In this chapter, the Network Transparency concept is firstly described in a general manner, making clear the relevant 
issues and objectives but without going through implementation aspects or details. Then, some possible approaches to 
support the concept are introduced and explained. Moreover, looking at the specific signalling and control information 
to be transmitted across the network and different link layers, to realize the OPTIMIX JSCC/D system, considerations 
about the possible specific deployment of such mechanisms are highlighted and justified. The exploitable mechanisms 
can be based on either ad-hoc signalling protocols (designed for the purpose) already existing protocols (maybe 
extended) or newly devised solutions developed into the framework of the project.  

1.1 General description 
Network Transparency is a basic concept that allows the support of a JSCC/D technique. The goal is twofold: 

· To realize communication exchanges between differently located entities into the network (including the end-
terminals) 

· Not interact anyhow with non-JSCC/D aware devices. 
 
The first objective is referred to the capability of transferring signalling and control information between both different 
network nodes and layers (cross layer design) as needed, in a transparent manner. Transparently means in spite of the 
strict rules of the ISO OSI model, which impose a modular and independent design of each link layer of a network node 
with well defined interfaces, from one side and the delivering through a telecommunication infrastructure that carries 
data only of a specific format (IP datagram, in the case) of the JSCC/D specific information without introducing 
relevant impairments, such as errors, drops, delay, delay-variations, on the other side.  
Actually, this last concern applies also to the multimedia data; however the issue of providing QoS on the data-plane is 
tackled in Task 3.1 and Task 3.3.  
The design of the solution for the Network Transparency must take into account of the deployed security mechanisms, 
providing authentication and encryption features, even if working at different layers simultaneously (as carried out from 
Task 3.1), e.g. at both application and data-link layers, as well as the possible compression techniques. Security and 
header compression facilities can introduce further constraints, not only in terms of additional complexity and hence 
delay, but also of theoretical and practical feasibility of the available and foreseeable mechanisms to support the 
Network Transparency concept. 
A further issue, quite critical in appoint-to-multipoint scenario as target of the OPTIMIX project, is the scalability. 
Indeed, the number of client terminals and base-stations could be considerably large, just think of a videoconferencing 
or e-learning services. Therefore, there is a strong need for an effective Network Transparency solution in terms of 
introduced signalling overhead, which scale well with the number of users involved in the jointly optimized system. A 
multicast tree-based distribution in the same direction of the multimedia data could be an interesting concept, while 
some sort of aggregation for the reverse direction might also be envisioned. In the latter, the base-stations could be the 
natural location where first aggregates the feedbacks coming from the client terminals, also because the controller 
foreseen in such network nodes could take adaptation decisions on the basis of signalled information on the received 
multimedia flows. However, even some other aggregation points can be placed in the core network, between the access 
(i.e. base-stations) and the source encoder, similarly to the branching nodes of the multicast tree likely used for the 
multimedia delivery. In a way, also the mobile unit observers could be seen as very first points of aggregation, where 
feedbacks from all the layers of a user device, including subjective perceived quality, are collected and possibly sent as 
a whole. 
The second objective aims to ensure as much as possible backward compatibility, not only with the existing standards 
as also address by the first goal, but even with the current telecommunication infrastructure that constitutes the basis for 
the next generation networks, allowing for a smooth migration to IPv6-enabled devices eventually supporting JSCC/D 
functionalities. 

1.2 Possible approaches 
Some mechanisms that could implement the concept of Network Transparency are: IPv6 data packets and extension 
headers, direct socket-to-socket communication, external databases, service profiles stored in shared memory spaces, 
and in terms of already existing and possibly deployed standard, protocols, architectures and functionality, the IEEE 
802.21, HIP (Host Identity Protocol) and IP anycast routing (just to mention some real candidates); other possible 
methods relies either on the introduction of adaptation layers at the transmitter and receiver side to allow for the 
exchanges implicated by the joint source and channel (de)coding system, or the introduction of newly conceived ad-hoc 
signalling protocols designed for the purpose.  
As it will be highlighted and explained, some mechanisms are more suitable for transferring certain kinds of 
information, depending on several factors, such as nature, frequency and synchronization constraints of the concerned 
information. However, a very first classification can be immediately introduced, distinguishing between internal (e.g. 
from the application to the network or data link layers and vice-versa of the same device) and external (e.g. from the 
source coder to the destination decoder and vice-versa, i.e. when the points of generation and reception are located in 
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different network nodes) communications.  The first mentioned techniques, IPv6 data packets and extension headers, 
direct socket-by-socket connections, already existing standard architectures/protocols or routing functionality , as well 
as an ad-hoc signalling protocol, are more likely to be applied for external information exchanges, while the others for 
internal communications.  
furthermore, it is worthwhile to point out that mechanisms of each set are not anyhow equivalent being based on 
different philosophies, either sometimes requiring specific signalling generation (e.g. ICMP messages) or sometimes 
relying on an already active data or control flow (e.g. IP multimedia data packets), thus for instance introducing by 
themselves a diverse amount of overhead. 
Just to make a simple example about the envisioned applicability of the mentioned techniques, control/signalling 
information that is strictly coupled with the multimedia data is more likely to be in-band delivered , while the others 
out-of-band.  
Without making a preliminary analysis of the different exploitable approaches, it is quite clear the need of extending 
already existing standards (e.g. IPv6 options), and possibly  of designing a new ad-hoc signalling protocols to provide 
external communications and developing new APIs for cross-layer information exchanges. This goal must be achieved 
according to the stated Network Transparency basics. 
Hereafter, a fair description of each mentioned mechanism able to support information exchanges in a JSCC/D 
deployed scenario is provided, starting from the set more suitable for external communications and then moving to the 
one specific for cross-layer signalling (as already done for some of them in D3.3a of the FP6 IST phoenix project [16]). 
It is worthwhile to point out that differently from the FP6 IST PHOENIX project, Robust Header Compression (RoHC) 
is not going to be used as a mechanism to transfer control and signalling information. Par. 1.4 will describe how RoHC 
is used in the wireless point-to-point communication between the base-station and the user terminal to compress higher 
layer headers, with no impact on the overall JSCC/D architecture therefore, supporting the Network Transparency 
concept). 

1.2.1 IP Packets 
In 1991, the Internet Architecture Board (IAB) started studying the growth of the Internet and the number of addresses 
needed. In 1994, Request for Comments (RFC) 1752, entitled "The Recommendation for the IP Next Generation 
Protocol", was issued [4]. Over the next few years several more RFCs were produced, outlining the new version 6 of IP 
(e.g. see RFCs 1883-1886). 
Refer to paragraph RTP/RTCP5.2.1 in the Annex for a brief description. 

1.2.2 IPv6 extension headers 
IPv6 [5] has a mandatory header (IPv6 base header) and some optional extension. There are currently six optional 
headers available, among which two are usable for exchanging control and signalling information, namely Hop-by-Hop 
and Destination extension headers. 
Refer to paragraph RTP/RTCP5.2.2 in the Annex for a brief description.  

1.2.3 ICMPv6 
ICMPv6 (Internet Control Message Protocol v6) [6] is a simple protocol that relies directly on IPv6. It is used by IPv6 
nodes to report errors encountered in processing packets, and to perform other internet-layer functions, such as 
diagnostics (e.g. ICMPv6 ping). It can be easily extended by defining new codes and message types. 
Refer to paragraph 5.2.3 RTP/RTCPin the Annex for a brief description. 

1.2.4 Ad-hoc signalling protocols 
This approach is based on the employment of a newly designed control or signalling protocol, able to carry the 
information to be exchanged between two or more entities in the control-plane. It could be a completely new one or 
conceived starting from an already deployed and well-know one (e.g. RTCP).  
Refer to paragraph RTP/RTCP5.2.4 in the Annex for a brief description.  

1.2.5 RTP/RTCP 
RTP/RTCP (Real-time Transport Protocol/Real-time Transport Control Protocol) [9] are actually two strictly coupled 
protocols that provide transport for both data (RTP) and related control/signalling information (RTCP) of a multimedia 
session. In RTCP reports some useful feedback information to support a joint-source and channel (de-)coding system 
are already provided. 
Refer to paragraph RTP/RTCP5.2.5 in the Annex for a brief description. 

1.2.6 Direct socket-by-socket communications 
Direct socket-by-socket communications are referred to end-to-end communications, in which the operating system 
level sockets are opened for data communication for some specific protocol and for some specific use. 
See paragraph 5.2.6 in the Annex for more details. 
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1.2.7 External database servers 
A specific access network service, for example the Wireless Channel Information (WCI) could be deployed. 
See paragraph 5.2.7 in the Annex for more details. 

1.2.8 Media Independent Handover Services and Triggering Framework  
Media Independent Handover (MIH) Services and triggering framework build the basis of efficient signalling for 
handovers and traffic adaptation.  In this section, introductions of both of the mechanisms are given.  

1.2.8.1 IEEE 802.21 - Media Independent Handover Services  
The IEEE 802.21 working group has developed the first open standard [18] for assisting heterogeneous handovers. 
Currently, the standard is approved as a new standard by IEEE-SA Standards Board but the deployment of the standard 
is expected to take place at earliest sometime in late 2009-2010. 
 
The Media Independent Handover (MIH) Services standard (IEEE 802.21) provides mechanisms to build generic link 
layer intelligence and disseminate network information to upper layers, for example, mobility managers and network 
applications, to optimize the efficiency of heterogeneous handovers. Besides the IEEE 802 family access technologies, 
IEEE 802.21 specifies and supports network access technologies – called as media types in the standard - standardized 
by the Third Generation Partnership Project (3GPP) and Third Generation Partnership Project 2 (3GPP2). 
 
IEEE 802.21 is aimed at facilitating handovers those ensure undisturbed service continuity during the process. The end-
user should not notice any perceptible interruption in service during handovers executions. Any data loss caused by 
short connection breaks during the handover shall be recovered without any user intervention. IEEE 802.21 supports 
cooperative use of both a mobile node (MN) and network infrastructure to attain the optimum handover decision and in 
order to satisfy the requirements of both MN and a network entity (NE). An example of this is the possibility of both 
MN and NE to initiate and also reject a handover attempt. 
 
The scope of IEEE 802.21 is restricted to only meet the requirements for access technology independent handover by 
providing mechanisms to obtain timely and consistent information about changes in link conditions and information 
about available access networks. Out of scope are issues such as intra-technology handover, handover policies, security 
mechanisms, media specific link layer enhancements to support 802.21, and layer 3 (L3) and upper layer enhancements. 

1.2.8.1.1 Reference Model 
The architecture of IEEE 802.21 is defined for the purpose of facilitating a variety of handover methods, generally hard 
and soft handovers. A hard handover (break-before-make) implies an abrupt switch from one base station (BS) to 
another. Soft handovers (make-before-break) provide seamless mobility across various networks and heterogeneous 
access technologies. They are based on a pre-configured connection with the target BS before routing traffic through it.  
 
The main design elements of IEEE 802.21 can be classified into three categories. First, the standard specifies the 
framework to enable seamless service continuity while MN hands over heterogeneous access points. IEEE 802.21 
specifies essential elements for continuation of the service, during and after handovers, without any user intervention. 
The consequences of a particular handover can be communicated before the handover execution. An example of this is 
the ability to assess available networks in range and their respective capabilities before executing a handover to the 
most appropriate target network. IEEE 802.21 provides an opportunity to continuously monitor the access conditions of 
the serving network and other networks in range.  
 
Second, IEEE 802.21 defines a set of handover-enabling functions. The functions are specified to the existing network 
elements in the network protocol stack and to a new logical entity called MIH Function (MIHF). MIHF provides 
abstracted services to higher layers called MIH Users (MIHUs), where to also the earlier mentioned mobility manager 
belongs. The primary role of MIHF can be compacted into a function assisting handovers and decision making of 
handovers by providing all the necessary information to network selector or mobility management entities responsible 
for handover decisions. 
 
Service Access Points (SAPs) with associated primitives between MIHFs and MIHUs (MIH_SAP) give MIHUs access 
to the following MIHF services: 
 

· The Media Independent Event service (MIES) provides event reporting relating to dynamic changes in link 
conditions, link status, and link quality. Events can be both local and remote (obtained from a peer MIHF 
entity) events. 

· The Media Independent Command service (MICS) enables MIHU to manage and control parameters relating 
to link behaviour and handovers. The information obtained via MICS is dynamic in nature. 
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· The Media Independent Information service (MIIS) enables to receive static information about the 
characteristics and services of the serving network and available networks. This information can be used to 
facilitate the handover target choosing. 

 
For more detail introduction of the services, refer to Annex Section 5.1.1. 
 
The third main element in IEEE 802.21 is a definition of new media specific SAPs between link layers and MIHF 
(MIH_LINK_SAP) and primitives associated with them. These primitives enable MIHF to receive timely and consistent 
link information and control link behaviour during the handovers. 
  
IEEE 802.21 introduces reference models for different access technologies that are based on the general reference 
model illustrated in Figure 1-1. MIHF and primitives associated with the interfaces between MIHF and other entities are 
defined in detail in 802.21. A single media independent interface between MIHF and upper layers is sufficient, whereas, 
between MIHF and lower layers there is need for defining a separate technology-dependent interface for each media 
type used. Besides these, 802.21 specifies a media-independent interface (MIH_NET_SAP) in order to provide 
transport services for L2 and L3 MIH protocol message exchange with remote MIHFs. LLC_SAP is an interface for 
controlling link layer without IEEE 802.21 specifications and thus is out of scope of IEEE 802.21. 
 

 

Figure 1-1: The General Reference Model of IEEE 802.21. 

:   
 
Figure 1-2 illustrates MIHF communication model with the reference points. MIHF on MN can communicate with the 
Point of Services (PoSs) on the serving Point-of-Attachment (PoA) (RP1), a candidate PoA (RP2) and non-PoA entity 
(RP3), such as Information Server in the case of MIIS. Network MIHF entities (PoS) can exchange MIH protocol 
messages using reference points RP4 and RP5. 
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Figure 1-2: IEEE 802.21 Communication Model. Figure source [18]. 

1.2.8.1.2 Media Independent Handover Protocol 
The Media Independent Handover Protocol defines the message format, the header, and encoding format for a set of 
MIH protocol messages exchanged between peer MIHF entities. The MIH protocol messages can be carried over L2 
management frames (e.g. IEEE 802.11 beacons), L2 data frames, or by using L3 transport with IP.  
 
The MIH protocol provides the following services:  
 

· MIHF Discovery to find peer MIHF entities in the access networks 
· MIH Capability Discovery to get a list of supported events, commands, and query types for the Information 

Service  
· MIH Registration for establishing MIH sessions  
· MIH Event Subscription to subscribe a set of interest events from a particular MIH entity 
· MIH message exchange between peer MIHF entities.  

1.2.8.1.2.1 MIH Protocol Messages 
The MIH protocol messages are composed of a header part and a type-length-value (TLV) encoded payload part. The 
MIHF frame header is an eight byte long MIH Protocol message identifier. Figure 1-3 presents the MIH protocol header 
in more detail with the corresponding bit length for each field. Version field in the MIH frame header specifies the 
version of the MIH protocol used. Ack fields are for possible acknowledgement procedure introduced below. 
Unauthenticated Information Request (UIR) indicates that the response message may be sent with a limited length 
because of an unauthenticated (no MIH registration performed) message exchange. More fragments (M) field is set if 
the message is a fragment to be followed by other fragment(s). Fragment Number (FN) represents the sequence number 
of the fragment. Service Identifier (SID) tells in which MIHF service class (MIES, MICS, MIIS, Service Management) 
the message belongs to. Operation code (Opcode) indicates whether the message is a request, response, or indication. 
Action Identifier (AID) indicates the action regarding to the SID. For example, if SID indicates MIES, AID indicates 
the actual event type. Annex Section 5.1.2 lists the values used in MIH Message ID. Variable Load Length tells the total 
length of the TLV encoded payload embedded in this message.  
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Figure 1-3: Media Independent Handover protocol header format 

 
First two TLVs in the payload are Source Identifier and Destination Identifier (MIHF IDs). In broadcast messages 
Destination Identifier is defined as a zero length TLV. The rest of the MIH protocol payload is MIH service specific 
TLVs. Figure 1-4 presents the structure of TLV encoding which is composed of three different fields; type (1 byte), 
length (variable length), and value (variable length). 
 

 

Figure 1-4: The structure of TLV encoding. 

 
The MIH protocol messages use MIHF ID and Transaction ID as identifiers. MIHF IDs are unique identifiers of MIHF 
end points. Each MIHF must have a unique MIHF ID which may be assigned to MIHF during the initial configuration 
process. MIHF ID must be invariant and could be, for example, fully qualified domain name (FQDN) or network access 
identifier (NAI). It is appended to each message requiring identifications of end points. Transaction ID (12 bit long) is 
an identifier which helps to match each request, response, or indication message and its acknowledgement. 
  
The MIH protocol provides acknowledgement operation for reliable message exchange. The MIH protocol header 
contains two bits for the purpose of acknowledgement usage, as mentioned earlier. Sender set ACK-Req bit to indicate 
receiver to return an acknowledgement packet with ACK-Rsp bit set. Message ID and Transaction ID must be the same 
in the original and the acknowledgement message. Acknowledgement packet may have no other payload. 
Retransmission of unsuccessfully delivered packets is triggered based on retransmission timer expiration. The source 
MIH entity must make, at most, three attempts to send packet. If none of these is successful, further retransmission 
messages must be sent with different Message ID and Transaction ID than the previous ones. 

1.2.8.1.2.2 Internal Messages 
The MIH protocol does concern only remote communications. For internal message exchange, the standard specifies 
only a high-level content of internal messages. Thus, it is up to the implementer how they are encoded. The unified way 
is to use TLV encoding as in MIH protocol. 

1.2.8.2 Triggering Framework 
The triggering framework [19], illustrated in Figure 1-5, enables to disseminate information (events) from a single 
source to any number of consumers subscribed that information. The main element of the triggering framework is 
Triggering Engine (TRG) which is a software component for temporary storage and delivery of triggers.  

TRG interfaces with the event sources and the trigger consumers. The trigger sources produce relatively fast-changing 
information and send this information to TRG. The trigger consumers receive notifications in the form of standardised 
triggers about events they are interested in. In practice, the triggers are formatted already in the event sources and TRG 
will only handle the delivery of the triggers to consumers subscribed this information based on policies and filtering 
rules. 
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Figure 1-5: The triggering framework. Figure source [19]. 

 

In order to feed TRG with triggers, all sources must register a unique ID with TRG before it is allowed to send triggers. 
The ID acts as the identifier of the source and as the identifier of triggers the source sends. Likewise, in order to receive 
triggers, consumers need to subscribe a particular set of triggers they are interested in from TRG. In the subscription, 
the consumers shall specify the IDs of the triggers they want to receive. Thus, the consumers and sources have to agree 
beforehand on the IDs of different triggers. 

A trigger has three data members as shown in Table 1 below. The consumers must support this data structure in order to 
be able to interpret the information carried by the triggers. 

Trigger data member Type Description 

ID integer Trigger identifier 

Type integer Specific to the trigger identifier. 
Specifies the trigger ID. 

Value string Value of the trigger specific to the 
trigger ID and type. 

Table 1: Trigger data members 

1.2.8.2.1 Triggering Interaction 
Figure 1-6 shows a TRG interaction with trigger sources and consumers. Before consumers are allowed to subscribe 
and receive triggers, the source must have registered them. Triggers can be unregistered and unsubscribed. 
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Figure 1-6: Sequence diagram of TRG interaction. Figure source [19]. 

1.2.8.3 IEEE 802.21 and TRG to Omnet++ Implementation 
IEEE 802.21 and TRG establish the basis for network signalling required in video adaptation and possible handovers. 
The responsibilities of IEEE 802.21 and the triggering framework are divided as follows: IEEE 802.21 enables real-
time link condition monitoring and cooperation between MN and network side entity, PoA. The triggering framework 
establishes the basis of internal communication between different modules on MN and assists in an end-to-end video 
adaptation allowing video server to obtain triggers from MN concerning the experienced video quality.  
 

1.2.8.3.1 Omnet++: IEEE 802.21 
IEEE 802.21 MIHF module will be implemented to access points and MNs. MIHF interfaces with MIHU residing in 
Mobile Observer (on mobile node) and BS control (on access point) modules. MIHF has an MIH_LINK_SAP interface 
with MAC layer which is used to obtain timely low layer parameters and events. The considered parameters are:  
 

· Data rate (nominal capacity) 
· Signal strength  
· Throughput 
· Packet error rate 
· RSSI (IEEE 802.11) 

 
Besides the above mentioned parameters, it is possible to implement a set of Quality-of-Service (QoS) parameters 
related to delay, loss rate and jitter.  
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L2 and L3 communication with peer-MIHF function is enabled in order to subscribe and receive a set of events from 
the peer-MIHF. Figure 1-7depicts the MIHF in the simulation architecture of MN. 
 

 

Figure 1-7: IEEE 802.21 on Mobile Node. 

1.2.8.3.2 OMNeT++: Triggering Framework 
Triggering Engine (TRG) functions will be implemented to MN’s Mobile Observer module. All the internal event 
dissemination between different layers in the protocol stack is carried out capitalizing on TRG. To put TRG into end-to-
end context, the video streamer is allowed to subscribe events related to, for example, video decoding and thus enabling 
efficient video scalability. Remote trigger transmission is carried out using TCP. 
 
The triggering framework functions employed in Omnet++ model are illustrated in Figure 1-8. TRG functions 
embedded in Mobile Observer handles trigger registrations, trigger subscriptions, delivery of triggers internally and 
over the network. 

 

Figure 1-8: Triggering Framework in the Simulation Model. 

1.2.9 Anycast routing 
The IPv6 has three type of addresses: unicast, multicast and anycast. Unicast and multicast addresses had been used in 
IPv4 as well, but anycast is a new type. An IPv6 unicast address is a unique identifier for each network interface, and 
multiple interfaces must not be assigned the same unicast address. Packets with the same destination address are sent to 
the same interface in the same node (one-to-one communication scheme). A multicast address, on the other hand, is 
assigned to a group of nodes and all group members have the same multicast address, and packets for this address are 
sent to all member nodes simultaneously (one-to-many communication scheme). Like a multicast address, a single 
anycast address is assigned to multiple nodes (called anycast membership), but unlike multicasting, only one member of 
the anycast group will receive the packet sent to the anycast address (one-to-nearest or one-to-(one of many) 
communication scheme). Anycast addresses are assigned to various services not directly to nodes, but nodes providing 
the same service.  
 
The definition of the anycast address mechanism in RFC2373 listed the following capabilities and restrictions. 

· An anycast address is not distinguishable from non-anycast, unicast addresses. 
· An address can be assigned to multiple interfaces of multiple nodes. 
· An anycast address must not be assigned to an IPv6 host. It can be assigned to an IPv6 router only. 
· An anycast address must not be used in a source address field in an IPv6 header. 
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It is an advantage of anycast addressing that the user entity should not know the architecture of the network, if it wants 
to use a service, which is provided by an anycast group, if has to send a packet to the anycast address and the anycast 
routing protocol will deliver it to the most appropriate (“nearest”) node of the anycast group.  The appropriateness of an 
anycast group member is calculated by metric values. The metric can be calculated from various status variables like 
CPU load, memory load, hop count, link states, etc. Figure 1-9 shows an example of anycast communication. 
 

 

Figure 1-9: The anycast addressing 

There are three nodes in the anycast group with the anycast address A. When the client node sends a packet, where the 
destination address is A, the packet is sent to one of the three nodes, not to all of them. When the host with the unicast 
address Z has a failure, the packet for A can be sent to another host (X or Y). How appropriately the destination node is 
chosen from the anycast membership is depends on the anycast routing protocol [21]. 
Anycast routing protocols are basically derived from routing protocols that are already exists in unicast or multicast 
mode. The most commonly mentioned are the anycast extensions to the RIP (Routing Information Protocol) [22], OSPF 
(Open Shortest Path First) [23] and PIM-SM (Protocol Independent Multicast – Sparse Mode) [24]. Their names are in 
order: ARIP [21], AOSPF [21] and PIA-SM [25]. The first two (ARIP and AOSPF) are based on unicast routing and we 
will discuss them substantially. A routing protocol for anycast communication consists of the following three steps and 
the difference between ARIP and AOSPF routing protocols are in Step 2. 

Step 1: Become an anycast group member: 
The anycast router collects information on nodes that mean to join to an anycast group. Like in multicasting, 
the host participating in (or leaving from) anycast membership need to have the capability of notifying the 
nearest anycast router of the joining or leaving status. 

Step 2: Construct and update routing table: 
According to the information collected, the anycast routers construct their routing tables and then exchange 
routing information with each other to reconfigure these. 

Step 3: Forward anycast packets: 
The anycast routers then forwards the arriving anycast packets based on their own routing table constructed in 
Step 2. If it has multiple entries associated with a specific anycast address, the router needs to select an 
appropriate entry from them. 
Note: this process is the same as unicast routing. Each unicast router simply checks the unicast routing table to 
find an entry regarding the destination address of the packet. Since the anycast address is indistinguishable 
from unicast addresses the anycast addresses are kept in the unicast routing tables too. 

In the following, we will discuss Step 2. 
The appropriateness of the route to an anycast receiver can be calculated from metrics. The literature defines two types 
of metrics according to anycasting: the receiver metric and the link metric. In the case of using the receiver metric 
(Figure 1-10) the process of constructing and updating the routing table are similar to the ARIP and AOSPF. If anycast 
routers only consider the receiver metric, they can use unicast routing information to describe the topology of routers. 
Each anycast receiver becomes just like a leaf attached to a tree constructed through the topology of anycast routers. 
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Figure 1-10: Advertising the Receiver Metric [21] 

On the other hand, link metric can also be used to create the routing table entries in the anycast routers. In this case, the 
ARIP and the AOSPF use different mechanism to collect the link metric data. 

1.2.9.1 ARIP 
ARIP is based on the Routing Information Protocol (RIP) which is a dynamic routing protocol used in local and wide 
area networks. As such it is classified as an interior gateway protocol (IGP) using the distance-vector routing algorithm. 
ARIP works as described below. Figure 1-11 depicts an example of constructing and updating a routing table with 
ARIP. 

Step 1: Notify the membership information by exchanging Anycast Routing Discovery (ARD) query/report 
All anycast receivers send the ARD report indicating their membership information (anycast address) in 
response to the ARD query which the anycast router sent periodically. If the anycast receiver cannot receive 
the ARD query, they can send the unsolicited ARD query at certain interval (e.g. every 30 seconds). The 
periodical update by the anycast router is triggered by the ARD report from the anycast receiver. 

Step 2: Send the Anycast Route Information (ARI) message 
After receiving the ARD report, the anycast router creates an ARI message which consists of at least (anycast 
address, metric) pair. Then, the anycast router sends it to the adjacent anycast routers. When the anycast router 
sends the ARI message to adjacent anycast routers, it overwrites the metric of ARI message by adding the link 
metric associated with the output interface. This is because that the link metric in the direction from the anycast 
receiver is more important. The anycast receiver acts as a server, then much data will be transferred from the 
anycast receiver to the clients. 
 

Step 3: Receive the ARI message and update the routing table and/or Blocking list 
When an anycast router receives the ARI message, the anycast router first checks whether the anycast address 
of the ARI message has already been stored in the routing table. If the anycast address is not in the routing 
table on the anycast router, the anycast router registers the anycast address into the routing table. Then, the 
anycast router overwrites the metric of ARI message and forwards it to the adjacent anycast routers except in 
the direction of its source. Otherwise, it compares the metric of the ARI message with the metric of existing 
routing entry. 
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Figure 1-11: The message flow of the ARIP [21] 

After receiving the entry of ARI message, the anycast router lookups the routing entry for the anycast address 
specified in the ARI message, and compares the metric in the ARI message with the metric in the matched 
routing entry. If the metric in the ARI message is smaller than the metric in the routing entry, the anycast 
router replaces the metric to the smaller one. Then, the anycast router forwards the entry to all the adjacent 
anycast routers except the router from which the ARI message arrived. When the anycast router sends the ARI 
message to adjacent anycast routers, it overwrites the metric of ARI message by adding the link metric 
associated with the output interface. By propagating the ARI message in a hop-by-hop basis, all anycast routers 
can obtain the minimum value of the metric and its forwarding direction. Then, all the packets sent to the 
anycast address are transferred to the selected anycast receiver. 
Otherwise, the anycast router checks the direction where the anycast router received the ARI message. If the 
output interface of the existing routing entry is different from the interface which received the ARI message, 
this ARI message means the existence of another anycast receiver, which is not the selected anycast receiver. 
The anycast router stores the (anycast address, metric) pair in the Blocking List. This entry stored in the 
Blocking List is used when the metric of existing routing entry increases and it is no longer the entry with 
minimum metric. Otherwise, the ARI message means the update of the existing routing entry. Therefore, the 
metric of the existing routing entry increases, and the anycast router may keep another entry which has less 
metric than the existing entry in the Blocking List. Then, the anycast router stores this alternate entry in the 
routing table, and moves the existing entry to the Blocking List. 

1.2.9.2 AOSPF 
AOSPF is based on the unicast routing protocol Open Shortest Path First (OSPF) which is a dynamic routing protocol 
operating in an Autonomous System. The OSPF and therefore the AOSPF as well is using Dijkstra’s algorithm to 
calculate the shortest path between two arbitrary nodes in the network. The AOSPF works as follows (Figure 1-12): 

Step 1: Constructing topology of anycast routers 
Each anycast router creates a Router/Network LSAs (Link State Advertisement), which shows the information 
for the attached link of the anycast router. This process is the same as for OSPF. After anycast router receives 
LSAs from all the other anycast routers, it stores them in its topological database. The anycast router can then 
obtain a corresponding graph showing the topology of the network of anycast routers by using Dijkstra’s 
shortest path first algorithm. 

Step 2: Notify the membership information by exchanging ARD query/report 
All anycast receivers send the ARD report indicating their membership information in response to the ARD 
query the anycast router sent periodically. If the anycast receiver cannot receive the ARD query, they can send 
the unsolicited ARD query. 

Step 3: Create and send the Anycast Membership LSA 
After receiving the ARD report, the anycast router creates an Anycast Membership LSA (AM-LSA) packet 
which consists of the anycast address. Then, the anycast router sends it to the adjacent anycast routers. 
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Figure 1-12: The message flow of the AOSPF [21] 

Step 4: Receive the AM-LSA and update the routing table and/or Blocking list 
When an anycast router receives the AM-LSA message, the anycast router first checks whether the anycast 
address of the AM-LSA message has already been stored in the routing table. If the anycast address is not in 
the routing table on the anycast router, the anycast router registers the anycast address into the routing table. 
Then, the anycast router forwards it to the adjacent anycast routers except in the direction of its source. 
Otherwise, it evaluates the appropriateness of the entry specified in the AM-LSA message as follows. The 
anycast router first calculates the total link cost from the router itself to the originator of the AM-LSA by using 
the topology of the anycast routers generated in Step 1. Then, the anycast router can obtain the receiving 
entry’s metric. The anycast router compares the metric of the receiving entry and the metric of existing routing 
entry. If the AM-LSA’s metric is smaller than the metric in the routing entry, the anycast router updates the 
routing entry and forwards the AM-LSA packet to adjacent anycast routers except the router from which the 
AM-LSA packet arrives. If the ARI packet’s metric is equal to or greater than the existing metric, the anycast 
router does not forward it. At the same time it registers in the Blocking List to update the metric. The entry 
stored in the Blocking List is used when the metric of existing routing entry increases and it is no longer the 
entry with minimum metric. When the anycast router detects the change of the condition of the attached link, it 
generates a Router/Network LSA showing the current link status and sends this advertisement to the adjacent 
anycast routers. Then, the receiving anycast router recalculates the routing table. If the anycast router has a 
more appropriate entry in the Blocking List, it sends the AM-LSA message saved in the Blocking List to all 
anycast routers except the router from which the AM-LSA packet arrived [21]. 

 
Although Protocol Independent Multicasting – Sparse Mode (PIA-SM) is not in the scope of this anycast routing report 
we must mention some information about it. Like PIM-SM, PIA-SM manages anycast receivers by composing a 
distribution tree for each anycast address rooted at the Rendezvous Point (RP).  
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Figure 1-13: Delivering an anycast packet in PIA-SM [25] 

The RP is a router configured to be used as the root of the tree (called RPT) for the anycast address. But unlike PIM-
SM, PIA-SM forwards anycast packets to only one anycast receiver. PIA routers select one anycast receiver, based on 
the appropriateness notified by each receiver. Such appropriateness is called metric in PIA-SM too [25]. After building 
the RPT, the packets addressed to the RPT’s anycast address are delivered into the tree on the closest point (anycast 
router) to the originator. From the closest point to the RP the anycast packet is transferred in an encapsulated packet 
which is addressed to the RP’s unicast address. After the RP received the packet, it is decapsulated and forwarded to the 
selected anycast receiver on the tree by addressing the packet to the anycast address (Figure 1-13). 

1.2.9.3 Anycast routing in the OPTIMIX project 
After anycast routing protocols have been introduced, the disadvantages of anycast must be mentioned too. The main 
problem with anycast is that it does not support stateful communication forms according to the standard [26]. The 
anycast routing protocols are dynamic protocols therefore there is no warranty that two packets addressed to an anycast 
address from the same node will be delivered to the same anycast receiver. (There are efforts to solve this problem, like 
3-way handshakes, etc.) There are other problems with anycast like it needs to store full 128bit length unicast routing 
entries for the anycast addresses and therefore it is crucial to the routers. No aggregation is possible yet, but as in 
multicast, using a scope field in the anycast communication can solve the problem. 
In the case of OPTIMIX the above mentioned problems are not disturbing, since we want to use anycast for data 
aggregation in a limited area. So there is no need to deliver packets to the same anycast receiver twice, because these 
are only feedback information and it can be transferred in different paths to the application controller. As the area of the 
feedback territory is limited using a scope in the anycast communication is possible too. 

1.2.10 Mobility Management Issues in the Host Identity Layer 
In addition to a brief description of Host Identity Protocol (HIP), in this paragraph we also give a rather complete 
discussion of the mobility management issues related to such a protocol. We will cover all the basic mechanisms related 
to this area as well as the HIP-based solutions for advanced mobility problems such as micro and network mobility. 

1.2.10.1 HIP Basics 
The design of the currently applied Internet architecture and mechanisms dates back to the early 70s. The demanded 
services used to be less challenging than the ones nowadays. The rapid growth of wireless telecommunication networks 
resulted problems, which are hard or even impossible to solve within the boundaries of the old architecture. These 
complex scenarios include the ability to handle different kinds of mobility issues and fulfil advanced security 
requirements. In wireless networks almost everything from single endpoints to entire networks can be considered as 
mobile. 
The Host Identity Protocol [27], [28] provides a revolutionary new solution as an answer for current demands in 
wireless communication networks. It adapts the locator-identifier split concept. The split proposes to change the current 
addressing scheme of the Internet by separating locator and identifier roles in the network. In the TCP/IP architecture 
both functions are represented by IP addresses assigned to network interfaces. HIP introduces a new namespace that 
consists of Host Identifiers. These are about to take the role of identification from IP addresses, leaving them to serve as 
pure locators. According to the proposal every HIP-aware endpoint should have at least one Host Identifier, which is 
practically the public part of an asymmetric (i.e. public-private) key pair. Any globally unique namespace would fit for 
a Host Identifier but their cryptographic nature enables the protocol to adapt the advanced security mechanisms. HIP 
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also defines a new protocol layer to handle Host Identifiers and to host HIP functions. An obvious choice was to fit the 
new layer between the transport and network layers. This design step enabled the protocol to possess the following 
property, which proved to be very useful considering mobility management. In HIP the connections of transport layer 
protocols are no more bound to IP addresses, which may change dynamically during active communication, but to long 
term permanent Host Identifiers. In such an environment the handling of mobile nodes are very easy and effective as the 
IP address assigned to a particular endpoint can be changed without tearing down active communication sessions as 
they are no more identified by IP addresses but with Host Identifiers, which remain unaffected during mobility 
situations. 

1.2.10.1.1 Base Exchange 
The central mechanism in HIP is the way of connection establishment, the Base Exchange (BE). The actors of the BE 
are the Initiator (I) and the Responder (R). Party I requests Party R for connection establishment. The latter one is to 
decide if it accepts or declines the connection attempt. The BE is a four packet security handshake that is protected 
against certain kinds of Man-In-The-Middle (MITM), Denial-of-Service (DoS) and replay attacks. During the BE 
several security mechanisms are applied. The parties are authenticated by their public-private key pairs and the digital 
signature aerated by these keys. A SIGMA-compliant Diffie-Hellman key exchange, using public key identifiers from a 
new Host Identity namespace is used for generating secret shared key for data encryption [31]. Finally a so called HIP-
puzzle mechanism is performed, which protects the Responder against certain kinds of DoS attacks. 

1.2.10.2 Basic Mobility Management in HIP 

1.2.10.2.1 HIP Update Mechanism 
The HIP association of ESP protected SA pairs created by the BE manages a secure, point-to-point connection between 
two HIP enabled nodes. However, these nodes may be mobile, therefore the associations of moving endpoints may need 
to be updated over time to time. In such cases the mobility extension of HIP is used [33]. 
The Host Identity layer is responsible for mapping HIs to IP addresses, thus when a mobile node changes its actual 
point of attachment in the network, the node must notify all of its Correspondent Nodes (CNs) about the new IP 
address. A new HIP parameter called LOCATOR was defined to make the protocol able to handle this situation by 
allowing a HIP node to update existing HIP associations (i.e. to report the new IP addresses to the CNs): if a HIP-
enabled host changes its IP address it can send an UPDATE packet to all of its CNs. The UPDATE packet contains a 
LOCATOR parameter which holds the new location pointer (i.e. the new IP address) and some other information (e.g. 
the SPI associated with the new IP address and an ESP_INFO parameter to create a new inbound SA). A CN receiving 
an UPDATE packet simply corrects its HI – IP address mapping and communication can continue undisturbed (Fig. 1). 
Since transport layer connections are bound to HIs the address changes in the IP layer are totally transparent to a HIP 
node. This property makes HIP mobility management and multihoming provisioning very convenient, simple and fast. 
Note that the concept of LOCATORs is not necessary limited to IP addresses. They can hold more complex 
information, e.g. IP-SPI pairs and even more than one LOCATOR can be included in one UPDATE packet. The 
different locators are distinguished by a type parameter assigned to them. 

 
Figure 1-14: HIP mobility with singe SA pair 

1.2.10.2.2 Mobility with Rendezvous Mechanism 
There are some complex but real-life scenarios where the above introduced simple end-to-end readdressing 
functionality and HIP architecture is not adequate (e.g. frequent location updates, the initial reachability of a mobile 
node (MN), simultaneous mobility of nodes). The handling of these situations needs extension of the basic HIP 
architecture: a new network entity was introduced to overcome the problems called the HIP Rendezvous Server (RVS) 
which maps HIs onto a set of IP addresses [32]. If a HIP enabled mobile node enters the network, it should register its 
IP address in a network directory, which is known by all the potential CNs. Basically this is a kind of DNS 
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functionality. However, a traditional DNS is not prepared to handle frequent address changes. Therefore, using HIP 
Rendezvous Servers as a second global name resolution service is a better solution for tracking the frequent address 
changes of mobile nodes. If we assume that the MN knows the IP address and HIT of at least one RVS, than in case of 
entering a new network, the node updates its entry at the RVS and reports the IP address of the RVS at the DNS (the IP 
address of the RVS remains the same for relatively long time) (Fig. 2) [30], [29].  
 

 
Figure 1-15: HIP Rendezvous mechanism 

Now if the MN moves to another attachment point while changing its IP address, the node should update only its entry 
at the RVS. If a CN wants to reach the MN, it performs a lookup at the DNS for the IP address of the MN and the DNS 
answers with the IP address of the MN’s RVS (Fig. 2). The CN now initiates the HIP connection by sending the I1 
packet to the RVS with the HIT of the MN. The RVS – as a contact link – forwards the packet according to the 
containing HIT of the MN. In addition the RVS appends a FROM parameter to the packet representing the IP address of 
the CN. The MN answers with the R1 packet sending it directly to the CN. The MN adds a VIA_RVS parameter to the 
packet, which contains the IP address of the RVS. Finally the two nodes finish the BE in the regular way. 

1.2.10.2.3 Credit-based Authentication 
There is one potential security threat related to HIP update mechanism. An attacker could re-direct traffic of lots of 
other hosts to a victim party realizing a distributed DoS attack against it. Thus a special protection function, the Credit-
Based Authorization must be used by a HIP hosts when sending data to an IP address in UNVERIFIED state. 
Considering the update mechanism an IP address is in UNVERIFIED state when the first UPDATE packet has arrived 
to the peer of the mobile but the new address has not been proved to be valid with the third UPDATE packet yet. The 
idea of protection is to limit the amount of data allowed to transmit to an UNVERIFIED source address. Therefore, the 
malicious host cannot redirect more traffic to the victim, than its own traffic directly to the victim. Applying Credit-
Based Authorization, a host manages a credit-counter for each of its peer. The counter reflects the number of bytes 
received from the IP address of the each peer. The protection is activated if there are no ACTIVE addresses left for one 
peer, but there is at least one address in UNVERIFIED state. Now the host can only send as much data as the amount of 
the credit mapped to it. The credit-counter is increased by the amount of received data and decreased by the packet size 
transmitted to the peer. If there is not enough credit to transmit a packet, the host can discard or store it in a buffer until 
the credit is sufficient or until successful address verification. An extension of this method is credit-aging. This helps 
HIP hosts to disable an attacker to slowly earn lots of credits just to spend them in a very short time. Credit-aging 
decreases the counters with a certain value at a predefined frequency. The rate of credit-aging and the time interval must 
be carefully chosen or it can disable normal traffic as well by resulting to low credit counters. 

1.2.10.3 Advanced Mobility Management 
In this section we give a collection of HIP-based advanced mobility solutions. These proposals usually extend the base 
protocol and the UPDATE mechanism to make it capable handle complex scenarios in wireless networks. We collected 
solutions in three categories: micromobility, network mobility and hybrid mobility solutions. Micromobility refers to 
situations when a mobile end-point moves within a single subnet so called location area. In this case the conditions of 
an actual handover can be optimized by adopting special mechanisms that handle movements within a subnet. Network 
mobility is recently one of hottest topics in wireless network management researches. In these scenarios a whole 
network with multiple individual endpoints changes its point of attachment and its IP address. Many proposals were 
defined to handle this in an effective way. Finally there are some hybrid schemes which apply HIP as just one building 
block in a complex solution. 
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1.2.10.3.1 Micromobility with HIP (microHIP) 
This section details an extension to HIP which adds a gateway centric micromobility support to the base protocol. This 
proposal makes HIP able to effectively serve QoS exigent applications. For example, it is very likely that voice 
transmission (dynamically extendable with multimedia sessions and/or other value added applications) will be an 
important service in next generation wireless networks. To efficiently support such services and usage scenarios, the 
network will have grant low delay and low jitter for packets of such transmissions. The QoS parameters will have to be 
sustained on the required level even when mobile nodes perform handover operations (i.e. when mobile nodes move 
from one network point of attachment to another). Therefore mobile nodes applying advanced applications of next 
generation architectures must be able to perform handover procedures as quickly as possible. Our micromobility 
extension of HIP is designed to fulfil these demands in the Host Identity layer. 
The proposed HIP micromobility architecture (µHIP) divides the network into micromobility domains maintaining 
several regular wireless IP points of access (i.e access routers with conventional IP forwarding engine). A newly 
introduced HIP gateway entity called the Local Rendezvous Server (LRVS) is responsible for managing HIP Mobile 
Nodes (MNs) in a given domain and for connecting the access network part to the Internet. LRVS gateways provide 
HIP registration service for MNs in a micromobility area, furthermore LRVSs introduce an IP address mapping function 
which is used to attach the MNs to the µHIP access network by registering the locally valid IP addresses (IPL) of MNs. 
IPL is valid only in the given domain (i.e. IPL is not a globally routable address) and the LRVS is responsible for 
mapping every IPL to a globally routable address chosen from a private address pool of the LRVS. This IPG is used to 
register the MNs at their RVSs and to deliver packets outside the domain during further communication sessions. 
The basic operation of this architecture is the following [38]. If a MN joins a micromobility domain, immediately starts 
an initialization mechanism (see Figure 1-16). First the MN physically connects to one of the access routers (AR) of the 
domain, then gets a serviceable IP address (IPL) based e.g. on IPv6 stateless autoconfiguration. After this, the MN 
either may actively initiate a HIP service discovery procedure or passively wait for a service announcement in order to 
detect the LRVS service provided in the visited micromobility area. Thus the MN will be informed about the HIT and 
the IP address of the LRVS responsible for its actual domain. Figure 1-15 shows the case of passive discovery, where 
the MN sends HIP UPDATE packets to its RVS and current correspondent peer nodes (CNs) (step 1, red arrow). The 
intercepts the UDPATE packet, verifies the I1 source HIT and sends back a Service Announcement Packet (SAP) to the 
MN containing R1 data and information about the LRVS services (HIT and IP address of LRVS). After that the MN 
continues the service discovery by completing the registration to the LRVS with the final I2-R2 sequence. Till this point 
everything works almost according to the standards and existing drafts, except that during the service discovery and 
registration procedure the LRVS not only registers the MN’s HIT with the new IPL, but maps IPL with the a globally 
routable address (IPG) as well. Hiding the inner IP address (IPL) also provides a simple location privacy solution 
preventing malicious nodes from learning the users’ past or actual location. 
 

 
Figure 1-16: Initiation and connection establishment in µHIP 

After the MN successfully registered at the LRVS, it needs to perform the update and/or registration procedures at its 
RVS and current CNs as well in order to be reachable for the current and possible future communication partners 
(step 4, red arrow). Therefore the MN – strongly relying on the self-certifying cryptographic identifiers provided by HIP 
– delegates its signalling rights to the LRVS at which it is registered. The appropriate certificates are sent during the 
service discovery of MNs, resulting that the LRVS will own the rights to signal on behalf of all mobile nodes in the 
micromobility domain under its authority. In possession of these delegated rights the LRVS is able to securely register 
or update to the RVSs and CNs on behalf of the MNs with the IPG addresses assigned to them.  
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The initiation procedure detailed above yields the MN to be registered at the LRVS (with the HITMN-IPL-IPG triplet) 
and at the RVS (with the HITMN-IPG pair), and keeps all the CNs updated with the latter information as well.  
The µHIP connection establishment procedures between already initialized MNs (MN2 and MN3 in Figure 1-16) are 
the following. The initiator (MN2) sends the first packet (I1) of the Basic Exchange (step 1, blue arrow). The source 
address of this packet will be set to IPL of the initiator, the destination address will be the IP address of the responder’s 
(MN3’s) RVS (here we assume that the RVS of MN2 and MN3 are identical), and the destination HIT will be set to the 
responder’s HIT. The appropriately constructed and sent I1 packet will be intercepted by the LRVS in the initiator’s 
domain (LRVS2 in our example). This LRVS changes the source IP address of the I1 packet to the globally routable IP 
address of the initiator (IPG2) and sends the packet to the RVS (step 2, blue arrow). The RVS forwards the packet 
towards the responder’s registered address (IPG3) thus reaching the serving LRVS (LRVS3) which knows the actual 
location of the responder, so the packet can be forwarded by changing the destination IP address of the I1 packet (IPG3) 
to the responder’s actual local address (IPL3) (step 4, blue arrow). The Basic Exchange continues in the regular way, 
without the inclusion of the RVS, but with the address mapping function of the two LRVSs (step 5, blue arrow). (Note 
that the CHECKSUM field of IP packets should be recomputed after every address change, similarly as in case of 
standard RVSs during the rendezvous mechanism described above). This message flow builds up an active HIP 
association between the initiator and responder, so they can begin sending data packets to each other. Data packets are 
forwarded by the LRVSs to the actual local IP addresses of the MNs in the same way as they do during a Basic 
Exchange sequence. 
 

 
Figure 1-17: Intra-, and inter-domain handover procedures in the proposed framework 

 
The handover management in the proposed µHIP framework is quite straightforward. In case of intra-domain handovers 
the MN will receive a new IPL from the new Access Router belonging to the serving LRVS (see MN1 and red arrows 
in Figure 1-17). In this case the MN – realizing the change of its IP address – simply updates its registration (and if 
needed its delegation certificate as well) with its new IPL at serving LRVS. The used update mechanism is detailed in 
[33]. It is important to note that neither the CNs of the mobile node nor the RVS has to be informed about the 
movement as the address changes are locally handled by the proposed micromobility extension. The movements of 
nodes are completely hidden from the outside world resulting in less signalling overhead, packet loss and handover 
latency. 
In case of inter-domain handovers the mobile node moves between local administrative domains (e.g. Domain2 and 
Domain3 in Figure 1-17) thus invoking the macromobility management procedures of our framework. Arriving at the 
new domain, the node will receive its new IPL, and will discover the service parameters of the new LRVS (LRVS3). 
After the MN realized that it leaved the previously used micromobility domain by entering a new one and learned the 
HIT and IP address of the new LRVS, it performs the initialization mechanism. This works the same way as above. 
Since MN changes its old LRVS, it has to update its RVS and all the correspondent nodes with ongoing 
communication. But the first thing to do is to update the old LRVS (i.e. LRVS2) to make it able to forward packets sent 
to the MN’s old globally routable IP address as long as the MN has not finished updating the RVS and all of its CNs 
(step 3, blue arrow). After the old LRVS is updated, the mobile node begins to update its CNs and at last the RVS (step 
4, blue arrows). When the MN finished all of the required updates with its CNs and the RVS, it removes the registration 
association at the old LRVS (this association can overrun the timeout defined for inactive HIP sessions and thus it could 
be automatically removed) and completes the inter-domain handover procedure. 

1.2.10.3.2 Network Mobility with HIP (HIP-NEMO) 
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As users realize the benefits of mobile communication they also raise their demand for more sophisticated mobility 
schemes [35]. Network mobility (NEMO) is one of these scenarios where not only a standalone host but a group of 
hosts connected together changes its point of attachment to the Internet. NEMO management solutions will enable the 
dynamic mobility of Personal Area Networks and Vehicular Area Networks among others. With this opportunity users 
can enjoy emerging applications of Intelligent Transportation System (ITS), which is more or less based on 
communication between networks applied in moving vehicles. 
In this section we introduce how HIP can be utilized to serve as the base protocol in providing Network Mobility 
(NEMO) support [48]. First we summarize the main concepts related to mobile networks then we describe the idea of 
extending HIP, which leads to HIP-NEMO [46], the HIP-based network mobility solution. 
In a NEMO scenario there is always a special entity called the Mobile Router (MR) that provides a connection point 
towards the outside world. There might hosts existing permanently (Local Fixed Node, LFN) or temporary (Local 
Mobile Nodes, LMN or Visiting Mobile Node, VMN) connected to the MR. Furthermore a mobile network has the 
chance to attach to another mobile network forming a nested architecture. Usually one solution providing network 
mobility does not limit the level of nesting. LFN, LMN, VMN and MR are entities commonly referred as Mobile 
Network Nodes (MNN). Finally there are scenarios where more than one MR exists in the same mobile network 
providing alternative ways of connection for MNNs. In this case we speak about multihomed mobile networks. All the 
scenarios described above can be mixed together in any complex way making network mobility management a very 
challenging research area. 
In order to meet these requirements the IETF (Internet Engineering Task Force) developed the Network Mobility Basic 
Support Protocol (NEMO-BS) [50] relying on Mobile IPv6. This and related work in IETF summarizes the main 
concepts, terms and scenarios related to network mobility and also outlines the most important challenges in this 
research area. 
On the other hand all the complex NEMO scenarios combined with the security requirements of next generation mobile 
networks are hard to solve with NEMO-BS. The root cause of this is the generic architectural problem of the classical 
TCP/IP stack. As described above this generic problem indicated the development of the Host Identity Protocol among 
others. Basically HIP integrates security, mobility and multihoming in a new manner and solutions based on it inherit 
these nice properties. Thus it is quite straightforward to use HIP as the base for providing network mobility support, 
HIP-NEMO. 
The proposal provides continuous connectivity, secure signalling and data communication for every MNN shall it be 
even in a nested subnet in a scalable manner. Support for multihomed scenarios is involved too. Furthermore the 
method uses reduced signalling and packet overhead while providing optimal routes towards any MNN. The 
cornerstone of the solution is a HIP-capable entity, the Mobile Rendezvous Server (mRVS), which acts as a MR and 
provides HIP-based services for MNNs in the moving network. The mRVS is the connection point for MNNs to access 
the Internet and also serves as a rendezvous point for the rest of the network to access MNNs. As the mobile network is 
expected to dynamically change its point of attachment it can provide only a mobile rendezvous point. Thus the mRVS 
itself needs to use the standard HIP rendezvous services to ensure a permanent rendezvous point for itself and for all the 
MNNs inside its territory. Consequently the standard RVS of the mRVS serves as the primary rendezvous point for the 
rest of the network to access MNNs. This is shown Figure 1-18. 
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Figure 1-18: A simple HIP-NEMO scenario 

 
The mRVS acts like a signalling proxy for MNNs as they delegate their signalling rights to the mRVS, after which the 
mRVS is responsible to perform all signalling needs (e.g. connection establishment, handover management) on behalf 
of the MNNs (step 1 and 2). The mobile rendezvous point is now established. After MNNs delegated their signalling 
rights to the mRVS, it registers them at the RVS to ensure the permanent rendezvous point for MNNs. 
As opposed to standard RVS, which stores single {HIT – IP address} mappings, the mRVS connects this pair with 
another IP address. This must be a globally routable address pointing to a topologically correct location. This is 
allocated and assigned by mRVS to the particular MNN. This address is used to provide a global locator for MNNs. As 
Figure 1-19 depicts, in our example mRVS assigned IP.LFN.P0 for LFN, while its actual IP address is IP.LFN.P1. One 
possible way to allocate a proper IP address for LFN is as follows. At registration LFN communicates on IP.LFN.P1. 
The mRVS simply changes the prefix (P1) of this address to P0, and leaves the remaining part of the address 
unchanged. 
 

 
Figure 1-19: The address allocated by mRVS 

 
Finally the mRVS communicates with other mRVSs to efficiently handle all the complex NEMO scenarios, especially 
nested mobile network situations. 
MNNs have to be able to delegate their signalling rights to the mRVS. However, this shall be considered as a HIP-based 
service, rather than a modification of the base protocol. Thus HIP-NEMO can provide transparent network mobility 
support for LFNs and LMNs.  
Now all necessary information is stored in the network to enable one correspondent node to establish a connection with 
a MNN. In the DNS system the primary connection point for any MNN can be retrieved. This is the standard RVS of 
the mRVS. The RVS redirects the packets addressed to the MNNs. 
The key issue related to mobile networks is the management of nested mobile subnetworks. Such situations are usually 
arising serious scalability problems in present NEMO proposals. Thus an efficient NEMO solution has to solve these 
scenarios in a scalable manner. In HIP-NEMO nested subnetwork management is based on special inter mRVS 
signalling and a bidirectional tunnel establishment between mRVSs. Inter mRVS communication manages the 
appearance of new nested subnets and nested subnet handover situations. The bidirectional tunnel is used for data 
delivery between two mRVSs. The detailed description is out of scope of this summary. 
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1.2.10.4 More HIP applications 
There are already several enhancements and advanced applications those rely on the functions and opportunities of HIP 
and show its wild range of possible usage scenarios. 
[39] described the methods and main considerations of applying Host Identity Protocol to tactical networks demanding 
high security requirements and capabilities for joint combined operations.  
[36] published a HIP based UMTS/WLAN architecture where the Rendezvous Server is integrated into the GGSN 
(Gateway GPRS Support Node) elements of the 3GPP standards such making the system ready for vertical handovers 
over a future public-key based communication in such a heterogeneous environment. The main improvement of the 
scheme over a standard Mobile IP solution is that the vertical handover delay is considerably reduced thanks to the 
author’s handover solution based on HIP multihoming.  
[41] introduced and analyzed a HIP based decentralized approach for securing distributed computing systems dealing 
effectively with their organically distributed nature. The authors combine the network and operating system 
virtualization methods with the Host Identity Protocol and Simple Public Key Infrastructure certificates in order to build 
virtual domains of trust over insecure interconnection of nodes. 
[37] designed new mobility management scheme based on the assembly of Host Identity Protocol and Session Initiation 
Protocol (SIP) in order to extinguish the mobility management limitations of SIP and create a hybrid macromobility 
solution for future value added services and applications. 

1.2.10.5 Security Considerations 
As the extensions are built on top of HIP, they inherit the security strengths of the base protocol. In an environment 
where hosts are identified according to their actual IP addresses (i.e. the current Internet architecture) the most 
important advantage derived from the usage of HIP is its strong authentication and identification service. This is 
provided by the cryptographic Host Identities, which are asymmetric key pairs. One can prove its identity by holding 
the private pair of a public key. Initialization of a HIP association (i.e. the Base Exchange) is designed to protect the 
responder from most kinds of Denial of Service (DoS) attacks. Confidentiality with HIP is established by encrypting the 
payload data by the public key. The only way to access the encrypted information is to own the private key. The base 
protocol specification recommends the usage of ESP, which is used by IPSec to transfer encrypted data. In its current 
form, the Base Exchange results in an IPSec Security Association pair. Communication partners use this to setup their 
ESP protected packets and send them to their peer. Furthermore, HIP protects the integrity of payload data as well as 
integrity of control packets. HIP control packets can also be used to carry cryptographic certificates. Certificates can be 
used for authentication or authorization purposes by the peer host or intermediate entities. The latter property is a key 
issue, when considering secure signalling right delegation. Hosts delegate their signalling rights to one or more (i.e. in 
case of multihomed scenarios) LRVS or mRVS in a secure way by sending registration packets that hold the 
correspondent certificate. Basic HIP security functions and secure delegation of signalling rights together provide 
secure location update, which is a key issue in securing mobile communication. Since signalling rights are delegated in 
a secure way and base HIP signalling messages are signed by the sender, location update signalling is protected. 

1.2.10.6 Conclusion of HIP Related Areas 
The next generation of mobile networks is not only envisioned to offer a wild range of high quality services but to 
provide them on a new technical basis. Novel approaches arise in order to solve the upcoming questions, thus the 
standards of the present network architectures are in constant evolution. The Host Identity Protocol and its existing and 
possible emerging applications are the fruits of this evolution too. 
On the other hand HIP is just one among the many proposals trying to cope with the sophisticated mobility schemes of 
next generation ubiquitous networks. However, the extensions developed on the top of HIP prove that it might be the 
best candidate to answer these challenges. Furthermore there are some hot research topics in this field, which aim to 
further develop and extend the basis concepts introduced by HIP. Here we outline some of these fields and directions of 
further developments. 
Signalling and identity delegation is one of the main potentials of future HIP related development. If this special service 
can be offered in a simple and secure way it opens the way to radically new applications not clearly provisioned today. 
On the other hand signalling delegation significantly reduces control overhead which is especially critical on low-
bandwidth wireless environments. Using this approach the heavy part of the signalling traffic can be transformed into 
the wireline network, which leads to enormous resource saving [45] [44] [42]. 
Strongly connected to the previous statement there is another resource related problem in wireless networks: the limited 
capacity of the batteries applied in mobile devices. Since HIP cryptography requires lots of CPU capacity and thus 
emits the majority of the battery life there is a strong need to develop a lightweight alternative of the HIP 
implementation. This branch of HIP-related research is summarized in [49] and some measurement results on how 
standard HIP implementation works on lightweight hardware can be found in [34]. 
The Host Identity Indirection Infrastructure (Hi3) [43] gives a DHT based structure for the RVS system. The solution 
combines the positive properties of Secure i3 and HIP, resulting an architecture that integrates the effective end-to-end 
approach of HIP and the flexibility of i3 (i.e. the basis of Secure i3). On the other hand the combined solution seems to 
be less vulnerable against Denial-of-Service (DoS) attacks than any of the parent proposals. 
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As these fields of research work getting more and more attention and the results are turned into practical 
solutions, the widespread distribution of HIP based networking approach and emerging applications described in this 
chapter shall be experienced contributing to the evolution of next generation mobile and wireless networks. 

1.3 Applicability to the OPTIMIX JSCC/D system 
The aim of this paragraph is to discuss about the applicability of the communication mechanisms described above, to 
exchange control and signalling information between the relevant entities of the OPTIMIX JSCC/D system. 
 
This is not an exhaustive analysis; simply some examples about the exploitation of the said mechanisms in the project 
framework are presented, focusing in particular on the foreseen and more likely deployment of each of them. 
As already stated, a first distinction on the matter must be introduced between communications from the Source Coder 
(i.e. the master application controller) and the Terminals and from the Terminals to the Source Coder. 
According to deliverable D1.3 about the OPTIMIX system specifications, there are various signalling and control 
information that need to cross the network from the generation point to the target destination(s), mainly: SSI, SRI are 
sent from the Source Coder to the Terminal and CSI, NSI, ER, and in general all other feedbacks from any layer of the 
receiver device (including the QoS perceived by the user), are sent from the Terminal to the Source coder. Each of these 
has its own nature, characteristics, frequency, size, path to traverse, etc., therefore one or more of the above described 
communication mechanisms could be the most suitable for each of them, or a group of them. 
These preliminary considerations are important because they pave the way for the simulation modelling process, trying 
to highlight a priori the most interesting and important design choices and scenarios to be investigated, avoiding waste 
of time on collecting data about useless or obvious results. 
 
Messages sent from the Source Coder to the Terminal (SSI, SRI) are strictly related to the data stream and must be 
synchronised with it and their frequency, the introduced overhead as well, is somehow proportional.  
For this reasons, the communication mechanisms that are more suitable to be deployed for the transmission of SSI and 
SRI are: encapsulation inside IP video packet header and an ad-hoc signalling protocol.  
More reasonably, the first method employs the Hop-by-Hop options, because the signals must be available for different 
entities of the JSCC/D chain before reaching the destination terminal(s). However, an encapsulation into packet payload 
could be also appropriate. While, for what concerns an ad-hoc signalling protocol, it should deal with synchronization 
issues with the associated video data stream and could entail a relevant effort, considering that it must be completely 
designed for the purpose. In principle some basic concepts of RTP/RTCP, such as the time stamp and the sequence 
number can be re-used and we might even work on such a standard as a starting point and apply directly modification to 
it; but a lot of control-plane aspects must be tackled in this case.  
With encapsulation inside the video packet header, the signals are automatically coupled with the data fragment it 
refers, hence this approach seems to be the most natural. 
Another choice could be the inclusion of SSI and SRI within the header inserted by the coder (e.g. H.264 AVC) that 
also fulfils the synchronization requirement. Therefore, both RTP or application layer headers are suitable mechanisms, 
though they likely require some sort of extension to the related standards, and in the first case, also depends on the 
specific codec employed.   
ICMP is not appropriate because it doesn’t offer synchronization facilities, even exploiting its extensions by defining 
new type of messages or control codes. 
Finally, the generation of a new IP packet flow (i.e. direct socket-by-socket communication) has not only some of the 
disadvantages of ICMP, such as the targeting of all the network devices along the transmission path that need to read 
the signals (e.g. the base-station for a further adaptation capability), but also an additional overhead due to the complete 
protocol stack traversal (ICMP instead, relies directly on IP). 
In all cases other than the encapsulation inside extension headers (or into data payload) of the video packets, the signals 
travels independently from the multimedia stream, the problem of association, synchronization and targeting of the 
JSCC/D concerned entities along the data path arise. By and large, further information, filtering and control 
mechanisms are required, adding complexity, overhead and possibly backward-compatibility issues to the designed 
solution. 
 
Messages sent from the Terminals to the Source Coder (CSI, NSI, ER, etc.) could be treated in different manner; as 
single signal to be transmitted with a NT method or as an aggregation of signals from each terminal or  different 
terminals (in the latter, aggregation points within the network are to be foreseen). 
It is possible to use different NT methodology for each signal: 

· Channel State Information (CSI) 
CSI goes in the reverse path with respect to the video data packets, hence it is not strictly synchronised with 
them (although, it must be up-to-date enough to be helpful). Furthermore, presumably the CSI frequency 
should be much lower than the packets rate to be considered almost negligible in terms of additional overhead. 
For example, channel conditions averaged over longer time intervals or in some cases only bit error rate 
information may be needed by the master application controller in order to perform its optimisation task.  
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At first glance, it is immediately clear as encapsulation of CSI into IP packet headers is not a good solution, 
because we should think of a new packet flows in the downlink direction, which is not always available.   
A more suitable solution could be ICMP, because it relies directly on the network layer (hence, also 
introducing less overhead). Furthermore, the frequency of CSI can be much lower than the packet rate of a 
common IP flow and this can avoid time-out concerns at the connection end-points.  
Both for ICMP and for the encapsulation into a new IP packet flow payload, an end-to-end communication can 
be realized as the concatenation of multiple connections between JSCC/D-aware network nodes, as needed.  
An ad-hoc signalling protocol could require a considerable effort in the development phase and it is not really 
necessary, considering the direct applicability of other communication mechanisms. 
 

· Network State Information (NSI).  
NSI reports about the availability of resources across the data path and, possibly, also along the reverse 
direction. Such information can be represented by the QoS performance parameters at the network layer (i.e. 
delay and loss) and can be effectively exploited at the source coder to better tune the amount of the generated 
rate and coding parameters in general, as well as at the base-stations for an additional level of adaptation, 
maybe on a shorter time-range. 
 Such information goes towards the source terminal and is not synchronised with the coded stream, but the 
updating reports must be frequently enough. The foreseen overhead should not be considerable, but an 
automatic scaling mechanism with respect to the number of destination terminals is required in order to well 
accomplish large multicast sessions without significantly loading the network, especially in the downlink 
direction of the access link with respect to the source coder.  
By the above observations and requirements, RTP/RTCP looks fine. It already has an automatic scaling 
algorithm based on the size of the concerned multicast group and sender/receiver(s) reports contain a fairly 
complete set of information about the provided network QoS. If needed, such set could be in principle 
enlarged.  
Another possibility is to deploy ICMP, because it introduces a small overhead and the control messages can be 
triggered whenever required; moreover, the foreseen frequency should be sustainable.  
IP encapsulation either in a datagram payload (i.e. direct socket-by-socket communication) or in an extension 
header, is practically feasible (for the latter, if also a multimedia stream exists on the reverse path) but not 
recommended for efficiency reasons (even connection timers constraints for the former) and resulting 
complexity. 

 
An aggregation of signals is possible to reduce the overhead, a solution could be the deployment of the Media 
Independent Handover (MIH) framework or the exploitation of some mechanism leveraging on anycast routing facility 
of IPv6. Indeed, feedback signals of each terminal, from the different layers (either some or all of them), can be grouped 
into a single message to be transmitted to the source coder. This should be implemented at the mobile observer and then 
a further level of aggregation within the network by some aggregation nodes (identified with an anycast address) can 
also be performed. 
Moreover, MIH enables to assess networks in range and execute handovers to them based on mobile node's internal 
rules and policies without end-user intervention. The internal rules and policies are defined to avoid connections to 
networks with, for example, too low bandwidth or QoS support, or too high usage costs.  Current link conditions are 
constantly monitored and when they deteriorate, the mobile node starts to assess potential available networks and 
communicate with them in order to know whether a handover to any of them is feasible or not. Because of all this, the 
interruption in service can be minimized and the network change can be made transparent to the end-user. 
The usage of Host Identities and the related protocol (HIP) is expected to provide mobility support and security 
mechanisms for the Optimix architecture.  

1.4 Header compression 
When dealing with multimedia streaming applications over IP wireless networks, as in the OPTIMIX project, the 
reduction of the protocol overhead is an important issue. Indeed, bandwidth is a valuable and limited resource on 
wireless links and should not be wasted to transmit redundant information. 
 
For this reason, we introduce in the global optimization process a Robust Header Compression (RoHC), in order to 
reduce the inner header redundancy. The bandwidth economized in this way can be used, for example, on the 
application side to decrease the constraint on the video source bit rate, allowing then a better end to end final video 
quality. 
 
The RoHC protocol has been defined in RFC 3095 for IP, UDP, RTP, and TCP headers and it is based on a network 
header processing. Header fields are first of all classified according to their variation profile (e.g., “static” or 
“dynamic”). RoHC protocol then envisages the storage both at sender and receiver side of a context with the “static” 
fields, and allows the transmission of the dynamic part of the packet header only. 
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The application of RoHC to video over IP streaming, coupled to the use of UDP-lite transport protocol - of high interest 
for error resilient video codecs, has already been subject of study. Real improvements have been achieved in the FP6 
IST PHOENIX project using robust header compression associated with video coding standards H.264 and MPEG 4. 
For multimedia applications, the perspectives introduced by the new IETF transport protocol DCCP are of real interest, 
since DCCP improves the mechanisms already provided by UDP and UDP-lite for audio and video streaming over IP 
by adding control congestion mechanisms. In OPTIMIX, we extend the work done so far by proposing the use of RoHC 
for DCCP packets. A detailed description of the proposed protocol can be found in D3.3a. 
 
RoHC extension for DCCP packets is fully compatible with existing standards and does not require any modification of 
the network stack, thus being well aligned with the Network Transparency approach. 
 
Moreover, an interesting protection method can be added to compression header, in order to: i) allow unequal error 
protection of header and payload; ii) transfer to the application layer partially corrupted packets. Indeed, the header is 
the more critical part of the packet, since an error in the packet header produces the loss of the whole packet. When 
using RoHC, the header is reduced to a small part of the whole packet and avoiding a packet loss due to errors in the 
header results even more important. Furthermore, in case of multimedia transmissions, partially corrupted data could be 
interpreted and used by the video decoder and thus should not be discarded at the data link layer. 
 
OPTIMIX proposes to protect the compressed header with an error correction mechanism, so to avoid unnecessary 
packets losses. 
The process, described more in details in [9], consists in three main steps:  

1. Robust Header Compression: the compression algorithm presented in D3.3a is applied to the packets header. 
2. Header protection: a selected correction code is applied to the packet header, thus generating a new packet 

composed by Header Compression Protection (HCP) and payload, as depicted in Figure 1-20. The new 
generated packet is sent to the data link layer together with HCP parameters (i.e., protection method and length 
of compressed header). 

3. Data link header generation: the data link layer generates the link layer header applying the CRC on the packet 
header only, thus allowing the transfer to the application of packets with corrupted payload.  If necessary, HCP 
parameters are included in the link layer header. 

 

 Header 
UDP 

Header 
IP IP packet Payload 

Header 
… 

Compressed 
header 

Payload RoHC packet 

HCP header Payload 
 

HCP packet 
 

Figure 1-20: HCP packet creation 

 
HCP parameters can be both predefined and known both at the transmitter and at the receiver side or chosen by the 
transmitter. In the first case, HCP parameters don’t have to be transmitted to the receiver. In the second case, parameters 
can change in function of channel state or can even be redefined by the transmitter for each new transmission. In this 
case the receiver cannot be aware of the code selection done at the transmitter and this information has to be inserted in 
the link layer header. We assume that transmitter and receiver have a table associating an index to the information 
necessary for the coding and the decoding process (i.e., code type, generator polynomial, rate,). In this case the packet 
header has to include the index related to the used code only. 
 
The resulting gain, achieved by adopting in the OPTMIX project this protection mechanism, is twofold: 
· Packets with partially corrupted payload but correct header are not discarded but rather transferred to the 

application layer. 
· The number of packets discarded due to errors on the header (but with correct payload) is reduced. As a 

consequence, cases needing ARQ or FEC for the whole packet are also dramatically reduced, thus increasing the 
overall throughput. 

 
This protection mechanism, which can be easily integrated into the classic RoHC algorithm, remains compliant to the 
used video standard and does not, requires modifications of the transmission chain. However, the following 
modifications at the data link layer have to be considered in OPTIMIX:  

1. The CRC has to be done on the header only and not on the whole packet size 
2. The data link header has to be modified to include the index of the used code. 
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These modifications can be easily inserted in existing standards. 

1.5 Addressing a basic scenario 
The objective of this sub-section is to specify a basic scenario to be firstly investigated in the simulation modeling 
process, together with some alternative design choices that result from considerations and analysis discussions made in 
the previous paragraphs. 

1.5.1 Scenario specifications 
OPTIMIX project deals with a wide set of multimedia applications as described in D1.2, providing value-added services 
that are point-to-multipoint in nature. Some examples are video telephony, video downloading, e-learning, video 
conferencing, etc... such services entail the transmission of audio/video streams even in both directions; however, a 
simulation analysis could consider just a single multimedia flow (video or audio) generated by a single source (i.e. the 
server) to a given number of users (i.e. the client terminals), with a wireless connection for the last hop, where each 
base-station or an Access Point (depending on the concerned technology) serves one or more end-devices, such as a 
smart-phone, PDA, laptop. Of course, all the analysis, considerations and conclusions will be drawn out also thinking of 
the more complex application scenarios of the project to make them as general as possible. 
 
 More specifically, concerning the network, we could distinguish between: 

· Multiple Base Stations and multi-users 
· Unicast or multicast distribution of the multimedia data 
· Multiple wireless -hops to be crossed 
· Mobility management 
· Fault resilience mechanisms 
· Interactive or streaming multimedia applications 
· Provided or not security and confidentiality 

 
It is reasonable and safer to start the study with a very basic reference model, encompassing all the fundamental 
characteristics of a JSCC/D system in a point-to-multipoint context, but not including the extra-features required by 
more sophisticated network scenarios, which would unnecessary complicate both the initial development and analysis 
of the simulation modelling process. 
Regarding the number of delivered multimedia flows, the simplest case, though not always realistic in an open 
environment, is the presence of limited number of base stations (BS) with a single user for BS. However, this is 
certainly the starting point for all the following analysis. 
With regards to the latter, we need to distinguish between either a full or partial JSCC/D-compliant environment. This is 
important because applications can adapt differently or not at all, to the same wireless channel, and in general to the 
entire network conditions, leading to a diverse impact on the functional and in particular, performance behaviour of the 
analyzed video streaming.   
It is worthwhile to underline that the users, in these last cases can share either the capacity of a common wireless link or 
just the bandwidth at the network level along a certain trunk of the respective end-to-end communication path, or even 
both. Certainly, the scenario with a common base station for more than one user is the most relevant for the project, and 
hence properly investigated in subsequent steps of the simulation modelling process. 
 In the next generation IP based networks, some extra features and capability will be available with respect to the 
currently deployed packet switched telecommunication infrastructures. Among them, advanced routing functionality 
such as multicasting will be probably widely spread. Multicasting allows for an efficient exploitation of network 
resources, when the same traffic, typically multimedia streams, has to be delivered to a group of users simultaneously. 
Nevertheless, also the unicast type of distribution for the multimedia data is going to be considered, mainly for 
backward compatibility issues. A comparison between the two is certainly an interesting task to be carried out.  
In a multimedia streaming application context, the server is more likely to be located in the fixed part of the core 
network. Hence, it is quite common that a common network has to be crossed in order to reach the active set of base-
stations and then the client terminal(s) attached to them (e.g. UMTS cellular phones, Pc with a Wi-Fi card, where only 
the last hop is on an air interface). 
By preliminary observations, the conceiving of a JSCC/D system applied to interactive multimedia services can take 
advantages from the simultaneous transport of control/signalling information and multimedia data in both direction for 
the end-points of the concerned communication. Therefore, it is essentially a matter of optimization in terms of resource 
utilization rather than functional or performance differences. 
The fundamental concept of a JSCC/D system is to jointly optimise the source and channel (de)coding as well as the 
(de)modulator. This operation is performed taken into account the target QoS and the resources available in the network 
along the communication path and in particular on the wireless hops. 
In the OPTIMIX proposal, the feedback information comes in principle from all layers of the client terminals, such as 
NSI (Network State Information), CSI (Channel State Information) and QoS perceived by the user. Such feedback are 
sent by the mobile unit observers either in an aggregated form or not to the master application controller, crossing the 
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whole network in the reverse direction and possibly being further aggregated in some collecting transit points in the 
core of the telecommunication infrastructure. 
The functioning mode and the configuration parameters of the source and channel codecs, and of the (de)modulators, 
are decided by the JSCC/D controllers, both at server side (i.e. master application controller) and base-station/AP sides 
(i.e. unit controllers with a further level of adaptation). For example, the controllers can command the switching to a 
more robust coding algorithm and/or a stronger error resilience protection at the source coder in response to a more 
error prone environment with poor channel conditions and resource availability. 
For what concerns the source codec, the attention will be firstly focused on a specific compression technique (e.g. 
H.264 AVC or H.264 SVC), with a small set of different protection levels and error resilience mechanisms. The 
available and deployed channel codecs and the (de)modulators will be chosen among a basic group that result from 
considering already known algorithms with possibly some minor modifications. 
The user mobility can be managed by different protocols, for example by Mobile IPv6, Host Identity Protocol or even 
by the mechanism of joint/leave in a multicast environment. The impact of the issued protocols and procedures will be 
properly taken into account, though in a later step of the simulation modelling process, as well as the impact of the fault 
management system, applying Traffic Engineering in the network, designed in Task 3.1. 

1.5.2 Firstly Proposed design solutions 
The design space is enormous considering also the high number of different entities and mechanisms involved. 
Therefore, it is difficult to provide an exhaustive simulation analysis, even for the most reasonable design options. 
However, in this first deliverable the most suitable and probably effective solutions will be taken into account and 
analyzed. 
In par. 1.3, the most feasible applicability of the communication mechanisms described in the previous paragraphs has 
been presented. The basic idea is to follow those indications and to investigate about them, at least with regards to the 
most important control/signalling information that mainly determines the cost and the achieved performance of the 
overall JSCC/D system. 
In the next chapter, the simulation modeling process will be described and explained in detail. 

1.6 Mobility Aspects 
As already stated the first objective of the network transparency is referred to the capability of transferring signalling 
and control information between both different network nodes and layers (cross layer design) as needed, in a transparent 
manner. Transparently means in spite of the strict rules of the ISO OSI model, which impose a modular and 
independent design of each link layer of a network node with well defined interfaces, from one side and the delivering 
through a telecommunication infrastructure that carries data only of a specific format (IP datagram, in the case) of the 
JSCC/D specific information without introducing relevant impairments, such as errors, drops, delay, delay-variations, 
on the other side.  
This transparency must be provided also when the end users are moving with their terminals from a base station to 
another. In this case, if any multimedia transmission is active, the user will continuously receive the data streams, but 
the network will change automatically the routing of the packet. However, changing the routing comes with change in 
the IP address, thus all stateful communications (e.g. TCP over IP sessions) are interrupted due to IP address change. To 
cope with this problem several solutions are available in literature. In the framework of OPTIMIX project, HIP 
(described in Section 1.2.10), and MIPv6/NEMO have been selected as interesting approaches. Concerning MIPv6 and 
NEMO no description is given here due to the fact that it has been detailed in previous OPTIMIX deliverable D1.3. 
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2 Simulation modelling process 

2.1 A simulation methodology 
The success of a simulation study is highly dependent on correct use of a corresponding methodology. For instance, 
some potential reasons for getting unsatisfactory results from a simulation study are the following: 

· insufficient training of simulation team members 
· simulation objectives are not clearly defined 
· trying to build too much details into a model 
· making conclusions from a single simulation run rather than from multiple runs 
· making conclusions from animation rather than from statistical reports 
· lack of interaction between model builder, management and operational personnel. 

As for many concepts of a general nature, there are different definitions of simulation.  A quite clear and intuitive is: the 
process of designing a model of a real system and conducting experiments with this model for the purpose of 
understanding the behaviour of the system and/or evaluating various strategies for the operation of the system.  
 
We could narrow this general definition by making the following remarks:  

· simulated system could be either a real or not (yet) existing system. The latter is valid for instance, when 
simulating a designed system, aiming to find the best design that will be later implemented in reality  

· simulation usually takes into account random factors that influence operation of the original system (one 
exception from this rule is valid when a sequence of deterministic simulation models is developed, for instance 
for the aims of industrial training)  

· simulation is usually computer-based, e.g., is performed using a computer  
· simulation considers the simulated system in dynamics, taking into account its evolution through time (in 

contrast to Monte Carlo, or static, simulation, where time is not considered)  
· aim of a simulation study is, generally speaking, to improve operation of the system under consideration, or the 

design of an entirely newly conceived one for the purpose  
· we are considering one specific kind of simulation, namely, discrete-event simulation that deals with discrete-

event systems which change their state instantaneously, at discrete time moments (e.g., queuing systems). 
Thus, under term “simulation” we shall actually mean “discrete-event simulation”.  

 
An idea of the simulation approach may be generally defined in the following way: 

· describe how the modelled system operates, i.e., specify its operation algorithm 
· develop a computer programme that realises this algorithm, i.e., develop a simulation model 
· experiment with the developed computer programme, as you would like to experiment with a real system (if it 

would be possible), i.e., simulate 
· analyse and interpret results of simulation experiments, make related decisions and implement them.  

Traditionally, it is considered that a simulation study incorporates the following main steps, up to the realization of the 
concerned system:   

· problem formulation 
· setting the objectives and overall project plan 
· model conceptualisation 
· data collection 
· model translation 
· verification, validation 
· experimental design 
· system runs and analysis  
· documentation and reporting 
· implementation  

 
Of course, these steps are not isolated from each other, but are connected in a consistent way, reflecting logic of a 
simulation project. Moreover, this general set of steps could be further developed by including additional ones and 
inter-connections, thus reflecting experiences of particular authors in performing simulation research. 
Based on our experiences in performing simulation studies, we developed our vision of a typical simulation study that is 
presented in Figure 2-1 in the form of a flow chart. This general structure is realised in each particular study in a 
specific way, depending on simulation aims, available resources and nature of a simulated system. For instance, when 
simulating manufacturing systems in a design mode, general simulation goals are: better understanding of behaviour of 
the simulated system, analysis of its operation in different situations (so-called “what-if analysis”), analysis and removal 
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of bottlenecks, parameter optimisation, comparing alternative decisions, evaluating different control algorithms and 
personal training. 
Another example of customising the general simulation scheme comes to consideration when simulation is aimed to 
optimise parameters of the simulated system, with the objective to improve value of the chosen performance function 
(i.e., the optimisation criterion). In that case, steps 15 – 17 could be interpreted in the following way.   

· Continue optimisation with another criterion? 
· Specifying optimisation criterion. 
· Correct optimisation algorithm? 

 

Following is a brief description of the main steps of a simulation study, shown in Figure 2-1. 
1. Problem formulation. A problem to be solved should be identified.  
2. Training project participants. All persons, involved into performing the project, might be aware of the used 

methodology and steps to implement it. Project participants without preliminary knowledge about simulation 
studies should be informed about the main aspects of performing the study. Everybody should understand his 
role in the whole teamwork, and realise what other people are doing as well.  

3. Setting objectives and overall project plan. Objectives of the study should be specified at this stage, with the 
aim to solve the above-formulated problem. The overall plan for reaching these objectives includes identifying 
involved people, resources available, used methodology, parameters to be varied and alternatives to be tested, 
calendar planning, etc.  

4. Model conceptualisation means specifying operation algorithm of the simulated system: abstraction of its 
essential features (referring to a Pareto law, stating that each system has an essential minority, that mainly 
determines its behaviour, and a trivial majority; exactly that essential minority should be identified and 
included into the model) and development of its conceptual model (distinguishing the simulated system from 
its environment, deciding about the level of details, identifying main elements and relations, specifying 
parameters and variables).  
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Figure 2-1: Flow chart of a simulation study. 

5. Data preparing should be organised very carefully. A well-known simulation principle is “Garbage In – 
Garbage Out”, that means that even a well developed model could not produce close-to-reality results, if its 
input data differ from what is present in reality. Statistical considerations should be taken into account, when 
describing random factors, e.g., random variables. 

6. Checking model concepts and macro data. Here the simulation team comes together in order to discuss 
decisions made about the conceptual model and descriptions of input data. For instance, types of probability 
distributions, used to describe random input variables, have to be discussed. 
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7. Model translation means implementing the conceptual model in the form of a corresponding software 
programme. The resulted programme is actually what is called “a simulation model”. A choice between using 
general software tools and special simulation tools (e.g., simulation languages (like GPSS/H) or systems (like 
OPNET, Arena)) should be made at this stage.  

8. Verification means checking if the developed programme indeed realises the operational algorithm of the 
simulated system. At this stage the model developing team actually asks itself: “Does the developed model 
operate as we think the original system (or the newly conceived) does?” 

9. Testing model with macro data. Here sensitivity of simulation results is checked towards changes of 
parameters of probability distributions of model random input variables. If some of the parameters seem to be 
critical from that point of view, it should be checked if there values were evaluated enough precisely. 
Otherwise, additional efforts should be spent for specifying values of these parameters with a higher 
confidence. 

10. Validation is the second stage (after verification) where the developed model is checked for adequate 
presenting of the modelled system. In this case operation of the model is compared with that of the modelled 
system (in some extent and whether possible). A question that should be answered at this stage actually is: 
“Does the developed model operate as the original system does?” A positive answer to that question would 
mean that simulation results indeed reflect operation of the modelled system in a corresponding situation. 

11. Strategic planning of simulation experiments means planning experiments with the simulation model: choosing 
values of model parameters to be investigated or tuned, deciding about alternatives to be compared by 
simulation, etc. It is performed in the same way, as it would be done, planning experiments with a real system 
(e.g., using a full factorial design or fractional factorial design). 

12. Tactical planning of simulation experiments reflects specifics of simulation studies. Here realisation of each 
experiment, designed at the previous stage, is planned. Typical questions to be answered at this stage are the 
following: How many simulation runs should be performed for each experiment? Which kind of model 
behaviour should be evaluated: transient or steady-state? In the last case, how shall we deal with the warm-up 
period? Do we need to take into account correlation in simulation results? 

13. Running and analysing simulation experiments. Simulation experiments are performed at this stage in 
accordance with the above-developed (at stages 11 and 12) plans, and there results are accordingly processed. 

14. More experiments? If necessary, additional experiments are performed (e.g., if it is necessary to achieve a 
higher preciseness of simulation results: to get narrower confidence intervals for evaluated values, etc.). 

15. New experiments? This stage, together with stages 16 (Specifying simulation goal), 17 (Correct algorithm?) 
and 18 (Model changing) allow turning, if necessary, to another simulation goal. Such necessity could appear 
if during the simulation study some new aspects come to consideration, that ask for analysing another aspects 
of modelled system behaviour. In such situation a new strategic plan of simulation experiments could be 
developed, if necessary; otherwise, the simulation model will be changed (at stage 18) in accordance with the 
previously developed strategic plan.  

16. Analysis and interpretation of simulation results. Simulation results are analysed and interpreted at this stage 
that is a basis for making corresponding decisions (e.g., deciding about the best values of parameters of the 
modelled system, or choosing the best control algorithm). 

17. Presentation of results. 
18. Implementation of results of the simulation study. 

2.2 Simulation modelling analysis objectives 
As already stated several times, the main goal of the simulation modeling process to be developed during the whole 
project timeframe is the evaluation of the correct functioning and achieved performance of the overall proposed 
JSCC/D system, possibly suggesting the best design options and improvements in general. 
To reach such an objective, all the possible design solutions and mechanisms for Network Transparency and for the 
single entity involved in the jointly source and channel (de)coding as well as (de)modulator should be in principle 
investigated, with more or less level of detail. The working space is enormous in some extent, therefore it is practically 
impossible to encompass all the design choices and parameters with their different values. However, the fundamental 
issue is to effectively demonstrate the potentiality of the proposed system providing a consistent and reliable analysis 
and assessment, letting some further degrees of freedom to real implementations, which also take into account of, or are 
targeted to diverse applications and network scenarios. Actually, the design and performance guidelines resulting from 
the simulation modeling process are to be practically helpful to vendor developers and thus justify the effort on the 
matter.  
For these reasons, some feasible solutions for the Network Transparency could be uncovered, as well as some 
quantitative measurements and even some algorithms and mechanisms regarding the source and channel (de)coders, or 
(de)modulator which anyway may be considered in the project test-bed phase. Moreover, this last concern does not limit 
anyhow the theoretical analysis and studies on the field that are conducted independently in other work packages, such 
as the different conceived coding techniques and JSCC/D controllers rules carried out in WP2, considered and 
developed during the all time-life of the project. 
The simulation modeling analysis objectives can be summarized as follows: 
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A. to properly model the application and network scenarios envisioned by the OPTIMIX project framework  
B. to investigate about the most reasonable design choices, both for the single entity concerned in the JSCC/D 

chain and for the Network Transparency support 
C. to collect both qualitative and quantitative valuable results, by means of which effectively evaluate from a 

functional and performance point of view the overall architecture and system 
D. to demonstrate the potentiality and improvements of the OPTIMIX JSCC/D proposal with respect to a 

traditional technique for transmission of multimedia flows  
E. to generate feedbacks and support for the other work packages involved in the design process, as well as for 

the testing phase 
F. to highlight the weaknesses and strengths of the OPTIMIX proposal and possibly of a more generic JSCC/D 

system in a point-to-multipoint context 
G. to deeply analyze the trade-off between different design solutions 
H. to determine the critical aspects of the system 
I. to differentiate the resulting considerations and conclusions of the analysis depending on the concerned 

scenario, as needed 
J. to underline the best working conditions as well as the minimal constraints imposed on the context in order to 

allow the JSCC/D system to work properly 
K. to consider interactions with external factors other than the JSCC/D chain, in the various possible working 

conditions 
L. to finalize the system specifications and more importantly, define the solution for the Network Transparency  
M. to produce guidelines for the development of the JSCC/D OPTIMIX system in the real life 

 
The OPTIMIX project proposal is about the optimization of multimedia transmission for point-to-multipoint services in 
IP wireless networks by deploying a novel JSCC/D technique. Therefore, the target application and network scenarios 
are quite vast. For this reason, we have focused our attention on a more restricted context that deals with multimedia 
streaming from a single source towards a given set of client terminals. For what concerns the underlying 
telecommunication infrastructure the reference scenarios are: multiple wireless base stations with attached one or more 
terminal(s), either unicast or multicast multimedia content distribution and radio receivers located in the destination 
devices. All this scenarios will be modeled and analyzed in the simulation process, starting from the simplest one, as 
described in sect. 1.4. It is worthwhile to underline that a design solution could be the most suitable for a given scenario, 
but for another one. This conclusion should be the result of considerations about complexity, overhead, achieved 
performance and other investigated issues, which depend on the specific concerned network infrastructure.  Therefore, 
the simulation modeling process will analyze a set of network scenarios that necessarily encompasses all the possible 
options concerned by the OPTIMIX project proposal. 
It is fundamental to properly evaluate the overall JSCC/D architecture in all its components and information exchange 
mechanisms, both from a functional and a performance point of view in an objective manner. This means that 
quantitative measurements on the analyzed system must be collected whenever possible and worthwhile. Moreover, if 
absolute values are not significant, relative comparisons can be extremely helpful, for instance to investigate about 
different design choices for the same scenario and relevant module configuration, even qualitative considerations will 
be made in order to completely assess the newly conceived system. To point out that the required accuracy and 
frequency of the control and signalling information involved in the JSCC/D schema will be precisely explored in the 
design optimization process, together with the related scalability issue of the feedbacks, which could lead to the strong 
need of aggregation, even in the core of the network and not only at the mobile observers. 
The analysis of the achieved performance, together with the measurements provided by the QoS evaluation module and 
of course the gauging of the introduced cost in terms of both complexity and overhead constitute the basis to 
demonstrate the valued added of the OPTIMIX JSCC/D proposal with respect to the state-of-art in the field. The 
simulation process will be conducted following a spiral model, starting from a very simple scenario and then adding 
more and more features up to a final fairly complete version of the concerned system. Therefore, the workplan is 
organized to both provide and receive feedbacks to/from the other design (WP2) and testing (WP4) work packages in 
order to speed up the overall project workflow and reach the best achievements until the scheduled deadlines. More 
specifically, the simulation modelling process will follow the already stated development of the simulation chain (see 
D1.3 for more details), the basic tool used to execute it, which is organized in two steps, the first step will encompass 
the basic entities, functionality and mechanisms of the JSCC/D system, while the second one will include all the 
designed extensions and enhancements.  
A fundamental result of WP3 is the design of the communication mechanisms for the Network Transparency, both 
internally to a single device (i.e. between different OSI layers; the so called, cross layer design) and externally (i.e. 
between entities located in different network nodes). This goal is achieved taking into account of both the specific 
scenarios concerned by the OPTIMIX project and some mandatory, as well as optional already stated requirements (see 
deliverable D1.2 and D1.3). Further investigation and analysis are needed to properly deal with this last point; for 
example, regarding the most appropriate QoS capabilities to be supported by the network and the minimum amount of 
resources that result in a more affective deployment of the OPTIMIX JSCC/D system. 
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2.3 Input/Output and level of detail 
Once defined the objectives of the simulation analysis process, as explained in sect. 3.1, it is necessary to design the 
modeling activity. The input and output of the JSCC/D schema, as well as the detail level of representation, must be 
properly defined. 
Input and output need to provide enough information both to support the verification and validation of the built 
simulation environment and assess the OPTIMIX proposal, from a functional and a performance point of view. For this 
reason, they should be as accurate and complete as possible, together with the simulation model fidelity to the real 
system. However, it is extremely important to maintain the simulation modeling activity as efficient as possible, both 
for the time required by the development phase and the one for collecting the simulation results. A good compromise 
should be found.  
Typically, the lowest level of detail is selected in order to achieve the simulation analysis goals as well. This is 
particularly true for the element that are not specific of the jointly optimized system, such as the IP networks, the base-
stations/APs and other entities connected to the core of the telecommunication infrastructure (e.g. HA, HIP server, 
RVPs), while for the primary components of the OPTIMIX JSCC/D system all the functionality will be provided. 
Actually, the simulation-chain used as a basis for the simulation modelling process and analysis must resemble the real 
system, though not in a real-time manner, in order to represents together with the demonstrator built in WP4 a complete 
proof-of-concepts. 
 
We can divide the input of the simulation modeling process into three sub-sets: 

· the configuration parameters  
· the stimulus of the simulation environment.  

 
Fundamentally, the first set customizes the specific application and network scenario to be simulated, providing 
information about both the considered context and the design choices that are to be investigated in the analysis. In the 
next section, the name and the meaning of the configuration parameters associated with each foreseen simulation model 
will be explained in detail and also the general setting options that apply to the entire architecture. Just to make an 
example, a general configuration parameter is the delay introduced by each IP network node and in case of the 
audio/video source, the way SSI is transmitted through the network (e.g. by the Hop-by-Hop option of Ipv6 extension 
header). The network topology, i.e. the set of employed simulation objects and the related interconnections, is also an 
input of this type. 
 
Concerning the stimulus of the simulation environment, we mean essentially the multimedia traces to be transmitted 
across the network and that will exploit the benefits of the OPTIMIX JSCC/D proposal. It is worthwhile to highlight 
that for a full-functional assessment of the overall system the real audio/video coded data packets need to be transported 
over the underlying telecommunication infrastructure. Therefore, the input file must report all the necessary information 
about the content and timing. 
 
Outputs of the simulation modelling process related to Task 3.2, mainly about the Network Transparency issue, are 
constituted by statistical results collected first at the ends of the IP Network and possibly, in advanced steps, also at the 
source encoder, base-stations/APs and client terminals, as needed. Mostly, we deal with data related to the transmitted 
video packets, such as end-to-end delay, loss and throughput, but also associated with the signalling and control 
information, such as frequency, introduced overhead, and various trade-off. The gathered results will be available both 
in a graphical form, for clearness, simplicity and ease of use, and in a database for further processing and analysis, as 
necessary. 
 
It is worthwhile to highlight that the objectives of the simulation modeling process for the Network Transparency issue 
could be roughly achieved by employing a representation of the investigated environment and design proposal at 
architectural level only. This would lead to a simple and fast simulation implementation and analysis. However, the 
simulation-chain developed by all partners in collaboration as a means of proof-of-concepts provides all the 
functionality of the designed JSCC/D system. Therefore, almost complete modelling details will be included in the 
simulation tool, allowing for a deep analysis of every aspect and trade-off concerned in the system.  
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2.4 Simulation modelling specification 
The simulation modelling specification clearly describes all the relevant aspects of the simulation modelling process of 
a real system. These concerns include: 

· The single object model functionality and behaviour 
· The relationships and information exchange/communications between the different object models 
· The typical or possible project simulation scenarios 
· The input and output of the overall system model, as well as the simulation results available for each object 

model 
 
Even in order to better understand the model specification documentation it is worthwhile to introduce the simulation 
modelling, analysis and testing tool, namely OMNeT++ [11], which will be employed in the OPTIMIX project for the 
simulation of the overall JSCC/D system simply with the objective to make the reader familiar with the syntax, 
semantic and basic concepts used in the specification language 

2.4.1 OMNeT++ 
OMNeT++ is a public-source, component-based, modular and open-architecture simulation environment with strong 
GUI support and an embeddable simulation kernel. Its primary application area is the simulation of communication 
networks and because of its generic and flexible architecture, it has been successfully used in other areas like the 
simulation of IT systems, queuing networks, hardware architectures and business processes as well. OMNeT++ is 
rapidly becoming a popular simulation platform in the scientific community as well as in industrial settings. Several 
open source simulation models have been published, in the field of internet simulations (IPv4, IPv6, etc), mobility and 
ad-hoc simulations and other areas. 

2.4.2 Simulation modelling specification roll-out 
As already claimed in deliverable D1.3, to allow a fairly independent development of each simulation modelling 
activity (even of other work packages), at different level, with as many elements as possible, and also carry out the 
validation of each newly introduced element, a basic but general simulation chain framework has been defined, that will 
rely on data exchanges at each interface of main blocks, with three main formats for data depending on the place in the 
chain they correspond to: application level, network level and physical level. 
The skeleton for the OMNeT++ chain has been established and several trials to define the possibilities offered by 
OMNeT++ software (including possible backdoors for simplifications) have been done by the partners. Figure 2-2 
presents this model, with a zoom on the different modules involved for each one of the different possible nodes in the 
system: server, wireless network, base station and terminal. 
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Figure 2-2 Skeleton for OMNeT++ chain: modules defined for the multimedia communication. 
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For each module of this skeleton, the communication is foreseen on two plans, corresponding to the traditional approach 
of data/signalling separation, which should be enforced strongly in OPTIMIX system due to the large importance 
devoted to the signalling with the controller/observer work. Figure 2-3 presents the principle of gates already introduced 
for the different modules in the skeleton, where the gates for control and data are clearly separated. 
 

 

 

Figure 2-3 Skeleton for OMNeT++ chain: principle of gates between the different modules. 

The communication between the different nodes of the system will be performed by means of “messages” which, as 
much as possible, will be compliant with the format of the existing standards. 
Typically, for data, the IETF datagrams (IPv6, DCCP, UDP, UDP-Lite, RTP …) for upper layers and standard radio 
packets for lower layers are foreseen. For signalling, as much as possible, the type of messages used will follow existing 
specifications (e.g. IPv6 extension headers, RTCP, ICMP …), even though specific simplified message exchanges may 
be considered in a first approach for sake of simplicity. 
Any deviation from a standard format is to be thoroughly documented and justified. 

2.4.3 Verification and validation of the simulation model 
Following the indications provided and discussed in sect 2.1, an important step of the simulation modelling process is 
the verification and validation of the built models. This is not a trivial task, because it is comparable to the testing of a 
generic piece of software, which can be very hard if the set of the concerned variables, as well as the possible execution 
paths, is large. 
After a proper and deep model code inspection (from both a semantic and syntax point of views) and correct compiling 
of it, the common way to proceed is to configure a very basic simulation scenario and stimulate it with inputs we 
already know, more or less precisely, the corresponding outputs, at least in a qualitative manner; however, also 
quantitative considerations must be taken on the collected results in order to correctly conclude about the consistency of 
the simulation models. This operation should be carried out for a large enough number of configuration scenarios and 
this can lead to a non-negligible waste of time and effort. 
Nevertheless, this is necessary in order to ensure the validity of the functional and performance evaluation achievements 
of the simulated system.  
Considering the relevant work conducted and reported in this deliverable, we do not include the data related to the 
verification and validation activities, which is still a work in progress, but simply claim about their execution. 

2.5 Analysis of previous simulation results 
It is worthwhile to first leverage the results about the simulation modelling process carried out for a JSCC/D system in 
the case of a single user, as by the FP6 IST PHOENIX project [16][17]. 
The main results about the introduced overhead are reported in the following. Indeed, the control/signalling overhead 
introduced by the specific control messages and feedbacks is the cost to pay for using a JSCC/D system instead of a 
traditional one to transmit multimedia data and does not depend on the specific wireless technology. The recommended 
encapsulation methods and the resulting overhead for each control/signalling information are reported in Table 2. 
 

Message Size (Bytes) Transmission mechanism Overhead  

CSI 20 ICMPv6 560 Byte/s for 50 ms; 140 Byte/s for 200 ms; 28 Byte/s for 1 s 

NSI 36 Report RTCP/ICMPv6 215 Byte/s for 250 ms; 80 Byte/s for 1 s; 60 Byte/s for 2 s 

SSI/SRI 8 IPv6 Extension Header 
2,5 KByte/s for 448 Kbps, 30 fps; 1,46 KByte/s for 271 Kbps, 

15 fps; 1,3 KByte/s for 189 Kbps, 7,5 fps 

Table 2: Control/signalling message overheads (for different refreshing periods, when applicable) 
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Analysing such data, we can make some useful considerations about the overheads introduced by the OPTIMIX’s 
proposal. 
Let’s take for examples the transmission of CSI signal from N terminals to the source coder. 
With a unicast transmission the total overhead is the overhead of a single transmission (as reported in Table 2) 
multiplied by N. 
To reduce this overhead, in the multicast scenario (where the users are managed as a group rather than separately), we 
can use some aggregator in the network. In this case we have N unicast transmissions only from the terminals to the M 
aggregators and then only one unicast transmission from each aggregator to the source coder (hence, M in total). If M is 
significantly smaller than N, the saving is relevant and maybe more than that, the downlink access connection of the 
source terminal is not overloaded anymore. 
This concept is still valid for all the feedback signals to be transferred from the end terminals to the source encoder. A 
further level of aggregation can be applied directly at the mobile observer. In this way, the overhead related to a single 
signal must be shared in the total counting, resulting in a further decrease of the whole overhead with respect to the 
unicast case of N user, managed separately as in PHOENIX’s framework.   
The deployment of multicast is also beneficial for the transmission of control/signalling messages from the source 
encoder to the terminals (i.e. SSI and SRI). Actually, instead of having N different signalling flows of messages from 
the master application controller, just 1 is foreseen. The replications of such messages happen within the core IP 
network, in the branching nodes of the concerned multicast tree before reaching the issued base-stations, and hence, the 
target terminals. It is immediately clear as the uplink access connection of the source terminal is significantly less 
loaded, also allowing for a large group of users. 
The precise overhead, as for the feedback information, depends also on the specific structure of the multicast tree. 
Therefore, a simulation analysis investigating different scenarios is needed and crucial. 
As a preliminary conclusion, we expect that the introduced overhead concerning a given signal for N terminals is 
something   between the overhead that would be introduced by a single user (see the table above to have an idea) and N 
times such a value. Of course, the higher the aggregation of feedbacks the lower the introduced overhead on the whole. 
Furthermore, the topology of the multicast tree, together with the number of involved base-stations in the active set of 
the considered multimedia communication has a dramatic impact. Indeed, if the group of users is attached to a small 
number of base-stations and such base-stations are quite close to each other, topologically speaking, the introduced 
overhead is lower. Of course, all these considerations are made without explicitly picking a given refreshing frequency 
of the feedbacks that could be different from the one selected for the corresponding signal (if existing) in PHOENIX’s 
proposal, because this is an issue that has not been tackled yet in OPTIMIX project.  
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3 Conclusion 
This deliverable concerns the Network Transparency issue and the simulation modelling process. The main concepts 
and problems have been firstly introduced and described as much as possible in a simple but clear and quite detailed 
manner, Furthermore, an initial specification and analysis has been provided, both for what regards the Network 
Transparency and the simulation modelling process of the overall JSCC/D system. A reference scenario has been 
considered and some simulation results previously collected (i.e. in the framework of the IST PHOENIX project) have 
been reported and discussed, in relation with the new peculiar point-to-multipoint scenario of the OPTIMIX project. 
More in detail, chapter 1 deals with the Network Transparency concept and the main goals to achieve it. All the possible 
deployable mechanisms to support the Network Transparency are firstly described and then evaluated a priori, with 
respect to their pros. and cons. in transferring control and signalling information as required by a general JSCC/D 
system and then by the OPTIMIX proposal.  
Afterwards the specification of a concrete starting scenario, considered as a reference in this preliminary analysis, has 
been provided. It represents the realization of the joint source and channel (de)coding system initially foreseen into the 
project framework addressing the multimedia streaming applications described in deliverable D1.2. 
Chapter 3 copes with the simulation modelling and analysis processes. The main objective is to achieve an initial and 
effective assessment of the reference JSCC/D scenario. This has been developed according to the structure and 
guidelines of the basic simulation chain explained in D1.3.  
Finally, previously gathered simulation results are reported and analysed in order to effectively drive the first design 
choices. 
More in detail, it is beneficial, in terms of bandwidth usage and for the synchronization need with the related 
multimedia data, to transfer SSI through an in-band mechanism (e.g. hop-by-hop IPv6 extension header) rather than 
through an out of band mechanism (e.g. ICMPv6 message or IPv6 payload encapsulation). For CSI, the transferring 
schemes considered (i.e. ICMPv6 message and IPv6 payload encapsulation) have a similar overhead. Concerning CSI 
frequency, the introduced overhead becomes really unacceptable when the updating period is of the order of some ms. 
For NSI information, two transferring schemes were analyzed: ICMPv6 and RTCP report. Simulation results show that 
the latter have a higher overhead.  
These considerations are fundamental because pave the way for the next releases of the deliverable D3.2, constituting 
the basis for the future work on the matter. They provide the needed tips and guidelines for the following simulation 
analysis in order to lead to the right resulting specifications and conclusions, even avoiding waste of time, for an 
effective as possible achievement. 
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AAC Advanced Audio Coding  
ACELP Algebraic Code Excited Linear Prediction  
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AMR-WB Adaptive Multi Rate - Wide Band  
API Application Programming Interface  
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AVC Advanced Video Coding  
BE Base Exchange  
BE Base Exchange  
BER Bit Error Rate  
BPS Bit-Per-Symbol  
BPSK Binary Phase-Shift Keying  
BU Binding Update  
CC Convolutional Code  
CGS Coarse grain scalability  
CN Correspondent Node  
COP-STC Cooperative Pragmatic Space-Time Codes   
CSI Channel State Information  
CT Computed Tomography  
DCCP Datagram Congestion Control Protocol  
DNS Domain Name Server/Service  
DoS Denial-of-Service  
DPC Dirty Paper Coding  
DTC Dirty Tape Coding  
ESP Encapsulating Security Payload  
EXIT Extrinsic Information Transfer  
FEC Forward Error Correction  
FSK Frequency-Shift Keying  
HA Home Agent  
HI Host Identifier  
Hi3 Host Identity Indirection Infrastructure  
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HIP Host Identity Protocol  
HIT Host Identity Tag  
IE Information Element  
IEC International Electrotechnical Commission  
IP Internet Protocol  
IrCC Irregular Convolutional Code  
ISO International Organization for Standardization  
ITU-T International Telecommunication Union – Telecommunication Standardization Sector  
JSCC Joint Source and Channel Coding  
LFN Local Fixed Node  
LMN Local Mobile Node  
LRVS Local Rendezvous Server  
MAP Maximum A Posteriori  
MED Minimum Euclidean Distance  
MGS Medium grain scalability  
MICS Media Independent Command Service  
MIES Media Independent Event Service  
MIH Media Independent Handover  
MIHF Media Independent Handover Function  
MIHU Media Independent Handover User  
MIIS Media Independent Information Service  
MIMO Multiple-Input Multiple-Output  
MIPv6 Mobile IPv6  
MITM Man-in-the-Middle attack  
MN Mobile Node  
MNN Mobile Network Node  
MPEG Moving Pictures Experts Group  
MPLS Multi-Protocol Lable Switching  
MR Mobile Router  
MRT Magnetic Resonance Tomography  
mRVS mobile Rendezvous Server  
MST Multi Session Transmission  
MTU Maximum Transfer Unit  
NE Network Entity  
NEMO NEtwork MObility  
NGN Next-Generation Network  
NSI Network State Information  
OFDM Orthogonal Frequency Division Multiplexing  
Opcode Operation Code  
PET Positron Emission Tomography  
PoA Point-of-Attachment  
PoS Point-of-Service  
PS Parametric Stereo  
PSK Phase-Shift Keying  
P-STC Pragmatic Space-Time Codes  
QAM Quadrature Amplitude Modulation  
QoS Quality of Service  
QPSK Quadrature Phase-Shift Keying  
RSC Recursive Systematic Convolutional  
RSSI Received Signal Strength Indication  
RTP Real-Time Protocol  
RTS Reactive Tabu Search  
RVS Rendezvous Server  
SA Security Association  
SAP Service Access Point  
SAP Service Announcement Packet  
SBR Spectral Band Replication  
SCTP Stream Control Transmission Protocol  
SDP Service Discovery Packet  
SID Service ID  
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SIGMA Signature and MAC  
SISO Soft-In/Soft-Out  
SNR Signal-to-noise ratio  
SOVA Soft Output Viterbi Algorithm  
SP Sphere Packing  
SPI Security Parameter Index  
SRI Source a-pRiori Information  
SSI Source Sensitivity Information  
ST Space-Time  
STBC Space-Time Block Code  
STBC-SP Space-Time Block Code with Sphere Packing Modulation  
SVC Scalable Video Coding  
TCP Transmission Control Protocol  
TE Traffic Engineering  
TLV Type-Length-Value  
UDP User Datagram Protocol  
VA Viterbi Algorithm  
VCEG Video Coding Experts Group  
VMN Visiting Mobile Node  
WLAN Wireless local area network  
ZF Zero Forcing  
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5 Annexes 

5.1 IEEE 802.21 Details 

5.1.1 IEEE 802.21 Services 

5.1.1.1 Media Independent Event Service 
Events indicate or predict changes in the state and transmission behaviour of physical, data link, and logical link layers. 
Often, events are considered as triggers for initiating candidate network discovery and handover procedures. Events 
defined in IEEE 802.21 are split into Link Events and MIH Events. MIH Events are originated by MIHF and Link 
Events are emanated from link layers to MIHF. MIH Events can be both remote and local. 
 
The Media Independent Event Service supports five types of events: (I) MAC and PHY State Change events, (II) Link 
Parameters events, (III) Predictive events, (IV) Link Handover events, and (V) Link Transmission events.  
 
(I) State Change events correspond to state changes in MAC and PHY layers. These events are introduced in Table 3.  
 
Link event name Description 
Link_Detected A new access network has been detected. 
Link_Up L2 connection with an access point is established 
Link_Down L2 connection with the access point is broken. 

  Table 3: MAC and PHY State Change Events 

 
(II) Link Parameters (Table 4) events are sent due to changes in link parameters so that, at least, one MIHU specified 
parameter value threshold has been crossed.  For example, if MIHU has set the RSSI threshold of a Wi-Fi link to -
80dBm and current RSSI level is -82dBm, link layer initiates a Link_Parameters_Report event to indicate this.  
 
Link event name Description 
Link_Parameters_Report Notification of the link parameters crossed the MIHU 

specified thresholds. 

Table 4: Link Parameters Events 

 
(III) Predictive events (Table 5) disclose the probability of a dramatic negative change in link properties in the near 
future. For example, decay in signal strength may refer to the loss of link connectivity very soon. 
 
Link event name Description 
Link_Going_Down Link conditions are dramatically deteriorating and link 

connection break is expected to happen soon. 

Table 5: Predictive Events 

 
 
(IV) Link Handover events (Table 6) give precise timing indications about link layer handover activities. 
 
Link event name Description 
Link_Handover_Imminent L2 handover is imminent because of link conditions 
Link_Handover_Complete L2 handover to a new access point has been successfully 

completed. 

Table 6: Link Handover Events 

 
(V) Link Transmission events (Table 7) are used for indicating transmission status of individual higher layer protocol 
data units (PDUs) by the link layer. For example, in the case of handover, MIHU can query for packets in the MAC 
buffer of previous link in order to re-send them over the current link.  
 
Link event name Description 
Link_PDU_Transmit_Status Transmission status of a particular PDU 
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Table 7: Link Transmission Events 

 
Figure 5-1 show the message flows in MIES. 
 

 
Figure 5-1: Event Service Message Flows. Figure Source [18]. 

 

5.1.1.2 Media Independent Command Service 
The Command Service (MICS) enables higher layers to control the behaviour of lower layers. The command can be 
originated by MIHU (MIH commands) or MIHF (Link commands) and the destination can be either MIHF or any lower 
layer, respectively. MICS provides dynamic information of the link parameters in contrast to MIIS, presented below, 
and offers a set of commands to enable MIHU to configure, control, and get information from the lower layers.  
 
Link commands originate from MIHF and are sent to the lower layers. However, Link commands are executed on 
behalf of MIHU. These commands are mostly for the purpose of controlling the behavior of the local lower layers. Link 
commands can not be remote. Table 8 presents the specified Link commands. 
 
Link command Description 
Link_Capability_Discover For discovering the list of supported events and 

commands of a link. 
Link_Event_Subscribe For subscribing events from a link. 
Link_Event_Unsubscribe For unsubscribing the subscribed events from the link. 
Link_Get_Parameters For getting timely values for the queried parameters.   
Link_Configure_Threshold For configuring the threshold for Link_Parameters_Event 

event. 
Link_Action For requesting an action on a link layer connection in 

order to enable optimal handling of link layer resources 
for handovers. 

Table 8: Link Commands 

 
MIH Commands, listed in Table 9, are originated from MIHU and are mostly for the purpose of network selection and 
handover management by initializing, preparing for, and executing them. MIH commands can be both local and remote. 
 
MIH command Description 
MIH_Link_Get_Parameters For getting link parameters 
MIH_Link_Configure_Thresholds For configuring the thresholds for 

Link_Parameters_Event event. 
MIH_Link_Actions For controlling the behaviour of a set of links 
MIH_Net_HO_Candidate_Query In network-initiated handover NE sends a list of potential 
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candidate networks and associated PoAs to MN. 
MIH_MN_HO_Candidate_Query MN queries for handover related information about 

potential candidate networks from the serving PoS. 
MIH_N2N_HO_Query_Resources The serving PoS (NE) sends this to handover candidate 

PoSs in order to query for resources for possible 
handover.   

MIH_MN_HO_Commit MN notifies the serving PoS of the decided handover 
target network. 

MIH_Net_HO_Commit NE uses this for notifying MN of the decided target 
network information. 

MIH_N2N_HO_Commit The serving PoS use this to notify the upcoming handover 
target of the handover. 

MIH_MN_HO_Complete MN notifies the target PoS of the successfully executed 
handover.  

MIH_N2N_HO_Complete The new serving PoS can notify the previous network of 
the successfully performed handover. 

Table 9: MIH Commands 

 
Figure 5-2 goes through the message flows and their directions in MICS. 

 
Figure 5-2: Command Service Message Flows. Figure Source [18]. 

 

5.1.1.3 Media Independent Information Service 
Media Independent Information Service (MIIS) caters MIHF access to discover and obtain static or rarely changing 
information about networks in range using L2 or L3 communication. Information such as supported security, supported 
QoS, and information related to connection establishment like address and location of PoA are relevant to handover 
policy mechanisms when assessing candidate networks.  
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MIIS provides a set of information elements (IEs) essential for network assessment and selection. IEs are classified into 
three groups; General Information and Access Network Specific Information, PoA Specific Information, and Other 
Information like vendor/network specific information. MIIS allows MNs to scan for other available networks while 
using their currently active access network and hence enables the seamless mobility. 
  
General Information Elements and Access Network Specific Information Elements give a general overview of networks 
in range. IEs can include, for instance, a list of available networks and their associated operators, roaming agreements, 
usage costs, and security and QoS supports. PoA Specific Information elements provide information about different 
PoAs available in the access network. These IEs include location information of PoA, PoA addressing information, 
PHY and MAC layer types and some channel parameters that can be used to optimize the link layer connectivity. 
 
MIIS provides a mechanism to query for IE information and response to the queries. The queried information may 
reside in a separate MIH-enabled information server or even in a local information database of MN. The latter option 
requires that MIHF collects data from previous queries. Every MIHF may have an information server in its PoS range 
from which it can obtain information regarding the home PoS and possibly other PoSs, such as PoSs of roaming 
partners. If the home information server is not capable to provide information regarding the neighbouring network, the 
MIIS query can be directed to the peer MIHF, residing in the neighbouring PoS. This is also shown in Figure 5-3. This 
way, information may be obtained from the neighbouring PoS information server. IEEE 802.21 specifies MIIS 
information to be encoded in XML or TLV.  
 

 
Figure 5-3: Information Service Message Flows. Figure Source [18]. 

 

5.1.1.4 Service Management  
In order to use and provide the above presented MIHF services, MIHF entities need to be configured appropriately. For 
this, the following three service management functions are present: (a) MIH Capability Discovery, (b) MIH 
Registration, and (c) MIH Event Subscription. 
 
The MIHF Capability Discovery procedure allows an MIHF entity to find peer MIHFs and their capabilities in the 
network. The MIHF entity makes the decisions of registrations with peer MIHFs based on their respective capabilities.  
MIHF can unicast or broadcast MIH_Capability_Discover request messages in order to get known of peer IEEE 802.21 
entities. On the other hand, MIHF can also listen to access technology -specific broadcast messages, such as IEEE 
802.11 beacons, or access technology independent MIH_Capability_Discover broadcast messages to get known of peer 
MIHF entities in an unsolicited way. MIHF may announce its existence and capabilities by broadcasting 
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MIH_Capability_Discover response message periodically. The discovery functions can be performed using MIH 
protocol at L2 or L3. In addition, also media-specific L2 broadcast messages are allowed.  
 
MIH Registration is a symmetric procedure for two peer MIHFs to authenticate and communicate with each other. MIH 
Registration is voluntary, but, for example, in an unauthenticated state, the available information for peer MIHFs 
querying information may be only a subset of that available in an authenticated state. 
    
The MIH Event Subscription enables MIHUs to subscribe to a particular set of events, provided by MIES, from the 
local or peer MIHF. The subscription of events from peer MIHF requires registration and thus knowledge about its 
capabilities.  

5.1.2 MIH Protocol Message ID 
SID: 

1. Service Management 
2. Event Service (MIES) 
3. Command Service (MICS) 
4. Information Service (MIIS) 

 
Opcode 

1. Request 
2. Response 
3. Indication 

 
AID: 
  MIH messages for Service Management 

1. MIH_Capability_Discover 
2. MIH_Register 
3. MIH_DeRegister 
4. MIH_Event_Subscribe 
5. MIH_Event_Unsubscribe 

 
MIH messages for Event Service 
1. MIH_Link_Detected 
2. MIH_Link_Up 
3. MIH_Link_Down 
4. MIH_Link_Parameter_Report 
5. MIH_Link_Going_Down 
6. MIH_Link_Handover_Imminent 
7. MIH_Link_Handover_Complete 

 
MIH messages for Command Service 
1. MIH_Link_Get_Parameters 
2. MIH_Link_Configure_Thresholds 
3. MIH_Link_Actions 
4. MIH_Net_HO_Candidate_Query 
5. MIH_MN_HO_Candidate_Query 
6. MIH_N2N_HO_Query_Resources 
7. MIH_MN_HO_Commit 
8. MIH_Net_HO_Commit 
9. MIH_N2N_HO_Commit 
10. MIH_MN_HO_Complete 
11. MIH_N2N_HO_Complete 

 
MIH messages for Information Service 
1. MIH_Get_Information 
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5.2 Network Transparency techniques 
 
This annex provides a description of the network transparency approaches as already considered during the framework 
of the IST PHOENIX project. The paragraphs are taken directly from D3.3a [16]. 

5.2.1 IP Packets 
In 1991, the Internet Architecture Board (IAB) started studying the growth of the Internet and the number of addresses 
needed. In 1994, Request for Comments (RFC) 1752, entitled "The Recommendation for the IP Next Generation 
Protocol", was issued [4]. Over the next few years several more RFCs were issued outlining IPv6 (check out RFCs 
1883-1886 for more information). 
 
 IPv6 uses a 128-bit address instead of the 32-bit address of IPv4, hence squaring twice the number of addresses 
available in the current version of the protocol.  

Flow Label

Source Address

Version

��������������������������������������������������� � ���������������������������

Priority

Payload Length Hop LimitNext Header

Destination Address

 

Figure 5-4: IPv6 header 

This is the initial and probably main benefit of the version 6 of the IP protocol, however it also allows for a faster 
processing by each network node (both for the hierarchical organization of the address pool and the lower number of 
fix-length fields present in the newly defined header) and a set of novel or improved functionalities, implemented by 
means of optional extension headers. 

The header for IPv6 [5], as shown in Figure 5-4, is significantly different than IPv4. There are eight fields in an IPv6 
header. There is a 4-bit version field that defines the protocol in use (default is 6), a 8-bit traffic class field to allow for 
Quality of Service (QOS), and a 20-bit flow label field that provides path management services similar to Multiprotocol 
Label Switching (MPLS). These fields are followed by the 8-bit, next header field that indicates to routers that there is 
another header of a given type (i.e. an IPv6 option or an upper layer header, such as UDP [8]  or TCP [7] one) following 
the main header, a 16-bit payload length field that gives the length of the payload in octets, and hop limit field that 
indicates the number of hops a packet can take before being discarded (maximum 255). The header ends with the 128-
bit source and destination fields. The total length of the header is 40 bytes compared to the 20-byte header in IPv4. Use 
of the next header field allows headers to be chained after the main header.  

IPv6 packets can transport a payload of a maximum allowable size, depending on the MTU of the relaying 
telecommunication infrastructure. This is typically transport SDU (Service Data Unit) containing application 
information. If the application data generated is bigger than the MTU, it is fragmented at the sender side by the network 
layer process and transmitted in more IP packets delivered completely independently. However, the SDU can be created 
by grouping signalling or control information that is transported as well in one or more IP packets. This case, it is clear 
that the issues  risen are related to the addressing of the target destination, with the specification of the unique correct 
IPv6 address and the amount of overhead (40 bytes for each newly created packet) that can be significant compared 
with the signalling/control information to be separately transmitted. In particular, for the first aspect if more entities 
along the delivery path need of reading and possibly modifying such information, some IP packets filters, based for 
instance on the source and destination address, the source and destination port number, as well as the Traffic Class field, 
must be properly configured, which also requires a further a priori communication of setting data. 
This mechanism can be characterised as an out-of-band signalling technique 
 

5.2.2 IPv6 extension headers 
IPv6 [5] has a mandatory header (IPv6 base header) and some optional extension headers as depicted in Figure 5-5 and 
as described in [5]. There are currently six optional headers available, among which two are usable for exchanging 
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control and signalling information of the OPTIMIX JSCC/D proposal (which obviously requires the specification of 
new option content): Hop-by-Hop Options and Destination Options. 
 

IPv6 base headerIPv6 optional headers Transport protocol (TCP, UDP, RTP) and application payloadIPv6 base headerIPv6 optional headers Transport protocol (TCP, UDP, RTP) and application payload
 

Figure 5-5: IPv6 datagram 

 
The Hop-by-Hop Option header is used to carry optional information that is examined by every node along a packet's 
delivery path. It is identified by a Next Header value of 0 in the IPv6 header. Instead, the Destination Options header is 
used to carry optional information that needs to be examined only by a packet's destination node (actually, by all the 
nodes inserted in the list of a routing options). It is identified by a Next Header value of 60 in the immediately 
preceding header. The Hop-by-Hop Options header and the Destination Options header have the format shown in 
Figure 5-6. 
 

Options

Next Header Hdr Ext Len

Options

Next Header Hdr Ext Len

 
 

Figure 5-6: Hop-by-Hop and Destination options header format. 

Fields of the Hop-by-Hop and the Destination Options header have the following meaning: 
· Next Header. It identifies the type of header immediately following the Hop-by-Hop or the Destination Options 

header. 
· Hdr Ext Len. It Identifies the Length of the Hop-by-Hop or the Destination header Options header in 8-octet units, 

not including the first 8 octets. 
· Options. It is a Variable-length field, of length such that the complete Hop-by-Hop or the Destination Options 

header is an integer multiple of 8 octets. Contains one or more TLV-encoded options, as described later in this 
subsection. 

The options field, which is visible in Figure 5-6, carries a variable number of Type-Length-Values (TLVs) encoded 
options of the following format (Figure 5-7): 
 

Option Type Opt Data Len Option DataOption Type Opt Data Len Option Data
 

 

Figure 5-7: Option format. 

Let us explain what the different fields mean: 
· Option Type is an 8-bit identifier of the type of option. 
· Opt Data Length identifies the Length of the Option Data field of this option, in octets. 
· Option Data is a Variable-length field that depends on the Option-Type-specific data. 
It is mandatory in IPv6 specifications that the sequence of options within a header must be processed strictly in the 
order they appear in the header; a receiver must not, for example, scan through the header looking for a particular kind 
of option and process that option prior to processing all preceding ones. 
 
In order to use this feature of IPv6 in OPTIMIX we have to define new option types to exchange signalling or control 
information between JSCC/d concerned entities. This new option types must be submitted to IETF for their approval. 
This mechanism can be characterised as an in-band signalling technique 

5.2.3 ICMPv6 
ICMPv6 (Internet Control Message Protocol v6) [6] is a simple protocol that relies directly on IPv6. It is used by IPv6 
nodes to report errors encountered in processing packets, and to perform other internet-layer functions, such as 
diagnostics (e.g. ICMPv6 ping). ICMPv6 is an integral part of IPv6 and must be fully implemented by every IPv6 node: 
this requirement is very important for its applicability into the OPTIMIX framework because if we deployed ICMPv6 
messages to transfer control/signalling information we could do it in a backward compatible way.  
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ICMPv6 messages are grouped into two classes: error messages and informational messages. Error messages are used 
for a one-way communication, usually for error status notification; while query/reply messages are use to ask for and 
retrieval information. 
The ICMPv6 messages have the general format shown in Figure 5-8. 
 

Message Body

Type Code Checksum

Message Body

Type Code Checksum

 

Figure 5-8: ICMPv6 message format. 

The Type field indicates the type of the message; its value determines the format of the remaining data. The code field 
depends on the message type; it is used to create an additional level of message type granularity. The checksum field is 
used to detect data corruption in the ICMPv6 message and parts of the IPv6 header.  
As already stated in the paragraph related to IP packets transport mechanism, again the generation of new messages 
entails possibly not negligible overhead and there is the issue of addressing all the target JSCC/D entities. This case, it 
is more likely that new ICMP datagrams must be generated for the communications between each couple of the said 
involved entities along the delivery path and the set of correct IP addresses must be provided or somehow deduced by 
observing the network traffic, i.e. filtering the concerned video data flow. 
In OPTIMIX project we can employ ICMPv6 to transfer control/signalling information between the entities involved in 
the JSCC/D chain by defining new message types and/or message codes that must be submitted to the IETF (IANA and 
ICAN authorities). 
This mechanism can be characterised as an out-of-band signalling technique. 

5.2.4 Ad-hoc signalling protocols 
This approach is based on the employment of a newly designed control or signalling protocol conceived to optimally 
and effectively transport either some specific information needed by a JSCC/D entity or conceived from the beginning 
to carry information of generic type.  
In the latter case, just the structure and the transport features of the protocol are strictly defined, while the delivered 
upper layer information content can be anyhow (a level of adaptation may be needed). An example is currently being 
developed by the IETF NSIS (Next Step In Signalling) WG for signalling at IP layer. NSIS is working on a common 
and general transport protocol layer, called NTLP (NSIS Transport Layer Protocol) and a set of upper layer protocols 
for specific signalling purposes (e.g. for reserving network resources, i.e. for supporting QoS), built on a common 
signalling layer specification, the NSLP (NSIS Service Layer Protocol). 
Such an option could be of interest for the OPTIMIX objectives, in order to address the issue of external 
communications between relevant elements of the JSCC/D chain. However, the NSIS WG has designed a scalable but 
full-option protocol, which offers a rich set of functionalities that do not appear really necessary in a JSCC/D context. 
Nevertheless, the guidelines for both the specification and the design of new ad-hoc signalling protocol (NSLP 
compliant) recommended in NSIS WG RFCs will be taken into account and followed as needed also for backward 
compatibility concerns. 
Certainly, A better idea can be to exploit an already existing and commonly deployed control/signalling protocol over 
IP networks, whose task is to provide report information from the receiver side. This solution has the twofold advantage 
of being both well defined and supported. Such a protocol could even make available valuable features that greatly 
accomplish the OPTIMIX proposal issues (e.g. both streaming and interactive multimedia scenarios with possibly 
native properties for scalability). 
To present a meaningful example of such an option that could be even employed into the OPTIMIX framework, the 
next paragraph describes the RTP/RTCP protocol. An out-of-band signalling and control protocol designed by IETF to 
efficiently and effectively support multimedia application of whatever type. It is worthwhile to mention that other 
transport protocols could provide the same as or similar functionality, possibly with proper extensions. An example is 
DCCP (Data Congestion Control Protocol) [15], which is currently under development again by IETF, with a large set 
of options that could be useful in the context of the OPTIMIX project, such as congestion control mechanisms TCP-
friendly. For this reason, DCCP is an issued protocol in Task 3.1 of WP3 and enhancements are foreseen in order to 
make it more suitable for our needs. Of course, the pros and cons of improving it will be carefully evaluated. 
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5.2.5 RTP/RTCP 
RTP/RTCP (Real-time Transport Protocol/Real-time Transport Control Protocol) [9] are actually two strictly coupled 
protocols that provide transport for both data (RTP) and related control/signalling information (RTCP) of a multimedia 
session. 
RTP provides end-to-end network transport functions suitable for applications transmitting real-time data, such as 
audio, video or simulation data, over multicast or unicast network services. RTP does not address resource reservation 
and does not guarantee quality of service for real-time services by its own. The data transport is augmented by a control 
protocol, RTCP, to allow monitoring of the data delivery in a manner scalable to large multicast networks, and to 
provide minimal control and identification functionality. RTP and RTCP are designed to be independent of the 
underlying transport and network layers. The protocol also supports the use of RTP-level translators and mixers. 
The following figures show the RTP and RTCP headers. 
 

 

Figure 5-9: RTP Packet format 

The first twelve octets are present in every RTP packet, while the list of CSRC identifiers is present only when inserted 
by a mixer.  

RTP header fields description: 

· version (V): 2 bits. This field identifies the version of RTP. The version defined by the currently mostly deployed  
specification is 2  

· padding (P): 1 bit. If the padding bit is set, the packet contains one or more additional padding octets at the end 
which are not part of the payload  

· extension (X): 1 bit, if the extension bit is set, the fixed header is followed by exactly one header extension  
· CSRC count (CC): 4 bits. The CSRC count contains the number of CSRC identifiers that follow the fixed header  
· marker (M) : 1 bit. The interpretation of the marker is defined by a profile. It is intended to allow significant events 

such as frame boundaries to be marked in the packet stream  
· payload type (PT): 7 bits. This field identifies the format of the RTP payload and determines its interpretation by 

the application  
· sequence number: 16 bits. The sequence number increments by one for each RTP data packet sent, and may be 

used by the receiver to detect packet loss and to restore packet sequence  
· timestamp: 32 bits. The timestamp reflects the sampling instant of the first octet in the RTP data packet. The 

sampling instant must be derived from a clock that increments monotonically and linearly in time to allow 
synchronization and jitter calculations  

· SSRC: 32 bits. The SSRC field identifies the synchronization source  
· CSRC list: 0 to 15 items, 32 bits each. The CSRC list identifies the contributing sources for the payload contained 

in this packet. The number of identifiers is given by the CC field. If there are more than 15 contributing sources, 
only 15 may be identified. CSRC identifiers are inserted by mixers, using the SSRC identifiers of contributing 
sources.  
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Figure 5-10: RTCP Packet format 

RTCP header Field Description: 
· Sender Report, Receiver Report (SR, RR). RTCP report packet type depends on who sends the first one. The 

first RTCP packet sent must be a report packet 
· NTP time stamp. Valid Network Time Protocol time stamp 
· Other fields. Same meaning as in RTP. 
 
RTCP is based on the periodic transmission of control packets to all participants in the multimedia session, using the 
same distribution mechanism as the data packets. The underlying protocol must provide multiplexing of the data and 
control packets, for example using separate port numbers with UDP. RTCP performs four functions: 

1. RTCP provides feedback on the quality of the data distribution. This is an integral part of the RTP's role as a 
transport protocol and is related to the flow and congestion control functions of other transport protocols. The 
feedback may be directly useful for control of adaptive encoding, but experiments with IP multicasting have 
shown that it is also critical to get feedback from the receivers to diagnose faults in the distribution. Sending 
reception feedback reports to all participants allows one who is observing problems to evaluate whether those 
problems are local or global. With a distribution mechanism like IP multicast, it is also possible for an entity 
that is not otherwise involved in the session to receive the feedback information and act as a third-party 
monitor to diagnose network problems. This feedback function is performed by the RTCP sender and receiver 
reports. This means that with RTCP aggregations points within the network can be easily employed in order to 
improve the scalability of the final project proposal. Actually, a limitations might be the type of feedback 
information carried by RTCP reports, which strictly concern the network layer (therefore, just a sub-set of 
information to be transmitted towards the source encoder, i.e. the master application controller, to jointly 
optimize the overall system). 

2. RTCP carries a persistent transport-level identifier for an RTP source called the canonical name or CNAME. 
Since the SSRC identifier may change if a conflict is discovered or a program is restarted, receivers require the 
CNAME to keep track of each participant. Receivers also require the CNAME to associate multiple data 
streams from a given participant in a set of related RTP sessions, for example to synchronize audio and video. 

3. the first two functions require that all participants send RTCP packets, therefore the rate must be controlled in 
order for RTP to scale up to a large  number of participants. By having each participant send its control packets 
to all the others, each can independently observe the number of participants. This number is used to calculate 
the rate at which the packets are sent. 

4. an optional function is to convey minimal session control information, for example participant identification to 
be displayed in the user interface. This is most likely to be useful in "loosely controlled" sessions where 
participants enter and leave without membership control or parameter negotiation. RTCP serves as a 
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convenient channel to reach all the participants, but it is not necessarily expected to support all the control 
communication requirements of an application. A higher-level session control protocol may be needed. 

 
Functions 1-3 are mandatory when RTP is used in the IP multicast environment, and are recommended for all 
environments. RTP application designers are advised to avoid mechanisms that can only work in unicast mode and will 
not scale to larger numbers. 
Considering the wide deployment of RTP/RTCP protocols in current audio and/or video end-points, these protocols (or 
equivalent, i.e. DCCP with extensions) are certainly envisioned in the OPTIMIX JSCC/D scenario. 
At this point of the work, it is not clear if the control information carried by RTCP is needed or complete for a given 
purpose, for example for NSI or to assess the QoS perceived by the end-user(s). In the latter case, integration with other 
mechanisms or a further enhancement to the standard should be required and this is quite a daunting task in order to 
maintain backward compatibility. However, each design choice will be properly evaluated, possibly leading to the 
exploitation of another already existing control/signalling protocol, without modifying it at all or specifying the use of 
optional fields of the header or even extending the standard, rather than designing a completely new ad-hoc protocol. 

5.2.6 Direct socket-by-socket communications 
Direct socket-by-socket communications are referred to end-to-end communications, in which the operating system 
level sockets are opened for data communication for some specific protocol and for some specific use. For example, 
when using the TCP/IP protocol stack, the system level socket can be reserved and opened e.g. for TCP and UDP end-
to-end protocols and data transmission is performed through the reserved socket using the protocol in question.   
As on one optional solution for delivering some of the JSCC/D signalling information, the direct socket-by-socket 
communication can be considered. This implies that the JSCC/D signalling information delivery is performed with end-
to-end protocol level by opening additional protocol sockets for JSCC/D signalling.  
The solution offered by direct socket-to-socket communication does not require any modification of the Internet 
protocols or definition of new options. It also allows working totally on application layer without direct interaction with 
IP stack. However, the solution can be applied easily only to the JSCC/D signals, which are delivered between server 
and client side application levels. 

5.2.7 External database servers 
A specific access network service, for example the Wireless Channel Information (WCI) could be deployed. According 
to such a schema, channel and link states from Physical-Layer and data-Link Layer are gathered, abstracted and 
managed by third parties, the distributed WCI servers. Interested applications then access to the WCI for their required 
parameters from the lowest two layers. Although it is not a direct signalling scheme, it can be considered 
complementary to the previously described mechanisms, as further implementation problems are considered in 
parameter definition, abstraction, coding, and decoding. However, any intensive use of this method would introduce 
considerable signalling overhead and delay over a radio access network.  
For this reason, such a technique in a general form will not be taken into account anymore in the analysis and 
considerations carried out in Task 3.2. However, IEE 802.21 standard could be seen as an enhanced and optimized 
solution of this type and is going to be deployed in the context of the OPTIMIX project.  


