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Executive Summary

This is the first deliverable of Task 3.2 relatectie Network Transparency and other network agchite aspects in
general. For this reason, the main goals of theugent is to provide a first overview of the consetk issues
describing them as much as possible in a simpleclear and quite detailed manner. Then furtheraetatie on them,
providing the basis for the future and more prattieork of Task 3.2.

The idea is to analyze the concepts and mechamigated to the support of the Network TransparghEl), not only
in general, but more interestingly, applied to #pplication and network scenarios of the OPTIMIXjpct, which
involve point-to-multipoint communications.

The need of targeting a set of users poses sonsraiomns that make some approaches more suitablidéoNT. In
particular, the first identified options are maindpcket-to-socket communicatiorige(by a newly created IPv6 flow),
header extensions, ICMPv6 messages, Host Identitpedl (HIP), an ad-hoc signalling protocol, Medii@ependent
Handover (MIH) and anycast routing facilities.

Actually, Network Transparency requires the seamleansmission of signalling and control informatibetween
different layers of the same device or even ofedéht network nodes. This objective must be ackliénea backward
compatible manner and efficiently. Therefore, tbaaept of cross-layer design is a key point.

Furthermore, dynamic controlling and adaptatiothefoverall system, including the optimal netwookfiguration for
the possible application scenarios, even in caseical/horizontal handover should be performeadrider to provide
the adequate Quality of Service (QoS) to the user.

The support of the NT is still an open issue ierbture, particularly for a point-to-multipoint $gs where the
scalability is a dramatic aspect and hence, musidagessed from the very beginning of the architattdesign. A
good point is to leverage all the existing mechasiso aggregate the information generated by tlesuge. the
feedbacks about the current status), for examplléWIH or anycast routing facilities.

Apart the theoretical analysis, Task 3.2 deals witheffective simulation modelling process, critit@ collect both
functional and performance results about the olveralposed solution. Measurements about the dééms and
introduced overhead, necessary to implement theCA3Gtructure of the project, must be consideredletail and
properly evaluate in order to provide a valid suppo the assessment process to be carried outid.\therefore, the
basics and principles of the employed simulatiomefilng platform {.e. OMNeT++), developed as a joint effort of the
project consortium, are drawn out with the aim adking clear the overall picture on the matter. Tokowed
simulation methodology, the simulation process gi@aid role out together with the initial simple glation scenario
are also presented.

As a useful enhancement, an analysis of simula#eults already collected for a point-to-point systare discussed in
order to better focus the work and save effort.

Some preliminary conclusions are already includedhe document, on the basis of both theoreticalights and
investigation on the already available practicaltes, providing the real value-added of the detie.
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Introduction

The claimed goal of Task 3.2, this deliverable igeault of, is first of all to define the concept Network
Transparency. This concept has been considered thierwery beginning of the project in WP 1, in theliverables
D1.2 and D1.3, because it is a fundamental ashatatlows an effective realization of the OPTIMI®CC/D system.
It is somehow an abstract idea of making the ugd®yinetwork infrastructure almost invisible, fromhich the term
“transparency”, to all the entities involved in tjoént optimization of the source and channel (ddpr, as well as of
the (de)modulator. Almost transparent is relatedh® fact that the telecommunication infrastructbse its own,
inevitably affects in some extent the overall systsuch as introducing delay, loss and varioussygfeerrors, but
without actually interacting with the control-planéthe concerned deployed devices and providitfificgnt delivery
guarantees to the video streams in order to acésimpldefined quality of service (QoS) for the ersey.

Network transparency can be practically implemereseveral ways, by exploiting already existingcimenisms, also
by extensions, or devising novel solutions; alttfm having each some advantages and disadvaritagagporting a
specific required delivering functionality and tléscertainly an important issue to tackle. Therectiness and level of
performance achieved by the OPTIMIX JSCC/D architecmust be certainly deeply analyzed and evaduate

This entails a careful modelling process that darss the basis for all the simulation process.

In this deliverable, a specification of the Netwdnlansparency concept and an initial studies ofjtstem, of course in
a simple reference scenario, is carried out, gidihe first milestones for the design of the fisalution and
assessment of the OPTIMIX proposal.

In order to leverage the results already gathesethbé analysis and evaluation process of the JSCdDitecture
proposed within the framework of the FP6 IST PHOXNFoject, which dealt with point-to-point commuatons, a
preliminary discussions of such results can pravidery useful considerations about the work to beedand the
expected conclusions. Actually, it is foreseen ta@he mechanisms for the Network Transparency beillselected
again for the final proposal, in the same way dhwbome modifications or further extensions.

The following chapters first cover the Network Tgparency issue and then all the simulation modgbind analysis
activities, which draws the future further worktbé next releases of this deliverable (D3.2b and®8)3up to the final
specification of the solution for the Network Trpasency and the functional, as well as the perfooceaaevaluation of
the OPTIMIX JSCC/D proposal.

The inputs of this deliverables come first of atirh WP1, namely deliverables D1.2 (about the regnénts) and D1.3
(about the system specifications), as well as fileenachievements of the PHOENIX project on thedgsis previously
mentioned). In spite the defined set of requiremeimposes several constraints, not always easy éetm
simultaneously, a score of design choices arepsiikible. However, some of them are, more ordepficitly, driven
by feedbacks and results of WP 2, which copes waiiththe JSCC/D specific issues and concerned estitind of
course by the other tasks of WP 3.

Moreover, the tests conducted in Task 4.3 of Wk 4 oeal test-bed, represent a fundamental sodiicgoomation in
order to finalize the complete and detailed speaifon of the design solution for the Network Tigaa®ncy.

On its hand, this deliverable, together with thesaguent versions, provides feedbacks and helphit@ements to the
other tasks of the same work package, to the oh#gRo2 and also significantly to the Task 4.4 of WRbout the
assessment of the whole architecture. In fact fairly known that at least two different testitgghniques between
analytical representation, simulation modelling gndtotyping, must be employed, in order to effegly analyze,
evaluate and validate the actual functional anfopsance aspects of a system.

A high level view or the OPTIMIX JSCC/D system ispicted in Figure 1.1, as taken by deliverable D1.3
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Figure 0-1: OPTIMIX Transmission chain

This highlights the needed and relevant exchangeonfrol and signalling information between theiterg actively
involved in the chain, which are:

The audio/video server.€. source encoder)

The Wired IPv6 Network

The Base Station

The client terminali(e. source decoder)

Specifically, the exchange of control and signgllinformation regards the control-plane, whererttaster application
controller and the base-station controllers pléyrmlamental role, together with the mobile unitesrs, in charge of
the provisioning of feedbacks from the receiveres{de. from the user device), critical requirement fofjoént
optimization. For clarity, “red circles” indicat@s the figure where the Network Transparency igéss

Without making further considerations, it is immaeily perceived the fundamental issue of the NekWwawansparency
that will be argued in the next chapter and ob\iptise need of properly modelling the related dedig provide an
effective evaluation of the proposed solutions;@scerned in chapter 3.
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1 The Network transparency concept

In this chapter, the Network Transparency concegirstly described in a general manner, makinguctbe relevant
issues and objectives but without going throughlémgntation aspects or details. Then, some posajipeoaches to
support the concept are introduced and explainete®er, looking at the specific signalling and tcohinformation
to be transmitted across the network and diffeli@itlayers, to realize the OPTIMIX JSCC/D systaronsiderations
about the possible specific deployment of such meisms are highlighted and justified. The expldéamechanisms
can be based on either ad-hoc signalling protofdésigned for the purpose) already existing prds¢maybe
extended) or newly devised solutions developedtimaramework of the project.

1.1 General description

Network Transparency is a basic concept that allissupport of a JSCC/D technique. The goal idido
To realize communication exchanges between diffgrémcated entities into the network (includingetend-
terminals)
Not interact anyhow with non-JSCC/D aware devices.

The first objective is referred to the capabilifyt@nsferring signalling and control informatioetiveen both different
network nodes and layers (cross layer design) edetk in a transparent manner. Transparently messyste of the
strict rules of the ISO OSI model, which impose @olar and independent design of each link layer nétwork node
with well defined interfaces, from one side and dedivering through a telecommunication infrastunetthat carries
data only of a specific format (IP datagram, in tase) of the JSCC/D specific information withontraducing
relevant impairments, such as errors, drops, ddklgy-variations, on the other side.

Actually, this last concern applies also to the imédia data; however the issue of providing QoShendata-plane is
tackled in Task 3.1 and Task 3.3.

The design of the solution for the Network Trangpaly must take into account of the deployed secuoréchanisms,
providing authentication and encryption featuregneif working at different layers simultaneoushg (carried out from
Task 3.1), e.g. at both application and data-lanets, as well as the possible compression tecasiddecurity and
header compression facilities can introduce furdmrstraints, not only in terms of additional coexity and hence
delay, but also of theoretical and practical feiligibof the available and foreseeable mechanismsupport the
Network Transparency concept.

A further issue, quite critical in appoint-to-mpltint scenario as target of the OPTIMIX projectthie scalability.
Indeed, the number of client terminals and bastesta could be considerably large, just think ofideoconferencing
or e-learning services. Therefore, there is a gtnoeed for an effective Network Transparency sotuin terms of
introduced signalling overhead, which scale wethwhe number of users involved in the jointly ofited system. A
multicast tree-based distribution in the same dimacof the multimedia data could be an interestwogcept, while
some sort of aggregation for the reverse direatiight also be envisioned. In the latter, the baatess could be the
natural location where first aggregates the feeklbbaoming from the client terminals, also because d¢ontroller
foreseen in such network nodes could take adaptaléeisions on the basis of signalled informationtlee received
multimedia flows. However, even some other aggiegaioints can be placed in the core network, betwtbe access
(i.e. base-stations) and the source encoder, similariyh¢ branching nodes of the multicast tree likedgd for the
multimedia delivery. In a way, also the mobile uolitservers could be seen as very first points gfeggation, where
feedbacks from all the layers of a user devicduting subjective perceived quality, are collected possibly sent as
a whole.

The second objective aims to ensure as much ashfbsackward compatibility, not only with the etigy standards
as also address by the first goal, but even wighctirrent telecommunication infrastructure thatstibutes the basis for
the next generation networks, allowing for a smaotbration to IPv6-enabled devices eventually sufipg JSCC/D
functionalities.

1.2 Possible approaches

Some mechanisms that could implement the conceptetivork Transparency are: IPv6 data packets amehsion

headers, direct socket-to-socket communicatioreraat databases, service profiles stored in shareahory spaces,
and in terms of already existing and possibly dggdostandard, protocols, architectures and funalityn the IEEE

802.21, HIP (Host Identity Protocol) and IP anycamiting (just to mention some real candidateshentpossible
methods relies either on the introduction of adémtalayers at the transmitter and receiver sideltow for the

exchanges implicated by the joint source and cHgde¢coding system, or the introduction of newbnceived ad-hoc
signalling protocols designed for the purpose.

As it will be highlighted and explained, some metkms are more suitable for transferring certaindgi of

information, depending on several factors, suchasre, frequency and synchronization constraifithe concerned
information. However, a very first classificatioarcbe immediately introduced, distinguishing betwegernal (e.g.
from the application to the network or data linkdes and vice-versa of the same device) and extéerma from the

source coder to the destination decoder and vicgayiee. when the points of generation and reception acetéa in
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different network nodes) communications. The firgntioned techniques, IPv6 data packets and aateheaders,
direct socket-by-socket connections, already exgstitandard architectures/protocols or routing tionality , as well
as an ad-hoc signalling protocol, are more likelyo& applied for external information exchangesilenttne others for
internal communications.

furthermore, it is worthwhile to point out that nmemisms of each set are not anyhow equivalent bleasgd on
different philosophies, either sometimes requirapgcific signalling generation (e.g. ICMP messaggsjometimes
relying on an already active data or control flaavg( IP multimedia data packets), thus for instant@ducing by
themselves a diverse amount of overhead.

Just to make a simple example about the envisi@apglicability of the mentioned techniques, congiglhalling
information that is strictly coupled with the muftédia data is more likely to be in-band deliveredhile the others
out-of-band.

Without making a preliminary analysis of the diffat exploitable approaches, it is quite clear tednof extending
already existing standards (e.g. IPv6 options), posbibly of designing a new ad-hoc signallingteecols to provide
external communications and developing new APIsfoss-layer information exchanges. This goal rbesachieved
according to the stated Network Transparency basics

Hereafter, a fair description of each mentioned mesm able to support information exchanges inS&CID
deployed scenario is provided, starting from thensere suitable for external communications andh tin@ving to the
one specific for cross-layer signalling (as alreddye for some of them in D3.3a of the FP6 IST phoproject [16]).
It is worthwhile to point out that differently frothe FP6 IST PHOENIX project, Robust Header Congioas(RoHC)
is not going to be used as a mechanism to tranefarol and signalling information. Par. 1.4 wiéstribe how RoHC
is used in the wireless point-to-point communicati@tween the base-station and the user termirartgpress higher
layer headers, with no impact on the overall JSC@fEnitecture therefore, supporting the NetworknEparency
concept).

1.2.1 IP Packets

In 1991, the Internet Architecture Board (IAB) star studying the growth of the Internet and the benof addresses
needed. In 1994, Request for Comments (RFC) 1756@jeel "The Recommendation for the IP Next Generat
Protocol", was issued [4]. Over the next few yesgeral more RFCs were produced, outlining the viension 6 of IP

(e.g. see RFCs 1883-1886).

Refer to paragraph RTP/RTCP5.2.1 in the Annex forief description.

1.2.2 IPv6 extension headers

IPv6 [5] has a mandatory header (IPv6 base headat)some optional extension. There are currendyoptional
headers available, among which two are usablexcnanging control and signalling information, naynelbp-by-Hop
and Destination extension headers.

Refer to paragraph RTP/RTCP5.2.2 in the Annex forief description.

1.2.3 ICMPv6

ICMPV6 (Internet Control Message Protocol v6) [§hi simple protocol that relies directly on IPu6islused by IPv6
nodes to report errors encountered in processitukets and to perform other internet-layer fundiosuch as
diagnostics (e.g. ICMPV6 ping). It can be easilieared by defining new codes and message types.

Refer to paragraph 5.2.3 RTP/RTCPin the Annex forief description.

1.2.4 Ad-hoc signalling protocols

This approach is based on the employment of a nalekigned control or signalling protocol, able trrg the
information to be exchanged between two or moréiesitin the control-plane. It could be a complgteéw one or
conceived starting from an already deployed and-kvelw one (e.g. RTCP).

Refer to paragraph RTP/RTCP5.2.4 in the Annex forief description.

1.2.5 RTP/RTCP

RTP/RTCP (Real-time Transport Protocol/Real-timariBport Control Protocol) [9] are actually two cisi coupled
protocols that provide transport for both data (R&Rd related control/signalling information (RTGH)a multimedia
session. In RTCP reports some useful feedbackrrdtion to support a joint-source and channel (deljg system
are already provided.

Refer to paragraph RTP/RTCP5.2.5 in the Annex forief description.

1.2.6 Direct socket-by-socket communications

Direct socket-by-socket communications are refeteend-to-end communications, in which the opagasystem
level sockets are opened for data communicatiosdare specific protocol and for some specific use.
See paragraph 5.2.6 in the Annex for more details.
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1.2.7 External database servers

A specific access network service, for exampleMthieless Channel Information (WCI) could be deplbye
See paragraph 5.2.7 in the Annex for more detalils.

1.2.8 Media Independent Handover Services and &rigg Framework

Media Independent Handover (MIH) Services and @igy framework build the basis of efficient sigimaj for
handovers and traffic adaptation. In this sectiotmpductions of both of the mechanisms are given.

1.2.8.1 IEEE 802.21 - Media Independent Handover 8aces

The IEEE 802.21 working group has developed tts @ipen standard [18] for assisting heterogeneanddvers.
Currently, the standard is approved as a new stdrimalEEE-SA Standards Board but the deploymenihefstandard
is expected to take place at earliest sometimatén2009-2010.

The Media Independent Handover (MIH) Services siathdlEEE 802.21) provides mechanisms to build gerimk
layer intelligence and disseminate network infoiorato upper layers, for example, mobility managansl network
applications, to optimize the efficiency of hetezogous handovers. Besides the IEEE 802 family adeesnologies,
IEEE 802.21 specifies and supports network aceedmblogies — called as media types in the standstahdardized
by the Third Generation Partnership Project (3G&1e) Third Generation Partnership Project 2 (S3GPP2).

IEEE 802.21 is aimed at facilitating handovers ¢hessure undisturbed service continuity duringpifeeess. The end-
user should not notice any perceptible interrupfiorservice during handovers executions. Any dats Icaused by
short connection breaks during the handover stallegovered without any user intervention. IEEE.80Xupports
cooperative use of both a mobile node (MN) and osgtvinfrastructure to attain the optimum handowvecigion and in
order to satisfy the requirements of both MN amkeawork entity (NE). An example of this is the pbgiy of both
MN and NE to initiate and also reject a handovemapt.

The scope of IEEE 802.21 is restricted to only nibetrequirements for access technology indeperitemdover by
providing mechanisms to obtain timely and conststeformation about changes in link conditions anfbrmation

about available access networks. Out of scopesat®$ such as intra-technology handover, handalieigs, security
mechanisms, media specific link layer enhancentergspport 802.21, and layer 3 (L3) and upper laygrancements.

1.2.8.1.1 Reference Model

The architecture of IEEE 802.21 is defined for pluepose of facilitating a variety of handover methogenerally hard
and soft handovers. A hard handover (break-befakenimplies an abrupt switch from one base stat®8) to
another. Soft handovers (make-before-break) prosimless mobility across various networks andrbgémeous
access technologies. They are based on a pre-uosfigonnection with the target BS before routiadfit through it.

The main design elements of IEEE 802.21 can besifiled into three categories. First, the standarecHies the
framework to enable seamless service continuitjevMN hands over heterogeneous access points. BEE21
specifies essential elements for continuation efglrvice, during and after handovers, without asgr intervention.
The consequences of a particular handover can iencoicated before the handover execution. An exarapthis is
the ability to assess available networks in range their respective capabilities before executinigaadover to the
most appropriate target network. IEEE 802.21 presidn opportunity to continuously monitor the asaemnditions of
the serving network and other networks in range.

Second, IEEE 802.21 defines a set of handover-gmghinctions. The functions are specified to tikesting network
elements in the network protocol stack and to a fmyical entity called MIH Function (MIHF). MIHF pwrides
abstracted services to higher layers called MIHr&I$BIIHUS), where to also the earlier mentioned ifitgbmanager
belongs. The primary role of MIHF can be compadt®d a function assisting handovers and decisiokimgaof
handovers by providing all the necessary infornmatm network selector or mobility management eggitiesponsible
for handover decisions.

Service Access Points (SAPs) with associated pviestbetween MIHFs and MIHUs (MIH_SAP) give MIHUscass
to the following MIHF services:

The Media Independent Event service (MIES) provielent reporting relating to dynamic changes ik lin
conditions, link status, and link quality. Evengade both local and remote (obtained from a pdétiv
entity) events.

The Media Independent Command service (MICS) esdldiélU to manage and control parameters relating
to link behaviour and handovers. The informatioteoted via MICS is dynamic in nature.
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The Media Independent Information service (MIISalgles to receive static information about the
characteristics and services of the serving netwarkavailable networks. This information can bedu®
facilitate the handover target choosing.

For more detail introduction of the services, refeAnnex Section 5.1.1.

The third main element in IEEE 802.21 is a defamtiof new media specific SAPs between link layerd MIHF
(MIH_LINK_SAP) and primitives associated with thefrthese primitives enable MIHF to receive timely aotsistent
link information and control link behaviour duritige handovers.

IEEE 802.21 introduces reference models for differgccess technologies that are based on the depézeence
model illustrated in Figure 1-1. MIHF and primitsvassociated with the interfaces between MIHF dhdrcentities are
defined in detail in 802.21. A single media indeghemt interface between MIHF and upper layers if@eaft, whereas,
between MIHF and lower layers there is need foiniled a separate technology-dependent interfacedeh media
type used. Besides these, 802.21 specifies a nmdbgpendent interface (MIH_NET_SAP) in order to ide

transport services for L2 and L3 MIH protocol megsa&xchange with remote MIHFs. LLC_SAP is an irtegf for
controlling link layer without IEEE 802.21 specdibons and thus is out of scope of IEEE 802.21.

Figure 1-1: The General Reference Model of IEEE 802.21.

Figure 1-2 illustrates MIHF communication modelwthe reference points. MIHF on MN can communiacaith the
Point of Services (PoSs) on the serving Point-a&&tment (PoA) (RP1), a candidate PoA (RP2) andRwh entity
(RP3), such as Information Server in the case dfSMNetwork MIHF entities (PoS) can exchange MIitbtprol
messages using reference points RP4 and RP5.
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Figure 1-2: IEEE 802.21 Communication Model. Figure source [18]

1.2.8.1.2 Media Independent Handover Protocol

The Media Independent Handover Protocol definesntkesage format, the header, and encoding format f@t of
MIH protocol messages exchanged between peer Mitifiess. The MIH protocol messages can be carrieet @.2
management frames (e.g. IEEE 802.11 beacons), tafidenes, or by using L3 transport with IP.

The MIH protocol provides the following services:

MIHF Discovery to find peer MIHF entities in thecass networks

MIH Capability Discovery to get a list of supportedents, commands, and query types for the Infoomat
Service

MIH Reqgistration for establishing MIH sessions

MIH Event Subscription to subscribe a set of ilemvents from a particular MIH entity

MIH message exchange between peer MIHF entities.

1.2.8.1.2.1 MIH Protocol Messages

The MIH protocol messages are composed of a hemdeand a type-length-value (TLV) encoded paylpad. The

MIHF frame header is an eight byte long MIH Protamessage identifier. Figure 1-3 presents the Mibtqrol header
in more detail with the corresponding bit length &ach field. Version field in the MIH frame headgrecifies the
version of the MIH protocol used. Ack fields arer fpossible acknowledgement procedure introduceavbel
Unauthenticated Information Request (UIR) indicatest the response message may be sent with adingngth

because of an unauthenticated (no MIH registrgteriormed) message exchange. More fragments (M) eset if

the message is a fragment to be followed by otfagmfient(s). Fragment Number (FN) represents theeseg number
of the fragment. Service ldentifier (SID) tellswhich MIHF service class (MIES, MICS, MIIS, Servitganagement)
the message belongs to. Operation code (Opcodigpted whether the message is a request, respamselication.

Action Identifier (AID) indicates the action regand to the SID. For example, if SID indicates MIESD indicates

the actual event type. Annex Section 5.1.2 listsvillues used in MIH Message ID. Variable Load ltkriglls the total
length of the TLV encoded payload embedded inrtiéssage.
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Figure 1-3: Media Independent Handover protocol header format

First two TLVs in the payload are Source Identifeerd Destination Identifier (MIHF IDs). In broadtamessages
Destination Identifier is defined as a zero len§thv/. The rest of the MIH protocol payload is MIHrs&e specific
TLVs. Figure 1-4 presents the structure of TLV ating which is composed of three different fieldge (1 byte),
length (variable length), and value (variable léngt

Figure 1-4: The structure of TLV encoding.

The MIH protocol messages use MIHF ID and TraneactD as identifiers. MIHF IDs are unique identieof MIHF

end points. Each MIHF must have a unique MIHF IDolbmay be assigned to MIHF during the initial dgofation

process. MIHF ID must be invariant and could be eikample, fully qualified domain name (FQDN) otwerk access
identifier (NAI). It is appended to each messagpiiténg identifications of end points. Transacti@n (12 bit long) is
an identifier which helps to match each requespaase, or indication message and its acknowledgeme

The MIH protocol provides acknowledgement operation reliable message exchange. The MIH protocaldee
contains two bits for the purpose of acknowledgenusage, as mentioned earlier. Sender set ACK-Rdq mdicate
receiver to return an acknowledgement packet withKARsp bit set. Message ID and Transaction 1D rbesthe same

in the original and the acknowledgement messagekndwledgement packet may have no other payload.
Retransmission of unsuccessfully delivered pacigetsggered based on retransmission timer expinatihe source
MIH entity must make, at most, three attempts tadspacket. If none of these is successful, furteéransmission
messages must be sent with different Message |0 eantsaction ID than the previous ones.

1.2.8.1.2.2 Internal Messages

The MIH protocol does concern only remote commuioes. For internal message exchange, the stargpdifies
only a high-level content of internal messages.sTlitus up to the implementer how they are encodée unified way
is to use TLV encoding as in MIH protocol.

1.2.8.2 Triggering Framework

The triggering framework [19], illustrated in Figud-5, enables to disseminate information (evefntsh a single
source to any number of consumers subscribed tifiatmation. The main element of the triggering feamork is
Triggering Engine (TRG) which is a software comparfer temporary storage and delivery of triggers.

TRG interfaces with the event sources and theariggnsumers. The trigger sources produce relgtfast-changing

information and send this information to TRG. Thgger consumers receive notifications in the fahstandardised
triggers about events they are interested in. &ctpre, the triggers are formatted already in trenésources and TRG
will only handle the delivery of the triggers tonsumers subscribed this information based on psliaind filtering

rules.
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Figure 1-5: The triggering framework. Figure source [19].

In order to feed TRG with triggers, all sources tregister a unique ID with TRG before it is allav® send triggers.

The ID acts as the identifier of the source anthaddentifier of triggers the source sends. Liksayiin order to receive
triggers, consumers need to subscribe a partisetaof triggers they are interested in from TRGtha subscription,

the consumers shall specify the IDs of the trigdleey want to receive. Thus, the consumers andssurave to agree
beforehand on the IDs of different triggers.

A trigger has three data members as shown in Tlbow. The consumers must support this datatstieiin order to
be able to interpret the information carried by titggers.

Trigger data member Type Description
ID integer Trigger identifier
Type integer Specific to the trigger identifier.

Specifies the trigger ID.

Value string Value of the trigger specific to the
trigger ID and type.

Table 1: Trigger data members

1.2.8.2.1 Triggering Interaction

Figure 1-6 shows a TRG interaction with trigger reeg and consumers. Before consumers are allowsdbscribe
and receive triggers, the source must have registiiem. Triggers can be unregistered and unsbleskri
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Figure 1-6: Sequence diagram of TRG interaction. Figure so[irge

1.2.8.3 IEEE 802.21 and TRG to Omnet++ Implementatn

IEEE 802.21 and TRG establish the basis for netwsagkalling required in video adaptation and pdsskandovers.
The responsibilities of IEEE 802.21 and the trigggrframework are divided as follows: IEEE 802.21akles real-
time link condition monitoring and cooperation beem MN and network side entity, PoA. The triggeriragmework
establishes the basis of internal communicatiowéen different modules on MN and assists in anterehd video
adaptation allowing video server to obtain triggieesn MN concerning the experienced video quality.

1.2.8.3.1 Omnet++: IEEE 802.21
IEEE 802.21 MIHF module will be implemented to asxg@oints and MNs. MIHF interfaces with MIHU resigdiin

Mobile Observer (on mobile node) and BS control goness point) modules. MIHF has an MIH_LINK_SAERiface
with MAC layer which is used to obtain timely loayler parameters and events. The considered pararaete

Data rate (nominal capacity)
Signal strength

Throughput

Packet error rate

RSSI (IEEE 802.11)

Besides the above mentioned parameters, it is lesg implement a set of Quality-of-Service (Qgfyameters
related to delay, loss rate and jitter.
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L2 and L3 communication with peer-MIHF functiongsabled in order to subscribe and receive a sevefts from
the peer-MIHF. Figure 1-7depicts the MIHF in theglation architecture of MN.

Figure 1-7: IEEE 802.21 on Mobile Node.

1.2.8.3.2 OMNeT++: Triggering Framework

Triggering Engine (TRG) functions will be implemedtto MN’s Mobile Observer module. All the internalent

dissemination between different layers in the protatack is carried out capitalizing on TRG. Ta PRG into end-to-
end context, the video streamer is allowed to sitbs@vents related to, for example, video decodimgj thus enabling
efficient video scalability. Remote trigger transsion is carried out using TCP.

The triggering framework functions employed in Otirte model are illustrated in Figure 1-8. TRG funcs
embedded in Mobile Observer handles trigger reaisins, trigger subscriptions, delivery of triggémgernally and
over the network.

Figure 1-8: Triggering Framework in the Simulation Model.

1.2.9 Anycast routing

The IPv6 has three type of addresses: unicastjamsitand anycast. Unicast and multicast addrdssgdeen used in
IPv4 as well, but anycast is a new type. An IPv&ast address is a unique identifier for each ndtvimterface, and
multiple interfaces must not be assigned the sameast address. Packets with the same destinadidress are sent to
the same interface in the same node (one-to-onencmication scheme). A multicast address, on therofiand, is
assigned to a group of nodes and all group mentimrs the same multicast address, and packetsisoadidress are
sent to all member nodes simultaneously (one-toyn@mmunication scheme). Like a multicast addrassjngle
anycast address is assigned to multiple nodeg(callycast membership), but unlike multicastingy one member of
the anycast group will receive the packet senth® &nycast address (one-to-nearest or one-to-(bnmaay)
communication scheme). Anycast addresses are asglsigrnvarious services not directly to nodes, lmates providing
the same service.

The definition of the anycast address mechanisRFG2373 listed the following capabilities and riesions.
An anycast address is not distinguishable from aoycast, unicast addresses.
An address can be assigned to multiple interfatesuttiple nodes.
An anycast address must not be assigned to anh@st61t can be assigned to an IPv6 router only.
An anycast address must not be used in a sourcesadiield in an IPv6 header.
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It is an advantage of anycast addressing thatsbe entity should not know the architecture ofbéwork, if it wants
to use a service, which is provided by an anycestpg if has to send a packet to the anycast asldnes the anycast
routing protocol will deliver it to the most apprrate (“nearest”) node of the anycast group. Thyerapriateness of an
anycast group member is calculated by metric valliae metric can be calculated from various stafrgables like
CPU load, memory load, hop count, link states, [eigure 1-9 shows an example of anycast communitati

Figure 1-9: The anycast addressing

There are three nodes in the anycast group witlatlyeast address A. When the client node sendslaepavhere the
destination address is A, the packet is sent toobnke three nodes, not to all of them. When tbst lwith the unicast
address Z has a failure, the packet for A can betseanother host (X or Y). How appropriately thestination node is
chosen from the anycast membership is dependsecemtytast routing protocol [21].
Anycast routing protocols are basically derivedriroouting protocols that are already exists in astcor multicast
mode. The most commonly mentioned are the anygéshgions to the RIP (Routing Information Protod@B], OSPF
(Open Shortest Path First) [23] and PIM-SM (Protdndependent Multicast — Sparse Mode) [24]. Tiieimes are in
order: ARIP [21], AOSPF [21] and PIA-SM [25]. Thiest two (ARIP and AOSPF) are based on unicastimguand we
will discuss them substantially. A routing proto¢ot anycast communication consists of the follayvthree steps and
the difference between ARIP and AOSPF routing proi®are in Step 2.
Step 1: Become an anycast group member:
The anycast router collects information on nod@$ thean to join to an anycast group. Like in makting,
the host participating in (or leaving from) anycasmbership need to have the capability of notgyihe
nearest anycast router of the joining or leaviagust.
Step 2: Construct and update routing table:
According to the information collected, the anycamsiters construct their routing tables and thecharge
routing information with each other to reconfigtinese.
Step 3: Forward anycast packets:
The anycast routers then forwards the arriving astypackets based on their own routing table coctstd in
Step 2. If it has multiple entries associated vattspecific anycast address, the router needs &mtsah
appropriate entry from them.
Note: this process is the same as unicast routiagh unicast router simply checks the unicast mgutible to
find an entry regarding the destination addresthefpacket. Since the anycast address is indisshghble
from unicast addresses the anycast addressesria kise unicast routing tables too.
In the following, we will discuss Step 2.
The appropriateness of the route to an anycasivexcean be calculated from metrics. The literatedines two types
of metrics according to anycasting: the receivetrimend the link metric. In the case of using thkeeiver metric
(Figure 1-10) the process of constructing and updahe routing table are similar to the ARIP an@2PF. If anycast
routers only consider the receiver metric, they esm unicast routing information to describe theotogy of routers.
Each anycast receiver becomes just like a leaflzthto a tree constructed through the topologngtast routers.
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Figure 1-10: Advertising the Receiver Metric [21]

On the other hand, link metric can also be usettéate the routing table entries in the anycagersuln this case, the
ARIP and the AOSPF use different mechanism to cotlee link metric data.

1.29.1 ARIP

ARIP is based on the Routing Information Proto®lR) which is a dynamic routing protocol used indband wide
area networks. As such it is classified as animteateway protocol (IGP) using the distance-veobaiting algorithm.
ARIP works as described below. Figure 1-11 depgetsexample of constructing and updating a routatget with
ARIP.
Step 1: Notify the membership information by exdiag Anycast Routing Discovery (ARD) query/report
All anycast receivers send the ARD report indiaatiheir membership information (anycast address) in
response to the ARD query which the anycast rosget periodically. If the anycast receiver canmaieive
the ARD query, they can send the unsolicited ARRrguat certain interval (e.g. every 30 secondske Th
periodical update by the anycast router is trigddng the ARD report from the anycast receiver.
Step 2: Send the Anycast Route Information (ARIssage
After receiving the ARD report, the anycast routerates an ARI message which consists of at leagcast
address, metric) pair. Then, the anycast routedss#ério the adjacent anycast routers. When theastyouter
sends the ARI message to adjacent anycast roiitexgrwrites the metric of ARl message by adding link
metric associated with the output interface. Thisecause that the link metric in the directiomrfrihe anycast
receiver is more important. The anycast receivés as a server, then much data will be transfefn@d the
anycast receiver to the clients.

Step 3: Receive the ARl message and update thimgaable and/or Blocking list
When an anycast router receives the ARl messagearicast router first checks whether the anyaithteas
of the ARI message has already been stored inainéng table. If the anycast address is not inrthding
table on the anycast router, the anycast routdstezg the anycast address into the routing takhen, the
anycast router overwrites the metric of ARl messaige forwards it to the adjacent anycast routeceixin
the direction of its source. Otherwise, it compates metric of the ARI message with the metric xiEng
routing entry.
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Figure 1-11: The message flow of the ARIP [21]

After receiving the entry of ARI message, the asyeauter lookups the routing entry for the anyeairess
specified in the ARI message, and compares theiariatthe ARI message with the metric in the matthe
routing entry. If the metric in the ARI messagesmaller than the metric in the routing entry, tmycast
router replaces the metric to the smaller one. Thwn anycast router forwards the entry to all akbdgacent
anycast routers except the router from which thé mBssage arrived. When the anycast router seed&Rh
message to adjacent anycast routers, it overwtitesmetric of ARl message by adding the link metric
associated with the output interface. By propaggtie ARI message in a hop-by-hop basis, all ariyoasers
can obtain the minimum value of the metric andfdisvarding direction. Then, all the packets sentte
anycast address are transferred to the selectedstmgceiver.

Otherwise, the anycast router checks the direatibare the anycast router received the ARI mesdéagiee
output interface of the existing routing entry ifatent from the interface which received the ARéssage,
this ARI message means the existence of anothemaanyeceiver, which is not the selected anycasiiver.
The anycast router stores the (anycast addressic)neair in the Blocking List. This entry stored the
Blocking List is used when the metric of existimmuting entry increases and it is no longer theyenith
minimum metric. Otherwise, the ARI message meaasufidate of the existing routing entry. Therefahe,
metric of the existing routing entry increases, #mel anycast router may keep another entry whighléss
metric than the existing entry in the Blocking Li$hen, the anycast router stores this alternatiey &m the
routing table, and moves the existing entry toBkecking List.

1.2.9.2 AOSPF

AOSPF is based on the unicast routing protocol Qpleartest Path First (OSPF) which is a dynamicimguprotocol
operating in an Autonomous System. The OSPF angftire the AOSPF as well is using Dijkstra’s algun to
calculate the shortest path between two arbitragesn in the network. The AOSPF works as followg{Fé 1-12):
Step 1: Constructing topology of anycast routers
Each anycast router creates a Router/Network L&Ak (State Advertisement), which shows the inforimat
for the attached link of the anycast router. Thiscpss is the same as for OSPF. After anycastrroeteives
LSAs from all the other anycast routers, it stafesm in its topological database. The anycast raga then
obtain a corresponding graph showing the topolofiyhe network of anycast routers by using Dijkstra’
shortest path first algorithm.
Step 2: Notify the membership information by exafiag ARD query/report
All anycast receivers send the ARD report indigatineir membership information in response to tHeDA
query the anycast router sent periodically. Ifdingcast receiver cannot receive the ARD query, tasysend
the unsolicited ARD query.
Step 3: Create and send the Anycast Membership LSA
After receiving the ARD report, the anycast routezates an Anycast Membership LSA (AM-LSA) packet
which consists of the anycast address. Then, theaghrouter sends it to the adjacent anycastmaute

FP7 ICT Call 1 Key line 1.5 “Networked Media” Page 19/60



OPTIMIX FP7-ICT Grant agreement n°214625 project Deliverable D3.2a version 1.0

Figure 1-12: The message flow of the AOSPF [21]

Step 4: Receive the AM-LSA and update the routatziet and/or Blocking list
When an anycast router receives the AM-LSA messtgeanycast router first checks whether the anycas
address of the AM-LSA message has already beeadstorthe routing table. If the anycast addressoisin
the routing table on the anycast router, the anywager registers the anycast address into théngtable.
Then, the anycast router forwards it to the adjaaagicast routers except in the direction of itsrse.
Otherwise, it evaluates the appropriateness ofetitey specified in the AM-LSA message as followseT
anycast router first calculates the total link dostn the router itself to the originator of the AMBA by using
the topology of the anycast routers generated @p 3t Then, the anycast router can obtain the viecgi
entry’s metric. The anycast router compares theimet the receiving entry and the metric of exigtrouting
entry. If the AM-LSA’s metric is smaller than theetric in the routing entry, the anycast router upddhe
routing entry and forwards the AM-LSA packet toant anycast routers except the router from wttieh
AM-LSA packet arrives. If the ARI packet’s metrig €qual to or greater than the existing metric,atmgcast
router does not forward it. At the same time itistggs in the Blocking List to update the metriheTentry
stored in the Blocking List is used when the metfiexisting routing entry increases and it is ander the
entry with minimum metric. When the anycast rowtetects the change of the condition of the attatih&dit
generates a Router/Network LSA showing the curiaktstatus and sends this advertisement to thaecadj
anycast routers. Then, the receiving anycast raeteaiculates the routing table. If the anycasteohas a
more appropriate entry in the Blocking List, it derthe AM-LSA message saved in the Blocking Lisalio
anycast routers except the router from which the-l28A packet arrived [21].

Although Protocol Independent Multicasting — Spavkele (PIA-SM) is not in the scope of this anyaastting report
we must mention some information about it. Like PEMI, PIA-SM manages anycast receivers by compoaing
distribution tree for each anycast address rootéideaRendezvous Point (RP).
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Figure 1-13: Delivering an anycast packet in PIA-SM [25]

The RP is a router configured to be used as theabthe tree (called RPT) for the anycast addrBss.unlike PIM-
SM, PIA-SM forwards anycast packets to only onecasy receiver. PIA routers select one anycastveceiased on
the appropriateness notified by each receiver. Spghnopriateness is called metric in PIA-SM too][ZSter building
the RPT, the packets addressed to the RPT’s angddsess are delivered into the tree on the clgssst (anycast
router) to the originator. From the closest pomthe RP the anycast packet is transferred in aapsulated packet
which is addressed to the RP’s unicast addressr &fe RP received the packet, it is decapsulatddawarded to the
selected anycast receiver on the tree by addreisngacket to the anycast address (Figure 1-13).

1.2.9.3 Anycast routing in the OPTIMIX project

After anycast routing protocols have been introdydke disadvantages of anycast must be mentia@drhe main
problem with anycast is that it does not suppaatestl communication forms according to the stadd&6]. The
anycast routing protocols are dynamic protocolsetfoge there is no warranty that two packets adee$o an anycast
address from the same node will be delivered tséme anycast receiver. (There are efforts to gbiggoroblem, like
3-way handshakes, etc.) There are other probleittsamiycast like it needs to store full 128bit ldnghicast routing
entries for the anycast addresses and therefasecitucial to the routers. No aggregation is pdsesiket, but as in
multicast, using a scope field in the anycast comigation can solve the problem.

In the case of OPTIMIX the above mentioned problems not disturbing, since we want to use anycaistdata
aggregation in a limited area. So there is no neatkliver packets to the same anycast receiveriwiecause these
are only feedback information and it can be tramstein different paths to the application coneuollAs the area of the
feedback territory is limited using a scope in dmgcast communication is possible too.

1.2.10 Mobility Management Issues in the Host Idgrhtayer

In addition to a brief description of Host Identi®rotocol (HIP), in this paragraph we also giveather complete
discussion of the mobility management issues rélatesuch a protocol. We will cover all the basieamanisms related
to this area as well as the HIP-based solutionadeanced mobility problems such as micro and nétwmbility.

1.2.10.1 HIP Basics

The design of the currently applied Internet amttilre and mechanisms dates back to the earlyTheésdemanded
services used to be less challenging than the mme@adays. The rapid growth of wireless telecomnmatioa networks
resulted problems, which are hard or even imposdiblsolve within the boundaries of the old arattitee. These
complex scenarios include the ability to handlefedént kinds of mobility issues and fulfil advancedcurity
requirements. In wireless networks almost evergtHiom single endpoints to entire networks can besiered as
mobile.

The Host Identity Protocol [27], [28] provides avotutionary new solution as an answer for curreemends in
wireless communication networks. It adapts thetlmeglentifier split concept. The split proposestange the current
addressing scheme of the Internet by separatirgdo@and identifier roles in the network. In the FI® architecture
both functions are represented by IP addressegnassto network interfaces. HIP introduces a nemespace that
consists of Host Identifiers. These are aboutke the role of identification from IP addressesaylag them to serve as
pure locators. According to the proposal every HWare endpoint should have at least one Host falmtivhich is
practically the public part of an asymmetri@(public-private) key pair. Any globally unique naspace would fit for
a Host Identifier but their cryptographic naturealkeles the protocol to adapt the advanced secugtshanisms. HIP
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also defines a new protocol layer to handle Hoshtifiers and to host HIP functions. An obvious ickowas to fit the
new layer between the transport and network layEngs design step enabled the protocol to possessotlowing
property, which proved to be very useful considgnmobility management. In HIP the connections ahsport layer
protocols are no more bound to IP addresses, whaghchange dynamically during active communicathan,to long
term permanent Host Identifiers. In such an envitent the handling of mobile nodes are very easyeffiedtive as the
IP address assigned to a particular endpoint cachbaged without tearing down active communicatessions as
they are no more identified by IP addresses buh wibst Identifiers, which remain unaffected durinmgbility
situations.

1.2.10.1.1 Base Exchange

The central mechanism in HIP is the way of conoecéstablishment, the Base Exchange (BE). The saofathe BE
are the Initiator (I) and the Responder (R). Phrgquests Party R for connection establishmené [Bkter one is to
decide if it accepts or declines the connectioanapt. The BE is a four packet security handshake ithprotected
against certain kinds of Man-In-The-Middle (MITMRenial-of-Service (DoS) and replay attacks. Durthg BE
several security mechanisms are applied. The paatie authenticated by their public-private keygand the digital
signature aerated by these keys. A SIGMA-compliffte-Hellman key exchange, using public key idé&ats from a
new Host Identity namespace is used for generatieget shared key for data encryption [31]. Finallso called HIP-
puzzle mechanism is performed, which protects thgpBnder against certain kinds of DoS attacks.

1.2.10.2 Basic Mobility Management in HIP

1.2.10.2.1 HIP Update Mechanism

The HIP association of ESP protected SA pairs etehy the BE manages a secure, point-to-point cdiomebetween
two HIP enabled nodes. However, these nodes mayobde, therefore the associations of moving endligainay need
to be updated over time to time. In such casesiiblality extension of HIP is used [33].

The Host Identity layer is responsible for mapphiig to IP addresses, thus when a mobile node claitg@ctual
point of attachment in the network, the node muatify all of its Correspondent Nodes (CNs) about tiew IP
address. A new HIP parameter called LOCATOR wainddfto make the protocol able to handle this sibnaby
allowing a HIP node to update existing HIP assomist (.e. to report the new IP addresses to the CNs): ifi-H
enabled host changes its IP address it can sePBATE packet to all of its CNs. The UPDATE packentains a
LOCATOR parameter which holds the new location pairf.e. the new IP address) and some other informatian (e.
the SPI associated with the new IP address ands&é IIFO parameter to create a new inbound SA). Aré&idiving
an UPDATE packet simply corrects its HI — IP addnmempping and communication can continue undistl(by. 1).
Since transport layer connections are bound tothtsaddress changes in the IP layer are totalhsparent to a HIP
node. This property makes HIP mobility managemewtt multihoming provisioning very convenient, simpled fast.
Note that the concept of LOCATORs is not necesdamjted to IP addresses. They can hold more complex
information, e.g. IP-SPI pairs and even more thaea bOCATOR can be included in one UPDATE packete Th
different locators are distinguished by a type peater assigned to them.

Figure 1-14:HIP mobility with singe SA pair

1.2.10.2.2 Mobility with Rendezvous Mechanism

There are some complex but real-life scenarios ahtre above introduced simple end-to-end readdi@ssi
functionality and HIP architecture is not adequ@sy. frequent location updates, the initial re&ditsg of a mobile
node (MN), simultaneous mobility of nodes). The dialg of these situations needs extension of theicb&llP
architecture: a new network entity was introducedvtercome the problems called the HIP Rendezveuge$ (RVS)
which maps Hls onto a set of IP addresses [32.HflP enabled mobile node enters the network,dukhregister its
IP address in a network directory, which is knowyn dll the potential CNs. Basically this is a kind BNS
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functionality. However, a traditional DNS is notepared to handle frequent address changes. Therefsing HIP

Rendezvous Servers as a second global name resobgrvice is a better solution for tracking thegfrent address
changes of mobile nodes. If we assume that the kidNvik the IP address and HIT of at least one RV&) th case of
entering a new network, the node updates its extttie RVS and reports the IP address of the R\MBeaDNS (the IP

address of the RVS remains the same for relatiesly time) (Fig. 2) [30], [29].

Figure 1-15:HIP Rendezvous mechanism

Now if the MN moves to another attachment pointlevichanging its IP address, the node should upnidieits entry

at the RVS. If a CN wants to reach the MN, it parfe a lookup at the DNS for the IP address of tindnd the DNS
answers with the IP address of the MN’s RVS (Fig.The CN now initiates the HIP connection by segdihe 11

packet to the RVS with the HIT of the MN. The RVSas a contact link — forwards the packet accordmghe

containing HIT of the MN. In addition the RVS applera FROM parameter to the packet representintPtaedress of
the CN. The MN answers with the R1 packet sendiniréctly to the CN. The MN adds a VIA_RVS paraerdb the
packet, which contains the IP address of the R\#&lly the two nodes finish the BE in the regulayw

1.2.10.2.3 Credit-based Authentication

There is one potential security threat related tB Hpdate mechanism. An attacker could re-direaffitr of lots of
other hosts to a victim party realizing a distrémiDoS attack against it. Thus a special protedtiantion, the Credit-
Based Authorization must be used by a HIP hostsnwéending data to an IP address in UNVERIFIED state
Considering the update mechanism an IP addressUSNVERIFIED state when the first UPDATE packet laagved
to the peer of the mobile but the new address baseen proved to be valid with the third UPDATElat yet. The
idea of protection is to limit the amount of dalimaed to transmit to an UNVERIFIED source addrédserefore, the
malicious host cannot redirect more traffic to thetim, than its own traffic directly to the victimApplying Credit-
Based Authorization, a host manages a credit-codateeach of its peer. The counter reflects thenber of bytes
received from the IP address of the each peer pfttection is activated if there are no ACTIVE asktes left for one
peer, but there is at least one address in UNVHEHDRtate. Now the host can only send as much dattaeaamount of
the credit mapped to it. The credit-counter is@ased by the amount of received data and decrbgstbeé packet size
transmitted to the peer. If there is not enouglditite transmit a packet, the host can discardarest in a buffer until
the credit is sufficient or until successful addresrification. An extension of this method is dtedjing. This helps
HIP hosts to disable an attacker to slowly ears tft credits just to spend them in a very shoreti@redit-aging
decreases the counters with a certain value a&defined frequency. The rate of credit-aging ardtitme interval must
be carefully chosen or it can disable normal tcadfs well by resulting to low credit counters.

1.2.10.3 Advanced Mobility Management

In this section we give a collection of HIP-basedanced mobility solutions. These proposals usuathgnd the base
protocol and the UPDATE mechanism to make it capabihdle complex scenarios in wireless networkscéllected
solutions in three categories: micromobility, netkvonobility and hybrid mobility solutions. Micromdhty refers to
situations when a mobile end-point moves withinngle subnet so called location area. In this ¢hseconditions of
an actual handover can be optimized by adoptingiapmechanisms that handle movements within a etletwork
mobility is recently one of hottest topics in waes network management researches. In these stemamvhole
network with multiple individual endpoints changés point of attachment and its IP address. Margppsals were
defined to handle this in an effective way. Findhgre are some hybrid schemes which apply HIRistsone building
block in a complex solution.

FP7 ICT Call 1 Key line 1.5 “Networked Media” Page 23/60



OPTIMIX FP7-ICT Grant agreement n°214625 project Deliverable D3.2a version 1.0

1.2.10.3.1 Micromobility with HIP (microHIP)

This section details an extension to HIP which aaldsteway centric micromobility support to theédasotocol. This
proposal makes HIP able to effectively serve Qofest applications. For example, it is very likdlyat voice
transmission (dynamically extendable with multineediessions and/or other value added applicatiofik)bg an
important service in next generation wireless nekaoTo efficiently support such services and usseggnarios, the
network will have grant low delay and low jittemfpackets of such transmissions. The QoS parametitisave to be
sustained on the required level even when mobittesgerform handover operation®g.(when mobile nodes move
from one network point of attachment to anotheterEfore mobile nodes applying advanced applicatmhnext
generation architectures must be able to performddner procedures as quickly as possible. Our miotmlity
extension of HIP is designed to fulfil these densaimdthe Host Identity layer.

The proposed HIP micromobility architecture (uHIYyides the network into micromobility domains miaiining
several regular wireless IP points of access (@®&ess routers with conventional IP forwarding ealimA newly
introduced HIP gateway entity called the Local Renabus Server (LRVS) is responsible for managing MNlobile
Nodes (MNs) in a given domain and for connecting aélscess network part to the Internet. LRVS gatewagvide
HIP registration service for MNs in a micromobildyea, furthermore LRVSs introduce an IP addregsping function
which is used to attach the MNs to the pHIP acoessork by registering the locally valid IP addes$IPL) of MNs.
IPL is valid only in the given domain.€. IPL is not a globally routable address) and the/BRs responsible for
mapping every IPL to a globally routable addresssein from a private address pool of the LRVS. TR is used to
register the MNs at their RVSs and to deliver p&katside the domain during further communicatessions.

The basic operation of this architecture is théofeing [38]. If a MN joins a micromobility domainmmediately starts
an initialization mechanism (see Figure 1-16).tRie MN physically connects to one of the accessears (AR) of the
domain, then gets a serviceable IP address (IP&¢da&.g. on IPv6 stateless autoconfiguration. Aftes, the MN
either may actively initiate a HIP service discgvprocedure or passively wait for a service anneument in order to
detect the LRVS service provided in the visited nocobility area. Thus the MN will be informed abdbe HIT and
the IP address of the LRVS responsible for its aaiomain.Figure 1-15 shows the case of passive discovergrevh
the MN sends HIP UPDATE packets to its RVS andenircorrespondent peer nodes (CNs) (step 1, redvariThe
intercepts the UDPATE packet, verifies the 11 seudtT and sends back a Service Announcement P&8R&) to the
MN containing R1 data and information about the IR$ervices (HIT and IP address of LRVS). After ttegt MN
continues the service discovery by completing dgstration to the LRVS with the final 12-R2 seqoenTill this point
everything works almost according to the standars$ existing drafts, except that during the serdisgovery and
registration procedure the LRVS not only registbies MN’s HIT with the new IPL, but maps IPL withetta globally
routable address (IPG) as well. Hiding the inneratRiress (IPL) also provides a simple location gmyvsolution
preventing malicious nodes from learning the usgast or actual location.

Figure 1-16: Initiation and connection establishment in pHIP

After the MN successfully registered at the LRMSheeds to perform the update and/or registratimegaures at its
RVS and current CNs as well in order to be reachdbt the current and possible future communicapanners
(step 4, red arrow). Therefore the MN — stronglyirg on the self-certifying cryptographic idenéfs provided by HIP
— delegates its signalling rights to the LRVS afalht is registered. The appropriate certificaées sent during the
service discovery of MNs, resulting that the LRV8l wwn the rights to signal on behalf of all mabihodes in the
micromobility domain under its authority. In posses of these delegated rights the LRVS is ablseturely register
or update to the RVSs and CNs on behalf of the MNIs the IPG addresses assigned to them.
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The initiation procedure detailed above yields M to be registered at the LRVS (with the HITMN-HPRG triplet)
and at the RVS (with the HITMN-IPG pair), and keefigthe CNs updated with the latter informationnas|.

The UHIP connection establishment procedures betatready initialized MNs (MN2 and MN3 in Figurel®) are
the following. The initiator (MN2) sends the firgacket (11) of the Basic Exchange (step 1, bluevexr The source
address of this packet will be set to IPL of thitiator, the destination address will be the IPradd of the responder’s
(MN3's) RVS (here we assume that the RVS of MN2 B3 are identical), and the destination HIT wid bet to the
responder’s HIT. The appropriately constructed sewt 11 packet will be intercepted by the LRVS lie initiator’s
domain (LRVS2 in our example). This LRVS changesgburce IP address of the 11 packet to the glphbailtable 1P
address of the initiator (IPG2) and sends the paitkéhe RVS (step 2, blue arrow). The RVS forwatlds packet
towards the responder’s registered address (IPi@R) reaching the serving LRVS (LRVS3) which knoWws actual
location of the responder, so the packet can heafated by changing the destination IP addresseoftipacket (IPG3)
to the responder’s actual local address (IPL3)p(dteblue arrow). The Basic Exchange continueséregular way,
without the inclusion of the RVS, but with the a€lss mapping function of the two LRVSs (step 5, lduew). (Note
that the CHECKSUM field of IP packets should beoreputed after every address change, similarly asase of
standard RVSs during the rendezvous mechanism idedcabove). This message flow builds up an ackie
association between the initiator and respondethep can begin sending data packets to each dila¢a. packets are
forwarded by the LRVSs to the actual local IP addes of the MNs in the same way as they do duriBasc
Exchange sequence.

Figure 1-17:Intra-, and inter-domain handover procedures irptioposed framework

The handover management in the proposed uHIP framkeiw quite straightforward. In case of intra-domlandovers
the MN will receive a new IPL from the new Accessuler belonging to the serving LRVS (see MN1 ardlagows

in Figure 1-17). In this case the MN — realizing thange of its IP address — simply updates itstragjon (and if
needed its delegation certificate as well) withniésv IPL at serving LRVS. The used update mechaigstetailed in
[33]. It is important to note that neither the Chsthe mobile node nor the RVS has to be informbdu& the
movement as the address changes are locally habglede proposed micromobility extension. The moeata of
nodes are completely hidden from the outside woekllting in less signalling overhead, packet lasd handover
latency.

In case of inter-domain handovers the mobile nodees between local administrative domains (e.g. &oyrand
Domairy in Figure 1-17) thus invoking the macromobility mgement procedures of our framework. Arrivingreg t
new domain, the node will receive its new IPL, avill discover the service parameters of the new ISRYRVS3).
After the MN realized that it leaved the previouslsed micromobility domain by entering a new ond krarned the
HIT and IP address of the new LRVS, it performs ithidalization mechanism. This works the same veayabove.
Since MN changes its old LRVS, it has to update RES and all the correspondent nodes with ongoing
communication. But the first thing to do is to ulthe old LRVSi(e. LRVS2) to make it able to forward packets sent
to the MN'’s old globally routable IP address asgl@s the MN has not finished updating the RVS dhdfats CNs
(step 3, blue arrow). After the old LRVS is updatde mobile node begins to update its CNs andsatthe RVS (step
4, blue arrows). When the MN finished all of thguigzed updates with its CNs and the RVS, it remdhesegistration
association at the old LRVS (this association czermn the timeout defined for inactive HIP sessiand thus it could
be automatically removed) and completes the intenain handover procedure.

1.2.10.3.2 Network Mobility with HIP (HIP-NEMO)
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As users realize the benefits of mobile communicathey also raise their demand for more sophistitanobility
schemes [35]. Network mobility (NEMO) is one of $kescenarios where not only a standalone host lgubwp of
hosts connected together changes its point oftatiant to the Internet. NEMO management solutiodkemiable the
dynamic mobility of Personal Area Networks and \éetar Area Networks among others. With this oppaitjuusers
can enjoy emerging applications of Intelligent Taportation System (ITS), which is more or less Hase
communication between networks applied in movinigicles.

In this section we introduce how HIP can be utdize serve as the base protocol in providing Nekwidobility
(NEMO) support [48]. First we summarize the maimaepts related to mobile networks then we desdhibedea of
extending HIP, which leads to HIP-NEMO [46], theP-based network mobility solution.

In a NEMO scenario there is always a special entiijed the Mobile Router (MR) that provides a oection point
towards the outside world. There might hosts existpbermanently (Local Fixed Node, LFN) or temporérpcal
Mobile Nodes, LMN or Visiting Mobile Node, VMN) corected to the MR. Furthermore a mobile network ties
chance to attach to another mobile network formangested architecture. Usually one solution prowgjdinetwork
mobility does not limit the level of nesting. LFMMN, VMN and MR are entities commonly referred aoihile
Network Nodes (MNN). Finally there are scenariosemehmore than one MR exists in the same mobile arétw
providing alternative ways of connection for MNNis.this case we speak about multihomed mobile nedsvAAll the
scenarios described above can be mixed togethanyncomplex way making network mobility managemantery
challenging research area.

In order to meet these requirements the IETF (hetieEngineering Task Force) developed the NetwookilMy Basic
Support Protocol (NEMO-BS) [50] relying on Mobil®u6. This and related work in IETF summarizes th&nm
concepts, terms and scenarios related to netwotsilitgoand also outlines the most important chajles in this
research area.

On the other hand all the complex NEMO scenarigslined with the security requirements of next gatien mobile
networks are hard to solve with NEMO-BS. The romtse of this is the generic architectural probldrthe classical
TCPI/IP stack. As described above this generic probhdicated the development of the Host Identitytétol among
others. Basically HIP integrates security, mobiktyd multihoming in a new manner and solutions thaseit inherit
these nice properties. Thus it is quite straightfod to use HIP as the base for providing netwodbility support,
HIP-NEMO.

The proposal provides continuous connectivity, seaignalling and data communication for every Miinll it be
even in a nested subnet in a scalable manner. 8ufgyomultihomed scenarios is involved too. Furthere the
method uses reduced signalling and packet overhvaitt providing optimal routes towards any MNN. The
cornerstone of the solution is a HIP-capable entitg Mobile Rendezvous Server (mRVS), which astet MR and
provides HIP-based services for MNNSs in the mowvietwork. The mRVS is the connection point for MNfNsaccess
the Internet and also serves as a rendezvous fpoitiite rest of the network to access MNNSs. Asrttabile network is
expected to dynamically change its point of attaghinit can provide only a mobile rendezvous paithius the mRVS
itself needs to use the standard HIP rendezvougesrto ensure a permanent rendezvous pointdelf @ind for all the
MNNs inside its territory. Consequently the staidBVS of the mRVS serves as the primary rendezpou# for the
rest of the network to access MNNs. This is shovgure 1-18.
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Figure 1-18: A simple HIP-NEMO scenario

The mRVS acts like a signalling proxy for MNNs &sy delegate their signalling rights to the mRVi&rawhich the
mMRVS is responsible to perform all signalling neéelg. connection establishment, handover managgmerbehalf
of the MNNs (step 1 and 2). The mobile rendezvonistps now established. After MNNs delegated thségmalling
rights to the mRVS, it registers them at the RV&nsure the permanent rendezvous point for MNNSs.

As opposed to standard RVS, which stores singleT{HIIP address} mappings, the mRVS connects this ypith

another IP address. This must be a globally roatauldress pointing to a topologically correct l@mrat This is
allocated and assigned by mRVS to the particulaNVilWhis address is used to provide a global locfmioMNNs. As
Figure 1-19 depicts, in our example mRVS assigiRedAN.PO for LFN, while its actual IP address i FN.P1. One
possible way to allocate a proper IP address fdy ig-as follows. At registration LFN communicates I&.LFN.P1.
The mRVS simply changes the prefix (P1) of thisradd to PO, and leaves the remaining part of thiread
unchanged.

Figure 1-19: The address allocated by mRVS

Finally the mRVS communicates with other mRVSsffiiently handle all the complex NEMO scenariospecially
nested mobile network situations.

MNNSs have to be able to delegate their signalliggts to the mRVS. However, this shall be considexe a HIP-based
service, rather than a modification of the basaqua. Thus HIP-NEMO can provide transparent nekwamobility
support for LFNs and LMNSs.

Now all necessary information is stored in the metwto enable one correspondent node to establisinaection with

a MNN. In the DNS system the primary connectiomnpédr any MNN can be retrieved. This is the stadddVS of
the mRVS. The RVS redirects the packets addresstuk tMNNS.

The key issue related to mobile networks is theagament of nested mobile subnetworks. Such singmtioe usually
arising serious scalability problems in present NEroposals. Thus an efficient NEMO solution hasdtre these
scenarios in a scalable manner. In HIP-NEMO nestgothetwork management is based on special inter nRV
signalling and a bidirectional tunnel establishméetween mRVSs. Inter mRVS communication manages th
appearance of new nested subnets and nested dwmekdver situations. The bidirectional tunnel igdugor data
delivery between two mRVSs. The detailed descnipigoout of scope of this summary.
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1.2.10.4 More HIP applications

There are already several enhancements and advappécations those rely on the functions and opputies of HIP

and show its wild range of possible usage scenarios

[39] described the methods and main consideratibragplying Host Identity Protocol to tactical netiks demanding
high security requirements and capabilities fonj@iombined operations.

[36] published a HIP based UMTS/WLAN architecturbere the Rendezvous Server is integrated into tBSKE
(Gateway GPRS Support Node) elements of the 3GRRIatds such making the system ready for vertigatibvers
over a future public-key based communication inhsacheterogeneous environment. The main improveoktiie

scheme over a standard Mobile IP solution is thatwvertical handover delay is considerably redutrahks to the
author’s handover solution based on HIP multihoming

[41] introduced and analyzed a HIP based decerédlapproach for securing distributed computindesys dealing
effectively with their organically distributed natéu The authors combine the network and operatiystem

virtualization methods with the Host Identity Prosband Simple Public Key Infrastructure certifiesiin order to build
virtual domains of trust over insecure interconigecbf nodes.

[37] designed new mobility management scheme basdbe assembly of Host Identity Protocol and $sBiitiation

Protocol (SIP) in order to extinguish the mobilihanagement limitations of SIP and create a hybr@gromobility

solution for future value added services and appbaos.

1.2.10.5 Security Considerations

As the extensions are built on top of HIP, theyeniththe security strengths of the base protogolan environment
where hosts are identified according to their dct®aaddressesi.€. the current Internet architecture) the most
important advantage derived from the usage of KIS strong authentication and identification gsv This is
provided by the cryptographic Host Identities, whare asymmetric key pairs. One can prove its igeby holding
the private pair of a public key. Initialization afHIP association.€. the Base Exchange) is designed to protect the
responder from most kinds of Denial of Service (Paacks. Confidentiality with HIP is establishagencrypting the
payload data by the public key. The only way toeascthe encrypted information is to own the priveg. The base
protocol specification recommends the usage of BE8R;h is used by IPSec to transfer encrypted dat#és current
form, the Base Exchange results in an IPSec Sgclisisociation pair. Communication partners use tihisetup their
ESP protected packets and send them to their pagthermore, HIP protects the integrity of paylakda as well as
integrity of control packets. HIP control packets@lso be used to carry cryptographic certificabestificates can be
used for authentication or authorization purposeshle peer host or intermediate entities. The Haiteperty is a key
issue, when considering secure signalling righegiion. Hosts delegate their signalling rightee or morei(e. in
case of multihomed scenarios) LRVS or mRVS in auseavay by sending registration packets that hbie t
correspondent certificate. Basic HIP security fiom and secure delegation of signalling rightsetbgr provide
secure location update, which is a key issue inrégg mobile communication. Since signalling righte delegated in

a secure way and base HIP signalling messagesgaezidy the sender, location update signalliny @tected.

1.2.10.6 Conclusion of HIP Related Areas

The next generation of mobile networks is not oahywisioned to offer a wild range of high qualityn\sees but to
provide them on a new technical basis. Novel apyres arise in order to solve the upcoming questitinss the
standards of the present network architecturetnazenstant evolution. The Host Identity Protocotiats existing and
possible emerging applications are the fruits &f #ivolution too.

On the other hand HIP is just one among the maaggsals trying to cope with the sophisticated nighdchemes of
next generation ubiquitous networks. However, tkiergsions developed on the top of HIP prove thatight be the
best candidate to answer these challenges. Furtherthere are some hot research topics in thid, fighich aim to
further develop and extend the basis conceptsduted by HIP. Here we outline some of these fialils$ directions of
further developments.

Signalling and identity delegation is one of thenmzotentials of future HIP related developmenthi§ special service
can be offered in a simple and secure way it oplemsvay to radically new applications not cleantpyisioned today.
On the other hand signalling delegation signifipaméduces control overhead which is especiallyicai on low-
bandwidth wireless environments. Using this appnae heavy part of the signalling traffic can bensformed into
the wireline network, which leads to enormous resewsaving [45] [44] [42].

Strongly connected to the previous statement tises@other resource related problem in wireleswoidss: the limited
capacity of the batteries applied in mobile devicgimce HIP cryptography requires lots of CPU cépa&nd thus
emits the majority of the battery life there is #iosg need to develop a lightweight alternative tbé HIP
implementation. This branch of HIP-related resedascsiummarized in [49] and some measurement resulthow
standard HIP implementation works on lightweightdweare can be found in [34].

The Host Identity Indirection Infrastructure (HiB)3] gives a DHT based structure for the RVS syst&he solution
combines the positive properties of Secure i3 atel kesulting an architecture that integrates fifectve end-to-end
approach of HIP and the flexibility of i3.€. the basis of Secure i3). On the other hand thebawed solution seems to
be less vulnerable against Denial-of-Service (Daicks than any of the parent proposals.
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As these fields of research work getting more armdenattention and the results are turned into fmalct
solutions, the widespread distribution of HIP bagetivorking approach and emerging applications ritesat in this
chapter shall be experienced contributing to th@wion of next generation mobile and wireless reks.

1.3 Applicability to the OPTIMIX JSCC/D system

The aim of this paragraph is to discuss about fi@ability of the communication mechanisms desedi above, to
exchange control and signalling information betwienrelevant entities of the OPTIMIX JSCC/D system

This is not an exhaustive analysis; simply somargtas about the exploitation of the said mechanisimibe project
framework are presented, focusing in particulatrenforeseen and more likely deployment of eadimen.

As already stated, a first distinction on the matteist be introduced between communications froenSburce Coder
(i.e. the master application controller) and the Tertsilaad from the Terminals to the Source Coder.

According to deliverable D1.3 about the OPTIMIX &ya specifications, there are various signalling aontrol
information that need to cross the network from gke@eration point to the target destination(s),ntyaiSSI, SRI are
sent from the Source Coder to the Terminal and §SI, ER, and in general all other feedbacks fram layer of the
receiver device (including the QoS perceived byuber), are sent from the Terminal to the SourcecdEach of these
has its own nature, characteristics, frequencg, $ath to traverse, etc., therefore one or motbefibove described
communication mechanisms could be the most suifableach of them, or a group of them.

These preliminary considerations are important beeahey pave the way for the simulation modelpnocess, trying
to highlight a priori the most interesting and imamt design choices and scenarios to be investigatvoiding waste
of time on collecting data about useless or obviesslts.

Messages sent from the Source Coder to the Terr(@®8I SRI) are strictly related to the data streamd must be
synchronised with it and their frequency, the idtroed overhead as well, is somehow proportional.

For this reasons, the communication mechanismsatigaiore suitable to be deployed for the transarissf SSI and
SRI are: encapsulation inside IP video packet heaglé an ad-hoc signalling protocol.

More reasonably, the first method employs the Hgdbp options, because the signals must be avaifabldifferent
entities of the JSCC/D chain before reaching trstiniation terminal(s). However, an encapsulatida packet payload
could be also appropriate. While, for what concemsad-hoc signalling protocol, it should deal wstmchronization
issues with the associated video data stream amd eotail a relevant effort, considering that iishbe completely
designed for the purpose. In principle some basitcepts of RTP/RTCP, such as the time stamp andebfeence
number can be re-used and we might even work dmawstandard as a starting point and apply direotdification to
it; but a lot of control-plane aspects must be lettn this case.

With encapsulation inside the video packet heatter,signals are automatically coupled with the desagment it
refers, hence this approach seems to be the mnsaha

Another choice could be the inclusion of SSI and @ihin the header inserted by the coder (e.g.6M.AVC) that
also fulfils the synchronization requirement. Tliere, both RTP or application layer headers areblé mechanisms,
though they likely require some sort of extensiorttte related standards, and in the first case, dépends on the
specific codec employed.

ICMP is not appropriate because it doesn't offarcéyonization facilities, even exploiting its exségans by defining
new type of messages or control codes.

Finally, the generation of a new IP packet flave.(direct socket-by-socket communication) has noy @ame of the
disadvantages of ICMP, such as the targeting ahallnetwork devices along the transmission path nieed to read
the signals (e.g. the base-station for a furtheptation capability), but also an additional ovarheue to the complete
protocol stack traversal (ICMP instead, reliesaiseon IP).

In all cases other than the encapsulation insitension headers (or into data payload) of the vjukets, the signals
travels independently from the multimedia streaing problem of association, synchronization andetémg of the
JSCC/D concerned entities along the data path.aBseand large, further information, filtering ancbntrol
mechanisms are required, adding complexity, ovetteal possibly backward-compatibility issues to tesigned
solution.

Messages sent from the Terminals to the Source rQ@f8i, NSI, ER, etc.) could be treated in diffdremanner; as
single signal to be transmitted with a NT methodasran aggregation of signals from each terminaldifferent
terminals (in the latter, aggregation points wittlie network are to be foreseen).
Itis p055|ble to use different NT methodology éaich signal:
Channel State Information (CSI)
CSl goes in the reverse path with respect to tHeovidata packets, hence it is not strictly syndsezhwith
them (although, it must be up-to-date enough tchélpful). Furthermore, presumably the CSI frequency
should be much lower than the packets rate to bheidered almost negligible in terms of additionatidead.
For example, channel conditions averaged over lotigee intervals or in some cases only bit erraera
information may be needed by the master applicat@ntroller in order to perform its optimisatiorska
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At first glance, it is immediately clear as encdpsan of CSI into IP packet headers is not a gsoldition,
because we should think of a new packet flows éndiwnlink direction, which is not always available

A more suitable solution could be ICMP, becauseeltes directly on the network layer (hence, also
introducing less overhead). Furthermore, the fraqueof CSI can be much lower than the packet rate o
common IP flow and this can avoid time-out concetihe connection end-points.

Both for ICMP and for the encapsulation into a nBvpacket flow payload, an end-to-end communicatiam
be realized as the concatenation of multiple cotiores between JSCC/D-aware network nodes, as needed
An ad-hoc signalling protocol could require a cdesable effort in the development phase and ibtsreally
necessary, considering the direct applicabilitpthier communication mechanisms.

Network State Information (NSI).

NSI reports about the availability of resourcesoasrthe data path and, possibly, also along thersev
direction. Such information can be representedheyQoS performance parameters at the network [ager
delay and loss) and can be effectively exploitethatsource coder to better tune the amount of¢merated
rate and coding parameters in general, as wellt dseabase-stations for an additional level of dalimn,
maybe on a shorter time-range.

Such information goes towards the source termamal is not synchronised with the coded stream,thoit
updating reports must be frequently enough. Theseen overhead should not be considerable, but an
automatic scaling mechanism with respect to thebmrmof destination terminals is required in ordemell
accomplish large multicast sessions without sigaifily loading the network, especially in the dawnkl
direction of the access link with respect to therse coder.

By the above observations and requirements, RTPHRIks fine. It already has an automatic scaling
algorithm based on the size of the concerned nagitigroup and sender/receiver(s) reports contdairlg
complete set of information about the provided mekwQoS. If needed, such set could be in principle
enlarged.

Another possibility is to deploy ICMP, becauseniroduces a small overhead and the control messagelse
triggered whenever required; moreover, the fore$esuency should be sustainable.

IP encapsulation either in a datagram payload direct socket-by-socket communication) or in atemrsion
header, is practically feasible (for the latterai§o a multimedia stream exists on the reversk) gait not
recommended for efficiency reasons (even connectiowers constraints for the former) and resulting
complexity.

An aggregation of signals is possible to reduce dherhead, a solution could be the deployment ef Media
Independent Handover (MIH) framework or the expititn of some mechanism leveraging on anycastrrguécility
of IPv6. Indeed, feedback signals of each terminain the different layers (either some or allléin), can be grouped
into a single message to be transmitted to theceatoder. This should be implemented at the matgerver and then
a further level of aggregation within the network $bme aggregation nodes (identified with an artyaddress) can
also be performed.

Moreover, MIH enables to assess networks in ramgeexecute handovers to them based on mobile nodetsal
rules and policies without end-user interventioheTinternal rules and policies are defined to avadnections to
networks with, for example, too low bandwidth or $support, or too high usage costs. Current limhdiions are
constantly monitored and when they deteriorate, rtfudbile node starts to assess potential availabtevarks and
communicate with them in order to know whether adwver to any of them is feasible or not. Becadsaldhis, the
interruption in service can be minimized and thievoek change can be made transparent to the end-use

The usage of Host Identities and the related podt@dIP) is expected to provide mobility supportdagecurity
mechanisms for the Optimix architecture.

1.4 Header compression

When dealing with multimedia streaming applicatianger IP wireless networks, as in the OPTIMIX pobjethe
reduction of the protocol overhead is an importastie. Indeed, bandwidth is a valuable and limitesburce on
wireless links and should not be wasted to transadiindant information.

For this reason, we introduce in the global optatian process a Robust Header Compression (RoHQ)rder to
reduce the inner header redundancy. The bandwiddimognized in this way can be used, for example,ttan
application side to decrease the constraint orvitheo source bit rate, allowing then a better emeénd final video
quality.

The RoHC protocol has been defined in RFC 3099RoUDP, RTP, and TCP headers and it is based retvaork
header processing. Header fields are first of &dksified according to their variation profile (g.¢gstatic” or
“dynamic”). RoHC protocol then envisages the sterbgth at sender and receiver side of a context thi¢ “static”
fields, and allows the transmission of the dynapaict of the packet header only.
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The application of RoHC to video over IP streamicgpled to the use of UDP-lite transport protecol high interest
for error resilient video codecs, has already badnject of study. Real improvements have been aetlin the FP6
IST PHOENIX project using robust header compressissociated with video coding standards H.264 aREG 4.
For multimedia applications, the perspectives uhticed by the new IETF transport protocol DCCP dnmeal interest,
since DCCP improves the mechanisms already provwgedDP and UDP-lite for audio and video streamivgr IP
by adding control congestion mechanisms. In OPTIMIiX extend the work done so far by proposing geaf RoHC
for DCCP packets. A detailed description of thepmsed protocol can be found in D3.3a.

RoHC extension for DCCP packets is fully compatibleh existing standards and does not require aogification of
the network stack, thus being well aligned with Network Transparency approach.

Moreover, an interesting protection method can deed to compression header, in order to: i) allmequal error
protection of header and payload; ii) transferh® application layer partially corrupted packetglded, the header is
the more critical part of the packet, since anreimathe packet header produces the loss of thdempacket. When
using RoHC, the header is reduced to a small gatteowhole packet and avoiding a packet loss duerttors in the
header results even more important. Furthermorease of multimedia transmissions, partially cotedpdata could be
interpreted and used by the video decoder andsthmsld not be discarded at the data link layer.

OPTIMIX proposes to protect the compressed headtr an error correction mechanism, so to avoid eessary
packets losses.
The process, described more in details in [9], Bt&& three main steps:

1. Robust Header Compression: the compressionigdgopresented in D3.3a is applied to the packetslhr.

2. Header protection: a selected correction codgpdied to the packet header, thus generatingwapaeket
composed by Header Compression Protection (HCP)paytbad, as depicted in Figure 1-20. The new
generated packet is sent to the data link layesttmy with HCP parameteriseg(, protection method and length
of compressed header).

3. Data link header generation: the data link laggmerates the link layer header applying the CR@he packet
header only, thus allowing the transfer to the @pfibn of packets with corrupted payload. If reszry, HCP
parameters are included in the link layer header.

Header | Header Header
IP UDP

S -

~

Payload| IP packet

-

Compresse
header
-

Payload RoHC packe

-
T HCP headef Payload HCP packet

Figure 1-20 HCP packet creation

HCP parameters can be both predefined and knowm dtothe transmitter and at the receiver side aseh by the
transmitter. In the first case, HCP parameterstduave to be transmitted to the receiver. In theosd case, parameters
can change in function of channel state or can éeredefined by the transmitter for each new trassion. In this
case the receiver cannot be aware of the codetisglemne at the transmitter and this informatias ko be inserted in
the link layer header. We assume that transmitbel r@ceiver have a table associating an index eoirtformation
necessary for the coding and the decoding prodesscpde type, generator polynomial, rate,). In ttdase the packet
header has to include the index related to the casdd only.

The resulting gain, achieved by adopting in the ®IPT project this protection mechanism, is twofold:
Packets with partially corrupted payload but carrbeader are not discarded but rather transfercedhé
application layer.
The number of packets discarded due to errors enhdtader (but with correct payload) is reduced. aAs
consequence, cases needing ARQ or FEC for the wiaalket are also dramatically reduced, thus inangahe
overall throughput.

This protection mechanism, which can be easilygireted into the classic RoHC algorithm, remains gitant to the
used video standard and does not, requires moaiiifica of the transmission chain. However, the follg
modifications at the data link layer have to besidered in OPTIMIX:

1. The CRC has to be done on the header only andmithe whole packet size

2. The data link header has to be modified to ihelthe index of the used code.
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These modifications can be easily inserted in exjstandards.

1.5 Addressing a basic scenario

The objective of this sub-section is to specifyasib scenario to be firstly investigated in the idation modeling
process, together with some alternative designcelsaihat result from considerations and analysisudisions made in
the previous paragraphs.

1.5.1 Scenario specifications

OPTIMIX project deals with a wide set of multimed@ipplications as described in D1.2, providing veddeled services
that are point-to-multipoint in nature. Some exassphre video telephony, video downloading, e-learnivideo
conferencing, etc... such services entail the méssion of audio/video streams even in both dioetj however, a
simulation analysis could consider just a singldtimedia flow (video or audio) generated by a singburcei(e. the
server) to a given number of user®.(the client terminals), with a wireless connectfon the last hop, where each
base-station or an Access Point (depending on dheezned technology) serves one or more end-devited as a
smart-phone, PDA, laptop. Of course, all the anslynsiderations and conclusions will be drawnadso thinking of
the more complex application scenarios of the ptdje make them as general as possible.

More specifically, concerning the network, we abdlistinguish between:
- Multiple Base Stations and multi-users
Unicast or multicast distribution of the multimediata
Multiple wireless -hops to be crossed
Mobility management
Fault resilience mechanisms
Interactive or streaming multimedia applications
Provided or not security and confidentiality

It is reasonable and safer to start the study withery basic reference model, encompassing allfuhdamental
characteristics of a JSCC/D system in a point-tddpuint context, but not including the extra-fegds required by
more sophisticated network scenarios, which wouldegessary complicate both the initial developnaet analysis
of the simulation modelling process.

Regarding the number of delivered multimedia flowse simplest case, though not always realistiam open
environment, is the presence of limited number a$eb stations (BS) with a single user for BS. Howetlgs is
certainly the starting point for all the followirzgnalysis.

With regards to the latter, we need to distinglistween either a full or partial JISCC/D-compliam¢vieonment. This is
important because applications can adapt diffeyemtinot at all, to the same wireless channel, iangeneral to the
entire network conditions, leading to a diverse aetpon the functional and in particular, performabehaviour of the
analyzed video streaming.

It is worthwhile to underline that the users, iegh last cases can share either the capacityahmon wireless link or
just the bandwidth at the network level along d@aiertrunk of the respective end-to-end communacepath, or even
both. Certainly, the scenario with a common baagost for more than one user is the most relevanthfe project, and
hence properly investigated in subsequent stefiseagimulation modelling process.

In the next generation IP based networks, somea dghtures and capability will be available widgspect to the
currently deployed packet switched telecommunicatidrastructures. Among them, advanced routingctiomality
such as multicasting will be probably widely spredulticasting allows for an efficient exploitatioof network
resources, when the same traffic, typically multiimestreams, has to be delivered to a group ofsusietultaneously.
Nevertheless, also the unicast type of distribution the multimedia data is going to be considenedinly for
backward compatibility issues. A comparison betwdntwo is certainly an interesting task to beiedrout.

In a multimedia streaming application context, gsegver is more likely to be located in the fixedtpaf the core
network. Hence, it is quite common that a commotwaek has to be crossed in order to reach the acét of base-
stations and then the client terminal(s) attacloethém (e.g. UMTS cellular phones, Pc with a We&id, where only
the last hop is on an air interface).

By preliminary observations, the conceiving of &£C#D system applied to interactive multimedia sesican take
advantages from the simultaneous transport of obisignalling information and multimedia data intbalirection for
the end-points of the concerned communication. &fbee, it is essentially a matter of optimizatiortérms of resource
utilization rather than functional or performanctetences.

The fundamental concept of a JSCC/D system isitdlyooptimise the source and channel (de)codingvel as the
(de)modulator. This operation is performed takea &ccount the target QoS and the resources alailathe network
along the communication path and in particularfenwireless hops.

In the OPTIMIX proposal, the feedback informaticonees in principle from all layers of the clientrténals, such as
NSI (Network State Information), CSI (Channel Statformation) and QoS perceived by the user. Seetlback are
sent by the mobile unit observers either in an egated form or not to the master application cdietrocrossing the
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whole network in the reverse direction and posshidyng further aggregated in some collecting ttapsints in the
core of the telecommunication infrastructure.

The functioning mode and the configuration paranseté the source and channel codecs, and of then(utkilators,
are decided by the JSCC/D controllers, both ateseside (.e. master application controller) and base-stationéffes

(i.e. unit controllers with a further level of adaptatjo For example, the controllers can command thisckimg to a

more robust coding algorithm and/or a strongerreregilience protection at the source coder in gasp to a more
error prone environment with poor channel condgiand resource availability.

For what concerns the source codec, the attentitinbe firstly focused on a specific compressiogheique (e.g.
H.264 AVC or H.264 SVC), with a small set of diféet protection levels and error resilience mechagisThe

available and deployed channel codecs and the (ah)ators will be chosen among a basic group testilt from

considering already known algorithms with poss#ayne minor modifications.

The user mobility can be managed by different prois for example by Mobile IPv6, Host Identity Rrcol or even
by the mechanism of joint/leave in a multicast emwvinent. The impact of the issued protocols andgutares will be
properly taken into account, though in a later stefhe simulation modelling process, as well asithpact of the fault
management system, applying Traffic Engineerinthénetwork, designed in Task 3.1.

1.5.2 Firstly Proposed design solutions

The design space is enormous considering also igie fmumber of different entities and mechanismsoived.
Therefore, it is difficult to provide an exhaustigamulation analysis, even for the most reasonaelsEign options.
However, in this first deliverable the most suilsnd probably effective solutions will be taketoimccount and
analyzed.

In par. 1.3, the most feasible applicability of t@mmunication mechanisms described in the previamagraphs has
been presented. The basic idea is to follow thodeétions and to investigate about them, at ledtst regards to the
most important control/signalling information thaiainly determines the cost and the achieved pegfoce of the
overall JSCC/D system.

In the next chapter, the simulation modeling prece#l be described and explained in detail.

1.6 Mobility Aspects

As already stated the first objective of the netwtvansparency is referred to the capability ohsfarring signalling
and control information between both different netkvnodes and layers (cross layer design) as ne@dadransparent
manner. Transparently means in spite of the stiteés of the ISO OSI model, which impose a modwdad
independent design of each link layer of a networlle with well defined interfaces, from one sidd #me delivering
through a telecommunication infrastructure thatieardata only of a specific format (IP datagramthie case) of the
JSCC/D specific information without introducing eeant impairments, such as errors, drops, deldgyd@riations,
on the other side.

This transparency must be provided also when tlieusers are moving with their terminals from a bsisgion to
another. In this case, if any multimedia transnoisss active, the user will continuously receive thata streams, but
the network will change automatically the routirfgtlee packet. However, changing the routing comék shange in
the IP address, thus all stateful communicatiorts BCP over IP sessions) are interrupted due sdidress change. To
cope with this problem several solutions are abtelan literature. In the framework of OPTIMIX pegt, HIP
(described in Section 1.2.10), and MIPVv6/NEMO hbeen selected as interesting approaches. ConcevhifPgg and
NEMO no description is given here due to the faat it has been detailed in previous OPTIMIX delade D1.3.
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2 Simulation modelling process

2.1 A simulation methodology

The success of a simulation study is highly depehde correct use of a corresponding methodology. ifstance,
some potential reasons for getting unsatisfactesylts from a simulation study are the following:
- insufficient training of simulation team members

simulation objectives are not clearly defined

trying to build too much details into a model

making conclusions from a single simulation rutheatthan from multiple runs

making conclusions from animation rather than fisiatistical reports

lack of interaction between model builder, managetmaed operational personnel.
As for many concepts of a general nature, ther@iffierent definitions of simulation. A quite cleand intuitive is: the
process of designing a model of a real system amucting experiments with this model for the pweaof
understanding the behaviour of the system and/aluating various strategies for the operation efdiistem.

We could narrow this general definition by makihg following remarks:
simulated system could be either a real or not) (ggisting system. The latter is valid for instaneéen
simulating a designed system, aiming to find thet ldesign that will be later implemented in reality
simulation usually takes into account random fectthrat influence operation of the original systemng
exception from this rule is valid when a sequenfcgeterministic simulation models is developed,ifstance
for the aims of industrial training)
simulation is usually computer-based, e.g., isqgrenéd using a computer
simulation considers the simulated system in dycamiaking into account its evolution through titfie
contrast to Monte Carlo, or static, simulation, veheéme is not considered)
aim of a simulation study is, generally speakiogmprove operation of the system under considamatr the
design of an entirely newly conceived one for theppse
we are considering one specific kind of simulatioamely, discrete-event simulation that deals difftrete-
event systems which change their state instantahgoat discrete time moments (e.g., queuing system
Thus, under term “simulation” we shall actually médiscrete-event simulation”.

An idea of the simulation approach may be gened#fined in the following way:
describe how the modelled system operates specify its operation algorithm
develop a computer programme that realises thizristhgn, i.e., develop a simulation model
experiment with the developed computer programrmag/oa would like to experiment with a real systefiit (
would be possible},e., simulate
analyse and interpret results of simulation expenits, make related decisions and implement them.

Traditionally, it is considered that a simulatidndy incorporates the following main steps, uphe tealization of the
concerned system:
- problem formulation

setting the objectives and overall project plan

model conceptualisation

data collection

model translation

verification, validation

experimental design

system runs and analysis

documentation and reporting

implementation

Of course, these steps are not isolated from ed#udr,obut are connected in a consistent way, riésfigdogic of a
simulation project. Moreover, this general set ®@ps could be further developed by including addiéi ones and
inter-connections, thus reflecting experiencesasfipular authors in performing simulation research

Based on our experiences in performing simulattadiss, we developed our vision of a typical siniolastudy that is
presented in Figure 2-1 in the form of a flow chdarhis general structure is realised in each palgicstudy in a
specific way, depending on simulation aims, avddalesources and nature of a simulated systeminstance, when
simulating manufacturing systems in a design mgeegral simulation goals are: better understandfrigehaviour of
the simulated system, analysis of its operatiodifierent situations (so-called “what-if analysis&nalysis and removal
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of bottlenecks, parameter optimisation, comparitigraative decisions, evaluating different contadgorithms and
personal training.
Another example of customising the general simofascheme comes to consideration when simulatiained to
optimise parameters of the simulated system, vhighabjective to improve value of the chosen peréoroe function
(i.e., the optimisation criterion). In that case, stéps- 17 could be interpreted in the following way.

Continue optimisation with another criterion?

Specifying optimisation criterion.

Correct optimisation algorithm?

Following is a brief description of the main stegs simulation study, shown in Figure 2-1.

1. Problem formulationA problem to be solved should be identified.

2. Training project participantsAll persons, involved into performing the projentight be aware of the used
methodology and steps to implement it. Projectigpigeints without preliminary knowledge about sintida
studies should be informed about the main aspdqgierdorming the study. Everybody should understhisd
role in the whole teamwork, and realise what otfemple are doing as well.

3. Setting objectives and overall project plaDbjectives of the study should be specified at stégye, with the
aim to solve the above-formulated problem. The algian for reaching these objectives includesiigng
involved people, resources available, used metlggyolparameters to be varied and alternatives tedted,
calendar planning, etc.

4. Model conceptualisatioomeans specifying operation algorithm of the simedasystem: abstraction of its
essential features (referring to a Pareto lawjngfahat each system has an essential minority, rifenly
determines its behaviour, and a trivial majorityaetly that essential minority should be identifiadd
included into the model) and development of itsoegiual model (distinguishing the simulated sysfeam
its environment, deciding about the level of dstaidentifying main elements and relations, spéogfy
parameters and variables).
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Figure 2-1: Flow chart of a simulation study.

5. Data preparingshould be organised very carefully. A well-knowmslation principle is “Garbage In —
Garbage Out”, that means that even a well developedel could not produce close-to-reality resuiftéts
input data differ from what is present in realiBtatistical considerations should be taken intomant when
describing random factors, e.g., random variables.

6. Checking model concepts and macro ddti@re the simulation team comes together in ordedisguss
decisions made about the conceptual model andigésos of input data. For instance, types of ploliy
distributions, used to describe random input védesbhave to be discussed.

FP7 ICT Call 1 Key line 1.5 “Networked Media” Page 36/60



OPTIMIX FP7-ICT Grant agreement n°214625 project Deliverable D3.2a version 1.0

7. Model translationmeans implementing the conceptual model in the fafma corresponding software
programme. The resulted programme is actually ighaalled “a simulation model”. A choice betweerngs
general software tools and special simulation t¢elg., simulation languages (like GPSS/H) or systélike
OPNET, Arena)) should be made at this stage.

8. Verification means checking if the developed programme indealises the operational algorithm of the
simulated system. At this stage the model devetppéam actually asks itself: “Does the developedieho
operate as we think the original system (or thelpeanceived) does?”

9. Testing model with macro datddere sensitivity of simulation results is checkemvards changes of
parameters of probability distributions of modetdam input variables. If some of the parametersnsteebe
critical from that point of view, it should be ched if there values were evaluated enough precisely
Otherwise, additional efforts should be spent fpecifying values of these parameters with a higher
confidence.

10. Validation is the second stage (after verification) where tlewveloped model is checked for adequate
presenting of the modelled system. In this caseatipe of the model is compared with that of thedelted
system (in some extent and whether possible). Astipre that should be answered at this stage agtisll
“Does the developed model operate as the origiystesn does?” A positive answer to that questionldiou
mean that simulation results indeed reflect openatif the modelled system in a corresponding sanat

11. Strategic planning of simulation experimentsans planning experiments with the simulation rmad®osing
values of model parameters to be investigated pedu deciding about alternatives to be compared by
simulation, etc. It is performed in the same wagyjtavould be done, planning experiments with d sgatem
(e.g., using a full factorial design or fractiof@attorial design).

12. Tactical planning of simulation experimentsflects specifics of simulation studies. Herelisatéion of each
experiment, designed at the previous stage, isnpnTypical questions to be answered at this stagehe
following: How many simulation runs should be penfied for each experiment? Which kind of model
behaviour should be evaluated: transient or stasatg? In the last case, how shall we deal withattien-up
period? Do we need to take into account correldatisimulation results?

13. Running and analysing simulation experimerBémulation experiments are performed at this stage
accordance with the above-developed (at stagesd 12) plans, and there results are accordinglggased.

14. More experiments? necessary, additional experiments are perforifeed., if it is necessary to achieve a
higher preciseness of simulation results: to getowger confidence intervals for evaluated valués,) e

15. New experimentsThis stage, together with stages Bpécifying simulation gopl17 Correct algorithm?
and 18 Model changinyallow turning, if necessary, to another simulatgoal. Such necessity could appear
if during the simulation study some new aspectsetanconsideration, that ask for analysing ano#spects
of modelled system behaviour. In such situationes rstrategic plan of simulation experiments couéd b
developed, if necessary; otherwise, the simulatimalel will be changed (at stage 18) in accordanitie the
previously developed strategic plan.

16. Analysis and interpretation of simulation resul@mulation results are analysed and interpretatiatstage
that is a basis for making corresponding decisi@ng., deciding about the best values of parametietbe
modelled system, or choosing the best control @lyo).

17. Presentation ofesults.

18. Implementatiorof results of the simulation study.

2.2 Simulation modelling analysis objectives

As already stated several times, the main goahefsimulation modeling process to be developednduttie whole
project timeframe is the evaluation of the corréatctioning and achieved performance of the ovepatiposed
JSCC/D system, possibly suggesting the best degitions and improvements in general.

To reach such an objective, all the possible des@ntions and mechanisms for Network Transparemay for the
single entity involved in the jointly source andaadmel (de)coding as well as (de)modulator shouldnbprinciple
investigated, with more or less level of detaileTworking space is enormous in some extent, thexefaés practically
impossible to encompass all the design choicespanameters with their different values. Howeveg, thndamental
issue is to effectively demonstrate the potentiait the proposed system providing a consistentratidble analysis
and assessment, letting some further degreeseaxfdre to real implementations, which also take atoount of, or are
targeted to diverse applications and network séesnafctually, the design and performance guidaliresulting from
the simulation modeling process are to be pradyidadIpful to vendor developers and thus justife #iffort on the
matter.

For these reasons, some feasible solutions forNé®vork Transparency could be uncovered, as welk@se
guantitative measurements and even some algoriimetisnechanisms regarding the source and channeb(ts, or
(de)modulator which anyway may be considered irptiogect test-bed phase. Moreover, this last candees not limit
anyhow the theoretical analysis and studies orfi¢he: that are conducted independently in otherkwgaickages, such
as the different conceived coding techniques an@CJB controllers rules carried out in WP2, consédkrand
developed during the all time-life of the project.

The simulation modeling analysis objectives casimamarized as follows:
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A. to properly model the application and networkrsarios envisioned by the OPTIMIX project framework
B. to investigate about the most reasonable dedigices, both for the single entity concerned im dSCC/D
chain and for the Network Transparency support

C. to collect both qualitative and quantitative uadlle results, by means of which effectively evedufiom a
functional and performance point of view the oviesathitecture and system

D. to demonstrate the potentiality and improvemenitshe OPTIMIX JSCC/D proposal with respect to
traditional technique for transmission of multimee@iows

E. to generate feedbacks and support for the atbek packages involved in the design process, dsasefor
the testing phase

F. to highlight the weaknesses and strengths ofR&IMIX proposal and possibly of a more generi€Q#
system in a point-to-multipoint context

G. to deeply analyze the trade-off between diffedasign solutions

H. to determine the critical aspects of the system

I. to differentiate the resulting considerationsd aconclusions of the analysis depending on the emed
scenario, as needed

J. to underline the best working conditions as w&elthe minimal constraints imposed on the coritertder to

allow the JSCC/D system to work properly
K. to consider interactions with external factothey than the JSCC/D chain, in the various possimeking
conditions
L. to finalize the system specifications and maonpartantly, define the solution for the Network fisparency
M. to produce guidelines for the development of38€C/D OPTIMIX system in the real life

The OPTIMIX project proposal is about the optimiaatof multimedia transmission for point-to-multipbservices in
IP wireless networks by deploying a novel JISCC/Enhieque. Therefore, the target application and agtvecenarios
are quite vast. For this reason, we have focusedtbention on a more restricted context that dedils multimedia
streaming from a single source towards a given dfefclient terminals. For what concerns the undedyi
telecommunication infrastructure the reference adea are: multiple wireless base stations withdtéd one or more
terminal(s), either unicast or multicast multimediantent distribution and radio receivers locatedhie destination
devices. All this scenarios will be modeled andlyred in the simulation process, starting from $ivaplest one, as
described in sect. 1.4. It is worthwhile to undezlthat a design solution could be the most swthdyla given scenario,
but for another one. This conclusion should be résult of considerations about complexity, overheachieved
performance and other investigated issues, whigkenltd on the specific concerned network infrastmecturherefore,
the simulation modeling process will analyze acfenetwork scenarios that necessarily encompadbkéseapossible
options concerned by the OPTIMIX project proposal.

It is fundamental to properly evaluate the oved&CC/D architecture in all its components and mfation exchange
mechanisms, both from a functional and a performapoint of view in an objective manner. This meainat
guantitative measurements on the analyzed systest Ineucollected whenever possible and worthwhilerédver, if
absolute values are not significant, relative comspas can be extremely helpful, for instance teestigate about
different design choices for the same scenarioratelant module configuration, even qualitative sidarations will
be made in order to completely assess the newlgeaioed system. To point out that the required aaxyrand
frequency of the control and signalling informatimwolved in the JSCC/D schema will be preciselplexed in the
design optimization process, together with theteelescalability issue of the feedbacks, which cde&t to the strong
need of aggregation, even in the core of the nét@ad not only at the mobile observers.

The analysis of the achieved performance, togetiitarthe measurements provided by the QoS evaluatiodule and
of course the gauging of the introduced cost itmgerof both complexity and overhead constitute thsid to
demonstrate the valued added of the OPTIMIX JSC@¥@posal with respect to the state-of-art in theddfi The
simulation process will be conducted following arapmodel, starting from a very simple scenaria dhen adding
more and more features up to a final fairly congleérsion of the concerned system. Therefore, thekplan is
organized to both provide and receive feedbacKesoto/the other design (WP2) and testing (WP4) waakkages in
order to speed up the overall project workflow amdch the best achievements until the scheduledlides. More
specifically, the simulation modelling process vidllow the already stated development of the satiah chain (see
D1.3 for more details), the basic tool used to ei®dt, which is organized in two steps, the fgtp will encompass
the basic entities, functionality and mechanismgahef JSCC/D system, while the second one will idelall the
designed extensions and enhancements.

A fundamental result of WP3 is the design of thenownication mechanisms for the Network Transpargeboyh
internally to a single device.€. between different OSI layers; the so called, clager design) and externally.€.
between entities located in different network ngd@sis goal is achieved taking into account oftbtite specific
scenarios concerned by the OPTIMIX project and soraadatory, as well as optional already statedirements (see
deliverable D1.2 and D1.3). Further investigatiord analysis are needed to properly deal with thgt point; for
example, regarding the most appropriate QoS capabito be supported by the network and the mimmamount of
resources that result in a more affective deployrnéthe OPTIMIX JSCC/D system.
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2.3 Input/Output and level of detall

Once defined the objectives of the simulation asialprocess, as explained in sect. 3.1, it is sacgdo design the
modeling activity. The input and output of the J30Gchema, as well as the detail level of repregemt, must be
properly defined.

Input and output need to provide enough informatimth to support the verification and validation tbe built
simulation environment and assess the OPTIMIX psapdrom a functional and a performance pointiefw For this
reason, they should be as accurate and complgpessible, together with the simulation model fitlelio the real
system. However, it is extremely important to maiimtthe simulation modeling activity as efficierst possible, both
for the time required by the development phasethadne for collecting the simulation results. Aogacompromise
should be found.

Typically, the lowest level of detail is selected order to achieve the simulation analysis goalsvael. This is
particularly true for the element that are not $ixeof the jointly optimized system, such as tieretworks, the base-
stations/APs and other entities connected to the ob the telecommunication infrastructure (e.g.,HAP server,
RVPs), while for the primary components of the ORIH JSCC/D system all the functionality will be ptided.
Actually, the simulation-chain used as a basidliersimulation modelling process and analysis mestmble the real
system, though not in a real-time manner, in otdeepresents together with the demonstrator bultYP4 a complete
proof-of-concepts.

We can divide the input of the simulation modelprgcess into three sub-sets:
the configuration parameters
the stimulus of the simulation environment.

Fundamentally, the first set customizes the spedfiplication and network scenario to be simulagayviding
information about both the considered context deddesign choices that are to be investigateddrattalysis. In the
next section, the name and the meaning of the gordtion parameters associated with each foresgaragion model
will be explained in detail and also the generdtirsg options that apply to the entire architectuiest to make an
example, a general configuration parameter is thkaydintroduced by each IP network node and in a#sthe
audio/video source, the way SSI is transmittedughothe network (e.g. by the Hop-by-Hop option @f@ extension
header). The network topologiye. the set of employed simulation objects and thateel interconnections, is also an
input of this type.

Concerning the stimulus of the simulation environtmave mean essentially the multimedia traces tdaréesmitted
across the network and that will exploit the betsedif the OPTIMIX JSCC/D proposal. It is worthwhtie highlight
that for a full-functional assessment of the ovesgstem the real audio/video coded data packedd teebe transported
over the underlying telecommunication infrastrueturherefore, the input file must report all theessary information
about the content and timing.

Outputs of the simulation modelling process related ask 3.2, mainly about the Network Transpareissye, are
constituted by statistical results collected fasthe ends of the IP Network and possibly, in adea steps, also at the
source encoder, base-stations/APs and client tafsjias needed. Mostly, we deal with data relatetthe transmitted
video packets, such as end-to-end delay, loss lrmighput, but also associated with the signallmgl control
information, such as frequency, introduced overhead various trade-off. The gathered results béllavailable both
in a graphical form, for clearness, simplicity agmse of use, and in a database for further proxessid analysis, as
necessary.

It is worthwhile to highlight that the objective$the simulation modeling process for the Networkisparency issue
could be roughly achieved by employing a reprediamtaof the investigated environment and designppsal at
architectural level only. This would lead to a sleyand fast simulation implementation and analydiswever, the
simulation-chain developed by all partners in dwodiation as a means of proof-of-concepts providigsthe
functionality of the designed JSCC/D system. Thanesfalmost complete modelling details will be ud#d in the
simulation tool, allowing for a deep analysis oégvaspect and trade-off concerned in the system.
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2.4 Simulation modelling specification

The simulation modelling specification clearly deises all the relevant aspects of the simulatiordetiong process of
a real system. These concerns include:
- The single object model functionality and behaviour
The relationships and information exchange/comnatiuas between the different object models
The typical or possible project simulation scersrio
The input and output of the overall system modslwell as the simulation results available for eabfect
model

Even in order to better understand the model sipatifn documentation it is worthwhile to introdud® simulation
modelling, analysis and testing tool, namely OMNeT%1], which will be employed in the OPTIMIX prajefor the
simulation of the overall JISCC/D system simply witte objective to make the reader familiar with thetax,
semantic and basic concepts used in the specific&nguage

241 OMNeT++

OMNeT++ is a public-source, component-based, maodafel open-architecture simulation environment vsititong
GUI support and an embeddable simulation kernelpttmary application area is the simulation of camication
networks and because of its generic and flexib&hitecture, it has been successfully used in oéneas like the
simulation of IT systems, queuing networks, hardwarchitectures and business processes as well. DMN is
rapidly becoming a popular simulation platform he tscientific community as well as in industriattisgs. Several
open source simulation models have been publishetie field of internet simulations (IPv4, IPvG¢ck mobility and
ad-hoc simulations and other areas.

2.4.2  Simulation modelling specification roll-out

As already claimed in deliverable D1.3, to allowfaarly independent development of each simulatioadgiling

activity (even of other work packages), at diffarével, with as many elements as possible, and edsry out the
validation of each newly introduced element, a basit general simulation chain framework has besfimed, that will

rely on data exchanges at each interface of maickb| with three main formats for data dependinghenplace in the
chain they correspond to: application level, neterel and physical level.

The skeleton for the OMNeT++ chain has been esfaddi and several trials to define the possibilibéfiered by

OMNeT++ software (including possible backdoors $implifications) have been done by the partnergufa 2-2

presents this model, with a zoom on the differentiates involved for each one of the different plolesnodes in the
system: server, wireless network, base stationtemmainal.
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Figure 2-2 Skeleton for OMNeT++ chain: modules defined for theltimedia communication.
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For each module of this skeleton, the communicasdareseen on two plans, corresponding to ttaittoaal approach
of data/signalling separation, which should be m#d strongly in OPTIMIX system due to the largepartance

devoted to the signalling with the controller/obsgrwork. Figure 2-3 presents the principle of gatkeady introduced
for the different modules in the skeleton, where glates for control and data are clearly separated.

Figure 2-3 Skeleton for OMNeT++ chain: principle of gates beéw the different modules.

The communication between the different nodes efaystem will be performed by means of “messagdsthy as
much as possible, will be compliant with the forrafthe existing standards.

Typically, for data, the IETF datagrams (IPv6, DCC®P, UDP-Lite, RTP ...) for upper layers and staddadio
packets for lower layers are foreseen. For sigmgllas much as possible, the type of messagesniléallow existing
specifications (e.g. IPv6 extension headers, RTCRIP ...), even though specific simplified messagehanges may
be considered in a first approach for sake of diiipl

Any deviation from a standard format is to be thmioly documented and justified.

2.4.3 Verification and validation of the simulatiorodel

Following the indications provided and discussedent 2.1, an important step of the simulation riiodeprocess is

the verification and validation of the built modeTis is not a trivial task, because it is comp&do the testing of a
generic piece of software, which can be very hktle set of the concerned variables, as well agptssible execution
paths, is large.

After a proper and deep model code inspection (foath a semantic and syntax point of views) andemrcompiling

of it, the common way to proceed is to configureeay basic simulation scenario and stimulate ithwitputs we

already know, more or less precisely, the corredjpmnoutputs, at least in a qualitative manner; é&eoav, also

guantitative considerations must be taken on thieated results in order to correctly conclude dltbe consistency of
the simulation models. This operation should beiedrout for a large enough number of configurasoenarios and
this can lead to a non-negligible waste of time effidrt.

Nevertheless, this is necessary in order to enbergalidity of the functional and performance esdion achievements
of the simulated system.

Considering the relevant work conducted and repoitethis deliverable, we do not include the datated to the
verification and validation activities, which isllsd work in progress, but simply claim about thexecution.

2.5 Analysis of previous simulation results

It is worthwhile to first leverage the results abthe simulation modelling process carried outdalSCC/D system in
the case of a single user, as by the FP6 IST PHRpKiject [16][17].

The main results about the introduced overheadegperted in the following. Indeed, the control/sifiimg overhead
introduced by the specific control messages andbfeeks is the cost to pay for using a JSCC/D syststead of a
traditional one to transmit multimedia data andsinet depend on the specific wireless technolodpe TeEcommended
encapsulation methods and the resulting overhaaglfth control/signalling information are reported able 2.

Message| SizeByteg | Transmission mechanis% Overhead
Csl 20 ICMPV6 56@yte/sfor 50ms 140Byte/sfor 200ms 28 Byte/sfor 1s
NSI 36 Report RTCP/ICMPvV6 21Byte/sfor 250ms 80 Byte/sfor 1s; 60 Byte/sfor 2s
. 2,5KByte/sfor 448Kbps 30fps 1,46KByte/sfor 271Kbps
SSI/SRI 8 IPv6 Extension Headey 15fps 1,3KByte/sfor 189Kbps 7,5fps

Table 2: Control/signalling message overheads (for differefreshing periods, when applicable)
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Analysing such data, we can make some useful cersidns about the overheads introduced by the MBJT$
proposal.

Let's take for examples the transmission of CShaidgrom N terminals to the source coder.

With a unicast transmission the total overheadhis dverhead of a single transmission (as repomedable 2)
multiplied by N.

To reduce this overhead, in the multicast scen@vlere the users are managed as a group rathesépanately), we
can use some aggregator in the network. In this esshave N unicast transmissions only from theiteals to the M
aggregators and then only one unicast transmigsiom each aggregator to the source coder (henda,tbtal). If M is
significantly smaller than N, the saving is releivand maybe more than that, the downlink accessexiion of the
source terminal is not overloaded anymore.

This concept is still valid for all the feedbackyisils to be transferred from the end terminaldiéosource encoder. A
further level of aggregation can be applied diseatl the mobile observer. In this way, the overhedated to a single
signal must be shared in the total counting, resylin a further decrease of the whole overheath wespect to the
unicast case of N user, managed separately as@QERHX’s framework.

The deployment of multicast is also beneficial the transmission of control/signalling messagesnfibe source
encoder to the terminals€. SSI and SRI). Actually, instead of having N diffet signalling flows of messages from
the master application controller, just 1 is fomseThe replications of such messages happen will@ncore 1P
network, in the branching nodes of the concernelficast tree before reaching the issued base-agtend hence, the
target terminals. It is immediately clear as thdinkpaccess connection of the source terminal gmificantly less
loaded, also allowing for a large group of users.

The precise overhead, as for the feedback infoonatiepends also on the specific structure of thdticast tree.
Therefore, a simulation analysis investigatingetiit scenarios is needed and crucial.

As a preliminary conclusion, we expect that theoduced overhead concerning a given signal for ihiteals is
something between the overhead that would bedantred by a single user (see the table above ® davwdea) and N
times such a value. Of course, the higher the gggien of feedbacks the lower the introduced ovadhen the whole.
Furthermore, the topology of the multicast tregetber with the number of involved base-stationthanactive set of
the considered multimedia communication has a diianrapact. Indeed, if the group of users is at&tho a small
number of base-stations and such base-stationguéte close to each other, topologically speakifg, introduced
overhead is lower. Of course, all these considematare made without explicitly picking a givenreshing frequency
of the feedbacks that could be different from the selected for the corresponding signal (if emggtin PHOENIX’s
proposal, because this is an issue that has natthekled yet in OPTIMIX project.
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3 Conclusion

This deliverable concerns the Network Transpargéasye and the simulation modelling process. Thenrmancepts
and problems have been firstly introduced and destras much as possible in a simple but clearcaiite detailed
manner, Furthermore, an initial specification amalgsis has been provided, both for what regar@s Nletwork
Transparency and the simulation modelling procdsthe overall JSCC/D system. A reference scenads been
considered and some simulation results previousligcted {.e. in the framework of the IST PHOENIX project) have
been reported and discussed, in relation with gve peculiar point-to-multipoint scenario of the QNITX project.
More in detail, chapter 1 deals with the Networlffgparency concept and the main goals to achiei the possible
deployable mechanisms to support the Network Tramesy are firstly described and then evaluatediaripwith
respect to their pros. and cons. in transferringtrod and signalling information as required by engral JSCC/D
system and then by the OPTIMIX proposal.

Afterwards the specification of a concrete startiegnario, considered as a reference in this pirgiy analysis, has
been provided. It represents the realization ofjoie source and channel (de)coding system ihjtireseen into the
project framework addressing the multimedia stregnaipplications described in deliverable D1.2.

Chapter 3 copes with the simulation modelling andlgsis processes. The main objective is to achéwvaitial and
effective assessment of the reference JSCC/D doenthis has been developed according to the strecand
guidelines of the basic simulation chain explaiire®1.3.

Finally, previously gathered simulation results ezported and analysed in order to effectively erikie first design
choices.

More in detail, it is beneficial, in terms of bandth usage and for the synchronization need with thlated
multimedia data, to transfer SSI through an in-barethanism (e.g. hop-by-hop IPv6 extension headher than
through an out of band mechanism (e.g. ICMPv6 ngessa IPv6 payload encapsulation). For CSI, thasfierring
schemes consideredd, ICMPv6 message and IPv6 payload encapsulatiord hasimilar overhead. Concerning CSI
frequency, the introduced overhead becomes reatgeeptable when the updating period is of therooflsome ms.
For NSI information, two transferring schemes wanalyzed: ICMPv6 and RTCP report. Simulation resshtow that
the latter have a higher overhead.

These considerations are fundamental because pawsay for the next releases of the deliverable2P8onstituting
the basis for the future work on the matter. Thegvjgle the needed tips and guidelines for the failhg simulation
analysis in order to lead to the right resultingdfications and conclusions, even avoiding wadt¢ire, for an
effective as possible achievement.
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4.2 Glossary
AAC Advanced Audio Coding
ACELP Algebraic Code Excited Linear Prediction
AID Action Identifier
AMR-WB Adaptive Multi Rate - Wide Band
API Application Programming Interface
ASK Amplitude-Shift Keying
AVC Advanced Video Coding
BE Base Exchange
BE Base Exchange
BER Bit Error Rate
BPS Bit-Per-Symbol
BPSK Binary Phase-Shift Keying
BU Binding Update
CC Convolutional Code
CGS Coarse grain scalability
CN Correspondent Node
COP-STC Cooperative Pragmatic Space-Time Codes
CSl Channel State Information
CT Computed Tomography
DCCP Datagram Congestion Control Protocol
DNS Domain Name Server/Service
DoS Denial-of-Service
DPC Dirty Paper Coding
DTC Dirty Tape Coding
ESP Encapsulating Security Payload
EXIT Extrinsic Information Transfer
FEC Forward Error Correction
FSK Frequency-Shift Keying
HA Home Agent
HI Host Identifier
Hi3 Host Identity Indirection Infrastructure
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HIP Host Identity Protocol

HIT Host Identity Tag

IE Information Element

IEC International Electrotechnical Commission
IP Internet Protocol

IrCC Irregular Convolutional Code

ISO International Organization for Standardization
ITU-T International Telecommunication Union — Teetmunication Standardization Sectar
JSCC Joint Source and Channel Coding
LFN Local Fixed Node

LMN Local Mobile Node

LRVS Local Rendezvous Server

MAP Maximum A Posteriori

MED Minimum Euclidean Distance

MGS Medium grain scalability

MICS Media Independent Command Service
MIES Media Independent Event Service

MIH Media Independent Handover

MIHF Media Independent Handover Function
MIHU Media Independent Handover User
MIIS Media Independent Information Service
MIMO Multiple-Input Multiple-Output

MIPv6 Mobile IPv6

MITM Man-in-the-Middle attack

MN Mobile Node

MNN Mobile Network Node

MPEG Moving Pictures Experts Group

MPLS Multi-Protocol Lable Switching

MR Mobile Router

MRT Magnetic Resonance Tomography
mRVS mobile Rendezvous Server

MST Multi Session Transmission

MTU Maximum Transfer Unit

NE Network Entity

NEMO NEtwork MObility

NGN Next-Generation Network

NSI Network State Information

OFDM Orthogonal Frequency Division Multiplexing
Opcode Operation Code

PET Positron Emission Tomography

PoA Point-of-Attachment

PoS Point-of-Service

PS Parametric Stereo

PSK Phase-Shift Keying

P-STC Pragmatic Space-Time Codes

QAM Quadrature Amplitude Modulation
QoS Quality of Service

QPSK Quadrature Phase-Shift Keying

RSC Recursive Systematic Convolutional
RSSI Received Signal Strength Indication
RTP Real-Time Protocol

RTS Reactive Tabu Search

RVS Rendezvous Server

SA Security Association

SAP Service Access Point

SAP Service Announcement Packet

SBR Spectral Band Replication

SCTP Stream Control Transmission Protocol
SDP Service Discovery Packet

SID Service ID
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SIGMA Signature and MAC

SISO Soft-In/Soft-Out

SNR Signal-to-noise ratio

SOVA Soft Output Viterbi Algorithm
SP Sphere Packing

SP| Security Parameter Index

SRI Source a-pRiori Information
SSI Source Sensitivity Information
ST Space-Time

STBC Space-Time Block Code
STBC-SP Space-Time Block Code with Sphere Packiwlylstion
SVC Scalable Video Coding

TCP Transmission Control Protocol
TE Traffic Engineering

TLV Type-Length-Value

UDP User Datagram Protocol

VA Viterbi Algorithm

VCEG Video Coding Experts Group
VMN Visiting Mobile Node

WLAN Wireless local area network
ZF Zero Forcing
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5 Annexes
5.1 |IEEE 802.21 Details
5.1.1 |IEEE 802.21 Services

5.1.1.1 Media Independent Event Service

Events indicate or predict changes in the statet@msmission behaviour of physical, data link, &glcal link layers.
Often, events are considered as triggers for timgacandidate network discovery and handover pioces. Events
defined in IEEE 802.21 are split into Link EventsdaMIH Events. MIH Events are originated by MIHFdahink
Events are emanated from link layers to MIHF. MIi#eRts can be both remote and local.

The Media Independent Event Service supports fipes of events: (I) MAC and PHY State Change evedsLink
Parameters events, (lll) Predictive events, (IM)iHandover events, and (V) Link Transmission esent

(I) State Change events correspond to state cham@@¢8C and PHY layers. These events are introdunetable 3.

Link event name Description

Link_Detected A new access network has been detected.
Link_Up L2 connection with an access point is established
Link_Down L2 connection with the access point is broken.

Table 3: MAC and PHY State Change Events

(I Link Parameters (Table 4) events are senttduehanges in link parameters so that, at least,MHHU specified
parameter value threshold has been crossed. Ron@e, if MIHU has set the RSSI threshold of a Wik to -
80dBm and current RSSI level is -82dBm, link laiygtiates a Link_Parameters_Report event to indithis.

Link event name Description

Link_Parameters_Report Notification of the link paeters crossed the MIHU
specified thresholds.

Table 4: Link Parameters Events

() Predictive events (Table 5) disclose the bitity of a dramatic negative change in link prdjes in the near
future. For example, decay in signal strength nadigrrto the loss of link connectivity very soon.

Link event name Description

Link_Going_Down Link conditions are dramatically deteriorating afiak
connection break is expected to happen soon.

Table 5: Predictive Events

(IV) Link Handover events (Table 6) give precigaitig indications about link layer handover actesti

Link event name Description

Link_Handover_Imminent L2 handover is imminent hesmof link conditions

Link_Handover_Complete L2 handover to a new acpedst has been successfully
completed.

Table 6: Link Handover Events

(V) Link Transmission events (Table 7) are usediffglicating transmission status of individual higlesyer protocol
data units (PDUs) by the link layer. For examplethe case of handover, MIHU can query for packetihe MAC
buffer of previous link in order to re-send thenepthe current link.

Link event name Description

Link_ PDU_Transmit_Status Transmission status odiriqular PDU
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Table 7: Link Transmission Events

Figure 5-1 show the message flows in MIES.

Figure 5-1: Event Service Message Flows. Figure Source [18].

5.1.1.2 Media Independent Command Service

The Command Service (MICS) enables higher layersotdrol the behaviour of lower layers. The commaad be
originated by MIHU (MIH commands) or MIHF (Link camands) and the destination can be either MIHF griawer
layer, respectively. MICS provides dynamic inforiaatof the link parameters in contrast to MIIS, ggeted below,
and offers a set of commands to enable MIHU toigoné, control, and get information from the loviayers.

Link commands originate from MIHF and are senthe tower layers. However, Link commands are exetuate
behalf of MIHU. These commands are mostly for theppse of controlling the behavior of the local &avlayers. Link
commands can not be remote. Table 8 presents #uifisd Link commands.

Link command Description

Link_Capability_Discover For discovering the listf supported events and
commands of a link.

Link_Event Subscribe For subscribing events frolinla

Link_Event_Unsubscribe For unsubscribing the subedrevents from the link.

Link_Get_Parameters For getting timely values lfer queried parameters.

Link_Configure_Threshold For configuring the threkhfor Link _Parameters_Event
event.

Link_Action For requesting an action on a link layer conneciior
order to enable optimal handling of link layer resmes
for handovers.

Table 8: Link Commands

MIH Commands, listed in Table 9, are originatechfr®IHU and are mostly for the purpose of networleston and
handover management by initializing, preparing &gl executing them. MIH commands can be both lacdlremote.

MIH command Description

MIH_Link_Get Parameters For getting link parameters

MIH_Link_Configure_Thresholds For configuring the  hreasholds for|
Link_Parameters_Event event.

MIH_Link_Actions For controlling the behaviour of a set of links

MIH_Net HO_Candidate Query In network-initiated Hawer NE sends a list of potential
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candidate networks and associated PoAs to MN.

MIH_MN_HO_Candidate_Query

MN queries for handoverlated information abou
potential candidate networks from the serving PoS.

t

MIH_N2N_HO_Query_Resources

The serving PoS (NEYsedhis to handover candidate

PoSs in order to query for resources for poss
handover.

ible

MIH_MN_HO_Commit

MN notifies the serving PoS of thiecided handove
target network.

MIH_Net_ HO_Commit

NE uses this for notifying MN dhe decided targe
network information.

—

MIH_N2N_HO_Commit

The serving PoS use this to notfife upcoming handove
target of the handover.

=

MIH_MN_HO_Complete

MN notifies the target PoS o€ thuccessfully execute
handover.

o

MIH_N2N_HO_Complete

The new serving PoS can ndtiky previous network o

f

the successfully performed handover.

Table 9: MIH Commands

Figure 5-2 goes through the message flows and their direstioMICS.

Figure 5-2: Command Service Message Flows. Figure Source [18].

5.1.1.3 Media Independent Information Service

Media Independent Information Service (MIIS) catbtBHF access to discover and obtain static or yaotlanging
information about networks in range using L2 ordd@@nmunication. Information such as supported sggwupported
QoS, and information related to connection esthbient like address and location of PoA are relevartiandover
policy mechanisms when assessing candidate networks
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MIIS provides a set of information elements (IEs$ential for network assessment and selectionail&slassified into
three groups; General Information and Access Neétv&pecific Information, POA Specific Informationng Other
Information like vendor/network specific informatioMIIS allows MNs to scan for other available netis while
using their currently active access network ancchemables the seamless mobility.

General Information Elements and Access NetworlcBipdnformation Elements give a general overviefanetworks
in range. |IEs can include, for instance, a lishedilable networks and their associated operatoesning agreements,
usage costs, and security and QoS supports. PogifSpeformation elements provide information abalifferent
PoAs available in the access network. These IEsidieclocation information of PoA, PoA addressinépimation,
PHY and MAC layer types and some channel param#tatsan be used to optimize the link layer cotiniy.

MIIS provides a mechanism to query for IE informatiand response to the queries. The queried infamanay

reside in a separate MIH-enabled information seoregven in a local information database of MN. Téiger option

requires that MIHF collects data from previous ¢gerEvery MIHF may have an information servertg'RoS range
from which it can obtain information regarding theme PoS and possibly other PoSs, such as PoSsawiing

partners. If the home information server is notatde to provide information regarding the neighlmgimetwork, the
MIIS query can be directed to the peer MIHF, residin the neighbouring PoS. This is also showRigure 5-3. This

way, information may be obtained from the neighlmayrPoS information server. IEEE 802.21 specifiedSMU
information to be encoded in XML or TLV.

Figure 5-3: Information Service Message Flows. Figure Sour&.[1

5.1.1.4 Service Management

In order to use and provide the above presentedRiétvices, MIHF entities need to be configuredrappately. For
this, the following three service management fuomdi are present: (a) MIH Capability Discovery, (@)H
Registration, and (c) MIH Event Subscription.

The MIHF Capability Discovery procedure allows anH® entity to find peer MIHFs and their capabilgién the
network. The MIHF entity makes the decisions ofisggtions with peer MIHFs based on their respectapabilities.
MIHF can unicast or broadcast MIH_Capability Diseovequest messages in order to get known of (el 802.21
entities. On the other hand, MIHF can also listeratcess technology -specific broadcast messagels, as IEEE
802.11 beacons, or access technology independétht @Hpability Discover broadcast messages to gewikraf peer
MIHF entities in an unsolicited way. MIHF may anmge its existence and capabilities by broadcasting
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MIH_Capability_Discover response message perioljicalhe discovery functions can be performed usiitH
protocol at L2 or L3. In addition, also media-sfiiedi.2 broadcast messages are allowed.

MIH Registration is a symmetric procedure for tweep MIHFs to authenticate and communicate with exbbar. MIH
Registration is voluntary, but, for example, in anauthenticated state, the available information deer MIHFs
guerying information may be only a subset of thatilable in an authenticated state.

The MIH Event Subscription enables MIHUs to suliserio a particular set of events, provided by MIESmM the
local or peer MIHF. The subscription of events fropeer MIHF requires registration and thus knowledfeut its
capabilities.

5.1.2 MIH Protocol Message ID

SID:

Service Management
Event Service (MIES)
Command Service (MICS)
Information Service (MIIS)

PwnpE

Opcode

Request
Response
Indication

wp e

AID:

MIH messages for Service Management
MIH_Capability _Discover
MIH_Register
MIH_DeRegister
MIH_Event_Subscribe
MIH_Event_Unsubscribe

ogroONE

IH messages for Event Service
MIH_Link_Detected
MIH_Link_Up
MIH_Link_Down
MIH_Link_Parameter_Report
MIH_Link_Going_Down
MIH_Link_Handover_Imminent
MIH_Link_Handover_Complete

NoughkwhpEZ

IH messages for Command Service
MIH_Link_Get_Parameters
MIH_Link_Configure_Thresholds
MIH_Link_Actions
MIH_Net HO_Candidate_Query
MIH_MN_HO_Candidate_Query
MIH_N2N_HO_Query Resources
MIH_MN_HO_Commit
MIH_Net_HO_Commit
MIH_N2N_HO_Commit

10. MIH_MN_HO_Complete

11. MIH_N2N_HO_Complete

CoNourwhEZ

MIH messages for Information Service
1. MIH_Get_Information
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5.2 Network Transparency techniques

This annex provides a description of the netwoaksparency approaches as already considered dberfgamework
of the IST PHOENIX project. The paragraphs are riatieectly from D3.3a [16].

5.2.1 IP Packets

In 1991, the Internet Architecture Board (IAB) $¢ak studying the growth of the Internet and the bernof addresses
needed. In 1994, Request for Comments (RFC) 175@tleel "The Recommendation for the IP Next Gererat
Protocol”, was issued [4]. Over the next few yesggeral more RFCs were issued outlining IPv6 (chmakRFCs

1883-1886 for more information).

IPv6 uses a 128-bit address instead of the 32dhiress of IPv4, hence squaring twice the numbeadairesses
available in the current version of the protocol.

Versior‘ Priority| Flow Label

Payload Length Next Header Hop Limit

Source Address

Destination Address

Figure 5-4:1Pv6 header

This is the initial and probably main benefit okthiersion 6 of the IP protocol, however it alsmal for a faster
processing by each network node (both for the hibieal organization of the address pool and thleefonumber of
fix-length fields present in the newly defined hegdand a set of novel or improved functionalitiesplemented by
means of optional extension headers.

The header for IPv6 [5], as shown in Figure 5-4significantly different than IPv4. There are eidieids in an IPv6
header. There is a 4-bit version field that defittesprotocol in use (default is 6), a 8-bit trafflass field to allow for
Quality of Service (QOS), and a 20-bit flow labielld that provides path management services singlaultiprotocol
Label Switching (MPLS). These fields are followeyglthe 8-bit, next header field that indicates tatess that there is
another header of a given typee(an IPv6 option or an upper layer header, such2B [8] or TCP [7] one) following
the main header, a 16-bit payload length field diges the length of the payload in octets, and o field that
indicates the number of hops a packet can takerdéfeing discarded (maximum 255). The header eritdistine 128-
bit source and destination fields. The total lengjtthe header is 40 bytes compared to the 20wyéeler in IPv4. Use
of the next header field allows headers to be @uhafter the main header.

IPv6 packets can transport a payload of a maximiliowable size, depending on the MTU of the relaying
telecommunication infrastructure. This is typicaltyansport SDU (Service Data Unit) containing aggtion
information. If the application data generatedigger than the MTU, it is fragmented at the sergige by the network
layer process and transmitted in more IP packdigeded completely independently. However, the SEdn be created
by grouping signalling or control information tHattransported as well in one or more IP packeltss Tase, it is clear
that the issues risen are related to the addgesdithe target destination, with the specificatafrthe unique correct
IPv6 address and the amount of overhead (40 bgtesdch newly created packet) that can be significampared
with the signalling/control information to be septaly transmitted. In particular, for the first aspif more entities
along the delivery path need of reading and pogsimdifying such information, some IP packets fdtebased for
instance on the source and destination addressptiree and destination port number, as well a3 th#ic Class field,
must be properly configured, which also requirdgrther a priori communication of setting data.

This mechanism can be characterised as an outraf-kignalling technique

5.2.2 |Pv6 extension headers

IPv6 [5] has a mandatory header (IPv6 base headersome optional extension headers as depictegjime 5-5 and
as described in [5]. There are currently six ogmlomeaders available, among which two are usableXchanging
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control and signalling information of the OPTIMIXSQC/D proposal (which obviously requires the speaifon of
new option content): Hop-by-Hop Options and DegiomaOptions.

IPv6 base headg IPv6 optional headery Transport protocol (TCP, UDP, RTP) and applicationpayload

Figure 5-5: IPv6 datagram

The Hop-by-Hop Option header is used to carry etionformation that is examined by every node glarnpacket's
delivery path. It is identified by a Next Headetugof O in the IPv6 header. Instead, the Destima®ptions header is
used to carry optional information that needs tcekemined only by a packet's destination node &igtuby all the
nodes inserted in the list of a routing options)isl identified by a Next Header value of 60 in tinemediately
preceding header. The Hop-by-Hop Options headerthadDestination Options header have the formatvehmn
Figure 5-6.

Next Header | Hdr Ext Len |

Options

Figure 5-6: Hop-by-Hop and Destination options header format.

Fields of the Hop-by-Hop and the Destination Opdibeader have the following meaning:

- Next Header. It identifies the type of header imrataly following the Hop-by-Hop or the Destinati@ptions
header.
Hdr Ext Len. It Identifies the Length of the Hop-bipp or the Destination header Options header act®t units,
not including the first 8 octets.
Options. It is a Variable-length field, of lengthch that the complete Hop-by-Hop or the Destinat@ptions
header is an integer multiple of 8 octets. Containe or more TLV-encoded options, as described iat¢his
subsection.

The options field, which is visible in Figure 5-€arries a variable number of Type-Length-Values\(3)encoded

options of the following format (Figure 5-7):

Option Type | Opt Data Len Option Data

Figure 5-7: Option format.

Let us explain what the different fields mean:

Option Type is an 8-bit identifier of the type qitmn.

Opt Data Length identifies the Length of the Optidata field of this option, in octets.

Option Data is a Variable-length field that depeadghe Option-Type-specific data.
It is mandatory in IPv6 specifications that the istre of options within a header must be procestétdly in the
order they appear in the header; a receiver mustfaroexample, scan through the header lookingafparticular kind
of option and process that option prior to progessill preceding ones.

In order to use this feature of IPv6 in OPTIMIX Wave to define new option types to exchange siggatir control
information between JSCC/d concerned entities. meig option types must be submitted to IETF foirtapproval.
This mechanism can be characterised as an in-bgnalling technique

5.2.3 ICMPvV6

ICMPV6 (Internet Control Message Protocol v6) [§li simple protocol that relies directly on IPu6Gislused by IPv6
nodes to report errors encountered in processirgkeps, and to perform other internet-layer fundiiosuch as
diagnostics (e.g. ICMPv6 ping). ICMPV6 is an inedgyart of IPv6 and must be fully implemented bgmnviPv6 node:
this requirement is very important for its applitiy into the OPTIMIX framework because if we degkd ICMPv6
messages to transfer control/signalling informati@ncould do it in a backward compatible way.
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ICMPV6 messages are grouped into two classes: sregsages and informational messages. Error mesaageised
for a one-way communication, usually for error g$anotification; while query/reply messages are tosask for and
retrieval information.

The ICMPv6 messages have the general format showigire 5-8.

Type | Code | Checksum

Message Body

Figure 5-8: ICMPv6 message format.

The Type field indicates the type of the messaigeyalue determines the format of the remaining.da@he code field
depends on the message type; it is used to craadditional level of message type granularity. Thecksum field is
used to detect data corruption in the ICMPv6 messangl parts of the IPv6 header.

As already stated in the paragraph related to kgia transport mechanism, again the generatiamenf messages
entails possibly not negligible overhead and therhe issue of addressing all the target JSCCtidiesn This case, it
is more likely that new ICMP datagrams must be gatee for the communications between each coupkhekaid
involved entities along the delivery path and teedf correct IP addresses must be provided or someleduced by
observing the network traffi¢.e. filtering the concerned video data flow.

In OPTIMIX project we can employ ICMPV6 to transtamtrol/signalling information between the enstiavolved in
the JSCC/D chain by defining new message typesant#ssage codes that must be submitted to the (BANA and
ICAN authorities).

This mechanism can be characterised as an outraf-kignalling technique.

5.2.4 Ad-hoc signalling protocols

This approach is based on the employment of a neesygned control or signalling protocol conceivedptimally
and effectively transport either some specific infation needed by a JSCC/D entity or conceived ftioenbeginning
to carry information of generic type.

In the latter case, just the structure and thespart features of the protocol are strictly definedhile the delivered
upper layer information content can be anyhow {@llef adaptation may be needed). An example iseatly being
developed by the IETF NSIS (Next Step In Signa)liigG for signalling at IP layer. NSIS is working @ancommon
and general transport protocol layer, called NTNSIS Transport Layer Protocol) and a set of uppgei protocols
for specific signalling purposes (e.g. for resegvimetwork resources,e. for supporting QoS), built on a common
signalling layer specification, the NSLP (NSIS SeevlLayer Protocol).

Such an option could be of interest for the OPTIMO¥jectives, in order to address the issue of aater
communications between relevant elements of theCJdBChain. However, the NSIS WG has designed aabtalbut
full-option protocol, which offers a rich set ofrfctionalities that do not appear really necessary JSCC/D context.
Nevertheless, the guidelines for both the spetiicaand the design of new ad-hoc signalling proto@NSLP
compliant) recommended in NSIS WG RFCs will be takato account and followed as needed also for waot
compatibility concerns.

Certainly, A better idea can be to exploit an alseaxisting and commonly deployed control/signajlprotocol over
IP networks, whose task is to provide report infation from the receiver side. This solution hastthefold advantage
of being both well defined and supported. Such @tgmol could even make available valuable feattinas greatly
accomplish the OPTIMIX proposal issues (e.g. bdtkasning and interactive multimedia scenarios wtissibly
native properties for scalability).

To present a meaningful example of such an optiah ¢ould be even employed into the OPTIMIX framekydhe
next paragraph describes the RTP/RTCP protocolbWrof-band signalling and control protocol desigiiy IETF to
efficiently and effectively support multimedia ajmaition of whatever type. It is worthwhile to maeorti that other
transport protocols could provide the same asroilai functionality, possibly with proper extensgrmn example is
DCCP (Data Congestion Control Protocol) [15], whistturrently under development again by IETF, vatlarge set
of options that could be useful in the contextttd OPTIMIX project, such as congestion control nagitms TCP-
friendly. For this reason, DCCP is an issued protdt Task 3.1 of WP3 and enhancements are foregeerder to
make it more suitable for our needs. Of courseptios and cons of improving it will be carefullyadwated.
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5.25 RTP/RTCP

RTP/RTCP (Real-time Transport Protocol/Real-timanBport Control Protocol) [9] are actually two &tsi coupled
protocols that provide transport for both data (R&Rd related control/signalling information (RTG#)a multimedia
session.

RTP provides end-to-end network transport functisogable for applications transmitting real-timatal such as
audio, video or simulation data, over multicasuaicast network services. RTP does not addressimesaeservation
and does not guarantee quality of service for tiead-services by its own. The data transport isvarged by a control
protocol, RTCP, to allow monitoring of the dataidety in a manner scalable to large multicast nekapand to
provide minimal control and identification functiality. RTP and RTCP are designed to be independérthe
underlying transport and network layers. The prot@iso supports the use of RTP-level translatotsraixers.

The following figures show the RTP and RTCP headers

Figure 5-9: RTP Packet format

The first twelve octets are present in every RT&kpt while the list of CSRC identifiers is presenty when inserted
by a mixer.

RTP header fields description:

version (V): 2 bits. This field identifies the version of RTPhe version defined by the currently mostly deplby
specification is 2

padding (P): 1 bit. If the padding bit is set, the packet @m$ one or more additional padding octets at tite e
which are not part of the payload

extension (X) 1 bit, if the extension bit is set, the fixed teais followed by exactly one header extension

CSRC count (CC) 4 bits. The CSRC count contains the number of C&Rntifiers that follow the fixed header
marker (M) : 1 bit. The interpretation of the marker is defirf®y a profile. It is intended to allow significaenents
such as frame boundaries to be marked in the patieatm

payload type (PT) 7 bits. This field identifies the format of th&'R payload and determines its interpretation by
the application

sequence number16 bits. The sequence number increments by onedch RTP data packet sent, and may be
used by the receiver to detect packet loss andstore packet sequence

timestamp: 32 bits. The timestamp reflects the samplingainsof the first octet in the RTP data packet. The
sampling instant must be derived from a clock timerements monotonically and linearly in time tdoal
synchronization and jitter calculations

SSRC 32 bits. The SSRC field identifies the synchratian source

CSRC list: 0 to 15 items, 32 bits each. The CSRC list ide#tithe contributing sources for the payload ciowt

in this packet. The number of identifiers is giventhe CC field. If there are more than 15 conttilg sources,
only 15 may be identified. CSRC identifiers areeitied by mixers, using the SSRC identifiers of dbnting
sources.
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Figure 5-10: RTCP Packet format

RTCP header Field Description:
Sender Report, Receiver Report (SR, RR)RTCP report packet type depends on who sendsirdteohe. The
first RTCP packet sent must be a report packet
NTP time stamp. Valid Network Time Protocol time stamp
Other fields. Same meaning as in RTP.

RTCP is based on the periodic transmission of ocbmtackets to all participants in the multimediasien, using the
same distribution mechanism as the data packets.uhberlying protocol must provide multiplexing tbe data and
control packets, for example using separate partbars with UDP. RTCP performs four functions:

1. RTCP provides feedback on the quality of thendhstribution. This is an integral part of the RIBle as a
transport protocol and is related to the flow andgestion control functions of other transport pcots. The
feedback may be directly useful for control of ailapencoding, but experiments with IP multicastimye
shown that it is also critical to get feedback frtime receivers to diagnose faults in the distridoutiSending
reception feedback reports to all participantsvedlmne who is observing problems to evaluate whetiese
problems are local or global. With a distributiorechanism like IP multicast, it is also possible dor entity
that is not otherwise involved in the session toeiee the feedback information and act as a théindyp
monitor to diagnose network problems. This feedfacktion is performed by the RTCP sender and vecei
reports. This means that with RTCP aggregationstpavithin the network can be easily employed ideorto
improve the scalability of the final project propbsActually, a limitations might be the type ofefiback
information carried by RTCP reports, which strictlgncern the network layer (therefore, just a setbes
information to be transmitted towards the sourceoder,i.e. the master application controller, to jointly
optimize the overall system).

2. RTCP carries a persistent transport-level idientfor an RTP source called the canonical namE€NAME.
Since the SSRC identifier may change if a conifiddiscovered or a program is restarted, recenegysire the
CNAME to keep track of each participant. Receivalso require the CNAME to associate multiple data
streams from a given participant in a set of reld®&P sessions, for example to synchronize audiovateo.

3. the first two functions require that all panants send RTCP packets, therefore the rate mustrieolled in
order for RTP to scale up to a large number ofigipants. By having each participant send its marackets
to all the others, each can independently obsdreentimber of participants. This number is usedatoutate
the rate at which the packets are sent.

4. an optional function is to convey minimal seastontrol information, for example participant idiéination to
be displayed in the user interface. This is mdetlyi to be useful in "loosely controlled" sessiombere
participants enter and leave without membershiptrobror parameter negotiation. RTCP serves as a
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convenient channel to reach all the participants,ibis not necessarily expected to support al tontrol
communication requirements of an application. Ahkiglevel session control protocol may be needed.

Functions 1-3 are mandatory when RTP is used inlEhenulticast environment, and are recommendedafbr
environments. RTP application designers are adwisedoid mechanisms that can only work in unicaste and will
not scale to larger numbers.

Considering the wide deployment of RTP/RTCP pro®ao current audio and/or video end-points, thesgocols (or
equivalentj.e. DCCP with extensions) are certainly envisionethenOPTIMIX JSCC/D scenario.

At this point of the work, it is not clear if thewtrol information carried by RTCP is needed or ptete for a given
purpose, for example for NSI or to assess the Qu&ejved by the end-user(s). In the latter cagegiation with other
mechanisms or a further enhancement to the starstemdd be required and this is quite a dauntiis§ ta order to
maintain backward compatibility. However, each daschoice will be properly evaluated, possibly iegdto the
exploitation of another already existing contrarglling protocol, without modifying it at all opscifying the use of
optional fields of the header or even extendingstla@dard, rather than designing a completely rebwa protocol.

5.2.6 Direct socket-by-socket communications

Direct socket-by-socket communications are refete@nd-to-end communications, in which the opatatystem
level sockets are opened for data communicatiorsdone specific protocol and for some specific #s®. example,
when using the TCP/IP protocol stack, the systerallsocket can be reserved and opened e.g. forardRJDP end-
to-end protocols and data transmission is perforthemligh the reserved socket using the protocqlistion.

As on one optional solution for delivering sometb& JSCC/D signalling information, the direct sdebg-socket

communication can be considered. This implies thatISCC/D signalling information delivery is perfeed with end-
to-end protocol level by opening additional protosmckets for JISCC/D signalling.

The solution offered by direct socket-to-socket ommication does not require any modification of finéernet

protocols or definition of new options. It alsoaalls working totally on application layer withouteict interaction with
IP stack. However, the solution can be appliedleasily to the JSCC/D signals, which are delivebsdween server
and client side application levels.

5.2.7 External database servers

A specific access network service, for exampleWhieeless Channel Information (WCI) could be deplbyAccording
to such a schema, channel and link states fromi€dlylsayer and data-Link Layer are gathered, abstch and
managed by third parties, the distributed WCI sexvinterested applications then access to the ¥WiCheir required
parameters from the lowest two layers. Althoughisitnot a direct signalling scheme, it can be caared
complementary to the previously described mechasisas further implementation problems are consdldére
parameter definition, abstraction, coding, and déwp However, any intensive use of this method leaotroduce
considerable signalling overhead and delay oved@raccess network.

For this reason, such a technique in a general failinnot be taken into account anymore in the gsial and
considerations carried out in Task 3.2. HoweveE BD2.21 standard could be seen as an enhancedptinuzed
solution of this type and is going to be deployethie context of the OPTIMIX project.
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