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Abst ract

Thi s docunent describes how to use an approxi mate authentication
algorithmin the Secure Real -tine Transport Protocol (SRTP) to
provide integrity protection for the Real-tine Transport Protoco
(RTP) traffic.

Approxi mate authentication is a class of authentication algorithns
where the authentication does not require the exact match of the
source and received data, but a paranmeter given, certain anmount of
deviation is acceptable.

Tabl e of Contents

L. Introducti on. . ... 2
2. Conventions used in this document.......... ... ... ... .. ... ..... 4
2.1. Streamciphers and block ciphers......... ... ... ... .. ..... 4
3. SRTP nessage authentication with approxi mate authentication....4
3.1. SRTP headers and context............. . ..., 5
3.2. SRTP payload encryption. .. ........ ... 6
3.3. SRTP payl oad approxi mate authentication................... 6
3. 4. Message authentication tag encryption..................... 6
3.5. Key derivation for the algorithms......................... 7
4. SRTCP message authentication............. ... .. ... . .. .. ... 7
5. Security Considerati ons. . ......... ... . 8
6. TANA Considerati ONS. .. ... ... e 8
7. Ref erenCes. ... 8
7.1. Normative References........ ... .. .. .. 8
7.2. Informative References........ ... ... .. .. 9
8. ACKNOW edgImENnt S. . . . ..o 9

1. Introduction

Message authentication is a protection tool to protect the
transmtted data during the transm ssion. The protection can signa
whet her the transmitted nessage is the sanme at the sender and the
receiver or not. Due to this technique no nodifications by
adversaries and no natural transm ssion errors remain undetectable by
the receiver. Message authentication often utilizes keyed

crypt ographi ¢ hash functions.

In the case of wired data transmissions bit errors are rear, usually
this channel is considered error free. In contrast, in the case of

wi rel ess channels bit errors during the transm ssion are comon. The
transmitted erroneous data frames are dropped by the receiver based

on an integrity check. In order to avoid problens caused by these
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drops, often an error correction protocol is applied at link |evel
The sinplest error correction is to repeat the transm ssion when the
recei ver does not acknow edge the arrival of the transnmitted data.
This is used e.g. in WFi unicast connections. However, there are
certain scenarios where sinple error correction is not applicable,
and actually there is no error correction at all in this case. As an
exanple, in the case of nmulticast WFi transmni ssions, which are often
used to transmt audio and video data, there is no protection against
drops caused by natural bit errors.

Nowadays there are already avail abl e technol ogies that are able to
cope with bit errors. Even if bit error correction is not possible,
errors can be conceal ed. Depending on the anpunt of errors, the
experienced results of bit error conceal nents could be better than
droppi ng whol e packets. Bit errors are even supported on transport
|l ayers with protocols, such as UDP-Lite [RFC3828]. This latter
docunent al so nentions radio technologies (e.g. [3GPP]) that pernit
partially danaged frames in the MAC | ayer

Overall, there are real scenarios, where audio and video data are
transmitted during error prone radio channels. Due to the error
resilience and error conceal nent techniques in the decoders, users
may benefit fromthe received, but not dropped danaged packets.
However, when the user selects secure audio or video transni ssion
usi ng SRTP [ RFC3711] with a cryptographi c hash based authenti cation
all the damaged packets should be dropped as they fail the

aut hentication. For this reason, flows protected with current SRTP
algorithns are not able to profit fromthe damaged packets.

Approxi mate authentication is a class of authentication algorithns
where the authentication does not require the exact match of the
source and received data [ DONGVU] [ FEHER] [ GRAVI SH] . The user is able
to give a threshold for the nunmber of msmatching bits, and if the
nunber of errors is below of such threshold, then the packet is

aut henticated. Authenticating a nodified packet is not necessarily a
security problem Wen the authentication threshold is low, then the
adversary is not able to spoof the whole content. Assuning that the
content is encrypted, the adversary cannot perform predictable
content spoofing. No hijacking is possible either. As a maxi mum the
adversary may turn down the quality of the transmtted nedi a by

nmodi fying sone bits in the stream but this inpact should be snall
conmpared to the case, where danaged packets are dropped
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2. Conventions used in this docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in RFC-2119 [ RFC2119].

In this docurment, these words will appear with that interpretation
only when in ALL CAPS. Lower case uses of these words are not to be
interpreted as carrying RFC- 2119 significance.

2.1. Stream ci phers and bl ock ciphers

In this draft ciphers are nentioned at several places. Basically
ci phers coul d be bl ock ciphers or stream ciphers. The differences
between the two types of ciphers are:

o Block ciphers deal with |arger blocks of information (i.e. usually
64 or 128 bit blocks), while streamciphers work bit by bit.

0 Stream ci phers have menory

It is possible to convert block ciphers to stream ci phers back and
forth, so it might not be obvious when a certain cipher in a certain
operation node is a block cipher or a stream ci pher. Further on in
thi s docunent, the stream ciphers refer to cryptographic algorithns
that use sone function (i.e. nostly the XOR function) to conbine a
pseudor andom nunber generator (PRNG w th a plaintext/ciphertext
stream They are also called as conbiner-type algorithns in some NSA
docunents. Block ciphers refer to algorithms that operate on groups
of bits of a fixed Iength, terned bl ocks. An inportant property of a
bl ock cipher is the aval anche effect, in the nmeaning that a slight
change in the ciphertext causes a significant change in the decoded
pl ai nt ext.

According to the previous distinction, AES-ICM (i.e. AES bl ock cipher
in Integer Counter Mdde) is considered as a stream ci pher, while AES-
CBC (i.e. AES block cipher in G pher-block Chaining node) is

consi dered as bl ock ci pher.

3. SRTP nessage authentication with approxi nate authentication

During the approxi mate authentication procedure, at the source side,
a message authentication tag will be calculated and inserted to the
aut hentication part of the SRTP nessage. This authentication takes
care of the nmessage header and payl oad separately. For security
reason the nessage authentication tag i s encrypted.
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At the receiver side the included nessage authentication tag is
decrypted and conpared to the code that is cal cul ated over the
recei ved nessage, sane way as it was on the sender side. \Wen the
difference is below the given threshold, then the nessage is

aut henticated, otherwise the error audit message "AUTHENTI CATI ON
FAI LURE" MUST be returned.

The cal cul ati on of the message aut hentication tag:
Aut hentication tag =
E k1(H k2(SRTP header|| ROC) + AA k3(SRTP payl oad))),

where E is an encryption algorithmusing a block cipher, His a

crypt ographi ¢ hash algorithmand AA is the approxi mate authentication
algorithm Their keys are k1, k2 and k3 respectively. These subkeys
are generated using the negotiated authentication key.

The acceptance threshol d paraneter extends SRTP context. The val ue of
the paraneter SHOULD be decided during the negotiation of other
par anmet ers

3.1. SRTP headers and cont ext

In the SRTP nessage the authentication covers the header and the
payl oad. The header section of the SRTP packet is considered as
highly error sensitive. Furthernore, a possible attack against
sequence nunber and other fields nmakes the header sensitive from
security point of view as well. Thus, the SRTP header part requires
perfect authentication, so it MJST be authenticated using a

crypt ographi ¢ hash function (e.g. HVAC SHAl [ RFC2104]).

To performthe header authentication, a cryptographic hash function
MUST be used. Wien the size of the nessage authentication tag (n_tag)
is shorter than the output of the hash function, then only the

| eftmost n_tag bit SHOULD be considered. O herw se, when the nessage
authentication tag is |longer than the hash output, then the hash

val ue SHOULD be repeated along the I ength of the nessage

aut henti cation tag.

According to RFC3711, in the case of SRTP, the authentication should
cover the ROC value fromthe cryptographic context as well. Since ROC
is a sensitive data in ternms of security, it requires perfect

aut hentication. For this reason the ROC is concatenated to the SRTP
header and the cryptographi c hash function covers them bot h.
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3.2. SRTP payl oad encryption

The approxi mate authentication of the message allows the successfu
aut hentication of the packet regardl ess a snall nunber of bit errors
in the payload. In order to circunvent content spoofing attacks, it
is RECOMWENDED to encrypt the content. Wen the content is encrypted,
the encryption algorithm MIST be a stream ci pher. In other cases, due
to the significant change caused by the aval anche effect, using

appr oxi mat e authentication i s neani ngl ess.

Since the encrypted payl oad use a stream ci pher for the encryption
procedure, there is no need for padding. Due to the nature of
approxi mat e aut hentication, as padding | ength can be spoofed, padding
is risky. In fact, RTP padding MJST be disabled, so the packet SHOULD
NOT contain any RTP padding or RTP pad count fields.

3.3. SRTP payl oad approxi nate authentication

The approxi mate authentication algorithmcreates a checksumli ke

aut henti cation code. Using the code of the transmtted payl oad and
the code cal cul ated at the sender side, it is possible to deduce to
the amount of nodifications in the payl oad. The approxi mate
authentication is not necessarily an error detection code, therefore
it may happen that the exact nunber of differences cannot be
signaled. In this situation the code gives an approxi mate val ue only,
hence the nane is approxi mate authentication

Cal cul ating the approxi nate authentication code MAY require the need
of ROC and SEQ fromthe cryptographic context. Together with these
val ues and the key associated to the approximate authentication, it
is possible to perform packet specific cryptographi c operations
safely.

3.4. Message authentication tag encryption

The encryption of the nmessage authentication tag i s necessary, since
t he approxi mate authentication field m ght be subject of spoofing
attacks. The encryption procedure can provi de protection agai nst
spoofing. Stream ciphers are inappropriate for this protection, since
this way the attacker can perform predictabl e changes in the

decrypted authentication tag. The encryption algorithmused here MJST
be a bl ock ci pher

It is possible that the Iength of the nmessage authentication tag is
not the multiple of the block size, which the bl ock cipher defines.
Bl ock ci phers having a block size |arger than the nessage

aut hentication tag |l ength MJUST NOT be used. The output of the bl ock
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ci pher cannot be cut, just like hash outputs. Otherwi se, there are
two options. When the Iength of the nmessage authentication tag is
exactly the sane as the block size, then any bl ock ci pher can be
used. Wien the length of the nessage authentication tag is greater
than the bl ock size, then the C phertext stealing (CTS) operation
nmode [ CTS] MJST be used. Using the CTS nethod, the size of the
message aut hentication tag should not be aligned to the block size.

For short nessage authentication tags, it is RECOWENDED to sel ect a
bl ock cipher that has 64 bit block size (e.g. BLOWI SH [BF]).

During the transni ssion the nmessage authentication tag nmay suffer bit
error damage. Due to the aval anche effect in block ciphers, the
authentication will fail in this case.

3.5. Key derivation for the algorithns

The encryption algorithm used to encrypt the nessage authentication
tag, the cryptographic hash function, used to protect the SRTP header
and t he approxi mate authentication algorithm used to protect the
SRTP payl oad require keys. The encryption algorithm MJST have a key,
whil e at the hash function and at the approxi nate authentication
keys are OPTIONAL only. Despite these algorithns nay work w thout a
key, keyed al gorithns are RECOMMENDED i ncreasing the security. These
three keys are call ed subkeys and managed by al gorithns described in
SRTP.

The subkeys MJST be generated using the authentication key (the k_a
paraneter in RFC3711) via the key derivation nethod defined in
RFC3711. The key derivation MJST use the AES-CM PRF, which is
mandatory to inplenment in SRTP. There are new | abel s defined for the
new keys. For the encryption key the <label > = 0x06, for the hash
function <label> = 0x07 and for the approxi mate authentication

<l abel > = 0x08.

The | ength of the subkeys should be defined together with the
particul ar approxi mate authentication al gorithm

4. SRTCP message aut hentication
The approximate authentication is valid only for SRTP nessages. SRTCP
SHOULD NOT use approximate authentication. In the SRTCP nessages
there are no data that could be used with bit damages. For this
reason approxi mate authentication is not applicable.

SRTCP is out of scope of this docunent.
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7

Security Considerations

The security considerations in RFC3711 apply to this docunent as
wel | .

Section 9.5 of RFC3711 considers weak authentication in terns of
security. The approximate authentication can be considered as a weak
authentication, since due to its nature, it authenticates nodified
messages. It is inpossible to get know whether the source of the
nodi fication is an adversary or it is a natural error

SRTP MAY be used with weak authentication, where it is an acceptable
security risk, and it is inpractical to provide strong nessage

aut henti cation. The risks associated with exercising the weak

aut henti cation need to be considered by a security audit prior to its
use for a particular application or environnent. Further details can
be found in RFC3711.

| ANA Consi der ati ons

SRTP uses cryptographic transfornms which a key managenent protoco
signals. It is the task of each such protocol to register the
cryptographic transforns or suites of transforns with I ANA This
draft defines no new cryptographic transforns or suites of
transforms, therefore | ANA considerations can be onitted.

IANA will register new crypto suites into the subregistry for SRTP
crypto suites, when a particul ar approxi mate authentication
algorithmw Il be proposed.
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