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Executive Summary

This deliverable is the third in the series, whilgrals with transport and network layer and theicfionalities in the
OPTIMIX communication chain. As has been alreadsesitigated in the previous deliverables D3.1a aBd B, the IP
QoS strategies plays an important role in trangpprnultimedia packets from the source to the sifikés deliverable
is partly devoted to some more IP level QoS stiageg

This document is the third reporting document a$kfd.1. For this reason, (compared to the first detiverable which

provided a description of possible technologid®,main goal of this document is to provide thalfiesults connected
with the considered technologies. Among other thirije reader is informed about the results of inadt support in

the OPTIMIX scenario, e.g. the application of DC&&hsport protocol for multicast transmission, Ga@port in IP

networks and security mechanisms to provide privafcthe multicast flows. For a complete view on ttegwork and

transport layer related issues the reader is erfeiw the D3.2c “Final design and functional/parfance analysis of
network architecture” document, which contains soeh&ted, but non-overlapping areas.
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1 Introduction

This document reports the results of the reseasodwcted in the area of network and transport pai$o The content
presented here relies on the first two deliveraldedask 3.1, namely D3.1a [6] and D3.1b [7], whisérve as
introduction to this deliverable. The reader shaetgect final results in this document, since Tadkcloses with this
final research report D3.1c: the information stohede serves as a final report on the activitiegerhout in Task 3.1
of the OPTIMIX project.

It should be mentioned that this document (D3.leputd be read together with D3.2c “Final design and
functional/performance analysis of network arcHhiteg”. The latter deliverable is more about netwbdnsparency
issues; however, there are areas in which distinstiare difficult to make. For instance, the readd#r find the
description of HIP based mobility related simulati@sults in D3.2c, although the HIP is locatedveen the network
and transport layers.

This document provides some results in the sinaaéind research of transport protocols. Traditigmatocols (e.g.
UDP and TCP) are not considered here, since they hduge amount of drawbacks compared to moratré&easport
technologies (like DCCP). The OPTIMIX project watbsuse DCCP in the demonstration and simulatiasch is
more advanced protocol compared to traditional DB TCP. The primary characteristics of DCCP andBGave
been reported in D3.1b [7]. There, the basic prigmeiof these transport protocols have been thdigugnalyzed.
Following the decision of the OPTIMIX partners, DE@ill be used as a transport protocol. HoweverCPMas been
created as a unicast supporting protocol [2]. Tdaler can find here the details of the investigatiabout the use of
DCCP in a multicast environment. All required mazhtions of the basic DCCP protocol are describedhis
document, together with details on the implemeotati

Considering the network characteristics, the mmgiortant metric is the quality of service (QoSifrthe user point of
view. At the network level, routers must take cafrdifferent priorities of packets to support aremll QoS framework
for all the clients. The final results of the simtibn of the methods to support QoS are given here.

This document is organized as follows: in Sectiah@ reader will find the description of multicastpport. After a
brief introduction of the multicast operation ifsigl Section 2.1, some simulation analysis follawsSection 2.2. The
extension of DCCP transport protocol to the musiicease is described in Section 2.3. Section 2adsdeith the
feedback handling, when multiple receivers getathéicast stream with DCCP transport protocol.

Section 3 is about the quality of service issueth@IP network. The method of supporting abso@s is described
first in Section 3.1. Next, Section 3.2 is abouwt fimal results of traffic engineering.

Section 4 is about the security related researshitee Section 4.1 details the SRTP module’s ofmraBection 4.2 is
about the ChaCha cipher, Section 4.3 is aboutrthareced APACE algorithm, and finally Section 4.4ads the partial
integrity issues.
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2 Multicast support

For proper and economical operation of a strearsysgiem like OPTIMIX it is indispensable to use netkvresources
as optimally as possible. A common solution foffitareduction in the backbone network involves thtdization of
multicast solutions to serve a vast number of esetsiwith the same (usually live) content. In atica$t scenario, the
content is streamed simultaneously to many usersifig multicast groups, and this is done withow tmnecessary
duplication of transport packets in the access otwlhe concept is depicted in Figure 1. Note timtuplication of
packets occurs in the multicast case; hence thdebuwn the access network is decreased considerably

AT~ &
e = ? -
? =7 ? ~</
~ay ~oay’
Unicast transmission of same content to 3 clients Multicast transmission of same content to 3 clients

Figure 1 — Unicast vs. multicast transmission of # same content to three terminal equipments.

In this section, we present the implementation ofticast support to the common OPTIMIX simulatidram.

2.1 Detailed operation

In the OPTIMIX simulation environment, multicastestming is implemented in the traditional way: noalst groups
with a predefined multicast address and port anméd for each piece of multimedia content. Multimaecbntent can
consist of an AVC stream and optionally a corresiopn AMR audio stream; an SVC base layer and aesponding
AMR audio stream; or an SVC enhancement layer.

The terminal equipments representing the end wsarsenrol for and leave a multicast group by sendiulticast
Listener Discovery (MLDv2) State Change Record ragss encapsulated in ICMPv6 packets. State Chaager®
messages might be of record type ALLOW_NEW_SOURCHS group join and of record type
BLOCK_OLD_SOURCES for group leave requests. Culyerthese are the only IPv6 multicast message types
supported in OPTIMIX. Moreover, the addressing sobewithin these messages is slightly different framat is
described in the standardT® Nevertheless, this difference has no influemedunctionality.

In case of SVC streams, the terminals might eroo]dst the SVC base layer (with or without audio}he SVC base
layer and one or more enhancement layers. Wheaodtent is no longer needed by the terminal equiphwe if due

to link conditions, it is necessary to decreasehimedwidth, another MLDv2 message is generatedsantiup to the
network.

MLDv2 State Change Record messages are propagpstctam in the network through the base station Ma&y@r
(BS MAC) to the server IP layer. Once an MLDv2 ALWMONEW_SOURCES message from terminal equipment (TE)
reaches the BS MAC, the BS MAC checks in its neiglibtable (a table that contains the MAC addresshef
connecting terminals) whether any connecting teain@guipments are enrolled to the newly requestatieat. If so, it
adds an entry with the requesting TE to the neighkable and discards the ALLOW_NEW_SOURCES mesdage
other connecting terminal equipment is receiving thquested stream, the BS MAC adds the appropidtg to its
routing table and forwards the message the coreomktlP routing module (IP ROUTER). For any incomin
ALLOW_NEW_SOURCES message, the IP ROUTER checkghene route exists to the appropriate terminait If
exists, the message is discarded; otherwise, ingotable entry is created. As soon as the tabiey én added to the
routing table, the multicast packets are forwarfiteti to the base station the requesting termimabinnected to, then to
the terminal itself. Thus, multicast routing occiumdayer 2 in the base station, and in layer thacore network.
Processing of MLDv2 BLOCK_OLD_SOURCES messagesniglémented in a similar fashion. As soon as the BS
MAC receives an MLDv2 BLOCK_ OLD_SOURCES messaganfrone of its terminals, it checks whether other
connecting terminals are receiving the contentesponding the multicast address in the message, if deletes the
corresponding entry in the neighbour table andalds the message. If, on the other hand, no otbenecting
terminals are entitled for the content, the BS Mid@vards the MLDv2 BLOCK_OLD_SOURCES message tolthe
ROUTER and deletes the neighbour table entry. PhAROUTER acts similarly; it checks whether a rcaists from
the server to terminal for the multicast conteméntit deletes the appropriate route.

2.2 Simulation analysis

Evaluation of the multicast mechanism was carrigidom a “pass-fail” basis. Five terminals were stgd for receiving
SVC multicast content. Two of the four terminalsrevenrolled for SVC base layer and one enhancelagert, one for
only the base layer and one for the base layetwo@nhancement layers. One terminal was not regeany streams.
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The time stamps when each terminal joined anddeftulticast group were prescribed in a settings, fiind the
reception of multicast content was visualized bsigriing different colours for the terminals accagdto the number of
received multicast streams (Figure 2).

(OPTIMIX) scenario

& | =l | sl 2 @) 2] I
J [OPTIME) seenanal [id=1] [ptid1B5CEFD)
scenanal
terminal[1]
optirfls_bz[1]
optindix fzerver
optimi bs[2]
core_hetwork™
-
-
timix_bs[3
optimiz_bs[3] é A‘,’f”"'t e
ophirmis
s :
terminal[3]
terminal[0]
]
-
terminal[5]
-~
terminal[¥]
terminall2]
=

Figure 2 — Visualization of reception for the choseterminals (green: receiving 0 stream, blue: recging 1
stream, magenta: receiving 2 streams, red: receivin3 streams).

The time of arrival of the multicast packets togetlwith the SVC layer ID was also recorded. All dooted tests
resulted in a pass.

2.3 DCCP for multicast

DCCP [2] is a unicast, connection-oriented protasith bidirectional data flow. Unfortunately nonéthe main DCCP
mechanisms, be it connection setup, acknowledgemmenteven congestion control, apply naturally taltitast. We
have collected the arising problems and tried nd Solutions to make the DCCP protocol capablenfalticast data
delivery.
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2.3.1 Related Work

Several approaches were studied where the relil&BR was extended to support multicast. Making T@pable for
multicast is challenging, because providing religbfor each host needs special attention.

TCP-SMO [3] is simple approach to extend TCP tofgger multipoint data delivery. This approach wadleth
Singlesource- Multicast-Optimization (SMO), becali§P-SMO can be viewed as a simple optimizationr oveltiple
unicasts, which is needed and sufficient for moslticast applications.

TCP-XM [4] focuses on combining both unicast andtimast simultaneously. Multicast transmission vallvays be
attempted, but equally, fallback to unicast trarssmin will always be available. It uses native TP control
connections and TCP-XM (over UDP) for data trarsfer

2.3.2 Problems and Solutions of DCCP multicast

DCCP endpoints progress through different stateimglthe course of a connection, corresponding butp the three
phases of initiation, data transfer, and termimatio

(@) NHo connection

CLOSED LISTEH
(1) Initiation
REQUEST DCCP-Request -->
<—— DCCP-Response RESPOHD
PARTOPEN DCCP-Ack or DCCP-DataAck —->
({2) Data transfer
OPEN <-— DCCP-Data, Ack, DataAck --> OPENH
(3) Termination
<-- DCCP-CloseReq CLOSEREQ
CLOSIHG DCCP-Close —->
{-- DCCP-Reset CLOSED
TIMEWAIT
CLOSED

Figure 3 — Initiation, Data transfer, Termination with states

The DCCP protocol is connection-oriented; theretbiee communication between the server and thetcdilamts with
connection setup (3-way handshake) as presenteigune 3.

2.3.2.1 Protocol states

Usually the server is in LISTEN state while waitifay connection initiated by the client, which meahat the client
will send the first DCCP-Request message. In caseudticast scenario this is not acceptable, bezaagch client will
send DCCP-Request message. Using multicast, teetelmust be in LISTEN state and waiting for thevese The
server will send one DCCP-Request message thabevileceived by all the clients.

Serve CLOSED, REQUES

A

Client 1| [Client 2 Client Z| [Clientn| LISTEN

Figure 4 — Client, server states

2.3.2.2 Three-way handshake, sequence numbers

The DCCP-Request packet specifies the client ancesgorts, the service being requested, and aaturfes being
negotiated, including the CCID. As a response a P&Response packet is sent. This response indiaatefeatures
and options that are accepted. In the third phaB€@P-Ack packet is sent that acknowledges the D&Esponse
packet. This acknowledges the initial sequence mumb

If multicast scenario is assumed, the server str@l®CCP-Request packet with randomly generatedeseg number
field and all the clients will answer with DCCP-Resse packets. The problem is that each DCCP-Respumacket
will have different sequence numbers, but the seraa acknowledge (DCCP-Ack) only one of them.

The solution should be to have the same sequemoberuor each client's DCCP-Response packet and &ab/ one
client's DCCP-Response packet. Unfortunately theCPChave some security considerations and it doesliaw

manipulating the sequence numbers. By modifyingR@CP kernel implementation this problem can beeshl A
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simple solution should be to initialize the botle therver’'s and client’'s sequence numbers, e.dngdtte sequence
number to O before the connection. To make this,litux/net/dccp/ipvé.c and linux/net/dccpl/ipv4.c files must be
modified:

dreq->dreq_iss = dccp_v6_init_sequence(skb); H-chareq_iss = 0;
dreq->dreq_iss = dccp_v4_init_sequence(skb); H-chareq_iss = 0;

2.3.2.3 Synchronization

Any DCCP endpoint might receive packets that are awually part of the current connection. For amste, the
network might deliver an old packet, an attackeghmiattempt to hijack a connection, or the othedpaint might
crash, causing a half-open connection. DCCP, lik& Tuses sequence number checks to detect these Packets
whose Sequence and/or Acknowledgement Numbersuaraf oange are called sequence-invalid and arerogessed
normally. DCCP requires a synchronization mecharismecover from large bursts of loss. DCCP use€P&Gync
and DCCP-SyncAck to synchronize the sequence nuavdfr receiving a packet that is not actually pathe current
connection. On receiving a sequence-valid DCCP-Syaket, the peer endpoint must update its GSRaf€se
Sequence Number Received) variable and reply witDGCP-SyncAck packet. The DCCP-SyncAck packet's
Acknowledgement Number will equal the DCCP-Syné&qunce Number, which is not necessarily GSR.

DCCP A DCCP B
(GSS=1,G5R=18) (GS5=18,G5R=1)
-2 DCCP-Data(seq 2) hh 1
-—2 DCCP-Data({seq 188) hh 1
-2 DCCP-Data(seq 181) -—» 177
seqno out of range;
send Sync
0K {-- DCCP-Sync{seq 11, ack 181) {--
(655=11,G5R=1)
-—> DCCP-SyncAck({seq 182, ack 11) -—> 0K
(GSS=182,G5R=11) (6S5=11,G5R=182)

Figure 5 — DCCP synchronization

For our purposes this synchronization mechanismbeantilized to set the clients’ sequence numhes given value.

If the server sends a DCCP-Sync(3e@ckY) packet, all the clients will response with a DCE&¥hcAck(sedr+1, ack
X). After the synchronization, the server can se@CB-Data(sed+1) data packet, while all the clients will answer
with a DCCP-Ack(setf+2, ackX+1). With this solution all the clients will haviee same sequence number.

The new arising problem is: how to force the seneeisend a DCCP-Sync packet without modifying theap
implementation. According to RFC4340, any sequengalid packet must elicit a DCCP-Sync packet, ibthe peer
endpoint is in the REQUEST state, it must respanthé DCCP-Sync packet with a DCCP-Reset instead DECP-
SyncAck. Unfortunately the sequence number syndbation can be done only after the 3-way handsipageess.

2.3.2.3.1 Sequence window

Each DCCP endpoint defines sequence validity wirslthat are subsets of the Sequence and Acknowlezigem
Number spaces. These windows correspond to pattieEndpoint expects to receive in the next fewndsuip times.

The Sequence and Acknowledgement Number windowayalwontain GSR (Greatest Sequence Number Received)
and GSS (Greatest Sequence Number Sent), respgcie window widths are controlled by Sequencendéiw
features for the two half-connections. If the SewpeeWindow isW packets wide the valid sequence numbers are
considered as presented in Figure 6 below.

invalid | valid Sequence Numbers | dinwvalid
- *l*===========-x-=======================*|-x- ————————— >
GSR —|GSR + 1 - GSR GSR +|GSR + 1 +
floor{W/4) | floor{W/4) ceil{3W/u) |ceil{3W/ )
= SWL = SWH

Figure 6 — Valid Sequence numbers

The Acknowledgement Number validity is consideriilarly:

invalid | valid Acknowledgement Humbers | dinvalid
R — #|#============o=====s=sooosooosooosmoow | ®——o - ——— - by
GSS - W'IGSS + 1 - W GSS|GSS + 1
= AWL = AWH

Figure 7 — Acknowledgement Number validity

By setting the default sequence window to its makinalue the synchronization probability can beucsdl. New
connections start with Sequence Window 100 for leoidfpoints.
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Sequence Window is non-negotiable and takes 48ebiiyte) integer values, like DCCP sequence numbEne
maximum valid Sequence Window value is:

W, =2%-1=703687441776¢

Changing the Sequence Window can be done withlsy@ettimand in Linux:
sysctl -w net.dccp.default.seq window=Wyax.

While the Sequence Window maximal value is equdd@CP sequence numbers, all received packet willdhe, if
Wiax=2-1 is used. In this case there will be no needsfarchronization and no packets will be drop du@talid
sequence number. This setting must be done forddietht and server side.

This behavior of Sequence Window can be utilizethenmulticast scheme, because in this case thetgluse different
sequence numbers according to the standard. Appdbkets will be considered as valid, if the SegeaWindow is set
to its maximum.

2.3.2.4 Multiple packets

DCCP is not a reliable protocol, however, it uselsnawledgement to get information about the lostkpés. DCCP's
Acknowledgement Number field is equal to the gretasequence number received.

In a multicast scenario each client will send DC&#R- packets with the last packet’'s sequence numbee to
different link characteristics the client will notceive the servers DCCP-Data packets at the siame DCCP-Ack
packets from a different source, with differentmmkledged sequence numbers will cause the disctonec

The solution is to use packet filtering and allowsdy one client to deliver its DCCP-Ack packetscles filtering can
be easily done usingtables (it already supports DCCP).

The problem of multiple DCCP-Response packetsmdlasi, as well the solution.

DCCP-Ack(seq A, ack X
DCCP-Ack(seq C,
CCP-Ack(seq D, ack V)
DCCP-Ack(geq B, ack Y)

Client 1 Client 2 Client 3 Clientn

Figure 8 — Multiple DCCP-Acks

2.3.3 Proposed DCCP multicast model

In the previous section we have collected numeritficulties caused by multicast delivery of packetnd also
proposed some solutions to the mentioned problamnthis section we present a guideline, that i btmset up DCCP
for multicast.

In order to avoid DCCP source code patching, we s the Sequence Window feature of the protocibad of
modifying the initial sequence number to e.g. Oe Titst step is to set the Sequence Window to 7036877663 at the
server and the client. This is the key to makentéieeady to receive DCCP packets sent for thgmediclient.

sysctl -w net.dccp.default.seq window = 70368744177663

With this setup all packets are considered validrdfore no synchronization process is needed.

In the proposed multicast scheme the clients atd$TEN state waiting for the appearance of theyeserThe server
will send the first DCCP-Request message tgcIRulticast address. The sent request will be receby all clients
joined to the multicast group. The serves can conicatie with only one client, call it assigned ctielm Figure 9,
Client 1 is the assigned client. The packet serthbyother clients (Client 2 and Client 3) musfiiered. There is no
rule how to choose from the clients and dedicageasthe assigned client, but selecting the sesfdie first received
DCCP-Response is a simple solution.
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Streaming
server

a2

Netfilter/Iptables
Drop: SRC=IP¢; or IPc3

4. DCCP-Data/DataAck (SRC:IPg, DEST: IPyc)
3. DCCP-DataAck/Ack (SRC:IPs, DEST: IPyc, ACK: A)
1. DCCP-Request (SRC: IPS, DEST: IPyc)

(SRC: IPc,, DEST:IPs, SN:B)

5. DCCP-Ack (SRC:IPc;, DEST: IPs)

2. DCCP-Response

Client 1 Client 3

Client 2

Figure 9 — DCCP multicast scheme

To drop the unwanted packets, the Linux kernelsigempacket filtering. Usingptables command the packets of other
clients can be dropped:

iptables -t filter -A INPUT -sIPC2 -j DROP
iptables -t filter -A INPUT -sIPC3 -j DROP

The server will communicate with the assigned ¢li@lient 1), but the DCCP-Data and DCCP/DataAchkt $&/ the

server will be received by all the clients. In tB€CP-DataAck packets the server acknowledges th€mBck

messages received from the assigned client. ISéguence Window is set to its maximal value it &haowot cause
problems.

While the DCCP packets of the clients, except #s@gmed one, are dropped, the disconnection odski&ned client
will close the DCCP socket at the server. The otfients will receive only a copy of the packetatday the server to
the assigned client.

2.3.4 Benefits and Enhancement of DCCP multicast

Using multicast delivery of packets will signifidiyhreduce the traffic load on the common linksnfrthe server to the
clients. Using the proposed DCCP multicast schelmeeserver will adjust the sending rate to the lauhditions
between the server and the assigned client, betaeiserver receives only the assigned client’'s PB&Ck messages.
If the DCCP-Ack packets of other clients are naipred but processed, link information about thesiotiranches of
the multicast tree can be obtained. Based on tharately handled DCCP-Ack messages the server audgt its
sending rate accordingly. Using TFRC [5] congestiontrol for DCCP, the DCCP-Ack/DataAck message#aias a
Receive Rate [Byte/s] field. Based on this paraméte server could decide the sending rate. Howévaises several
open issues.

First of all, the policy of service, or in other ms, how the multiple feedback parameters are gemtkshould be
clarified. If all clients must be served, the lowésgorst) rate must be used for sure. If the best is selected, then we
can provide the best quality to this user, butb#iier users will receive lower quality streams, tludrequent packet
losses. Anything between these two extreme meadman(ghe average or somehow calculated) yields apoomise
between quality and the number of successfullyeskolients.
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Secondly, the Receive Rate is a stochastic variablehanges continuously. The question is how émdie the
stochastic nature: moving average or probabildistribution modeling could be options here.

2.4 DCCP feedback management

In case of multicast, each client may have differexeds and capabilities, but only one can be takerconsideration.
The congestion control algorithm can accept onky source of feedback packets at the same timemTittecast group
is not static; therefore some clients may leavegtioeip, while others may join to it. The arisingegtions are:

*  Which client's DCCP-Acks should be received by ferver?
. How to change the selected client during the comioation?
*  What happens if the selected client leaves thiicast group?
*  What happens if a new client joins the multiacastup?

The answer is to use an intelligent packet fileemich adaptively selects the DCCP-Ack feedback pecknd forwards
the selected ones to the server. To do this, @alD8CP feedback packets must be travel througiggregation server,
where the packet filtering is done. The aggregasenver is not necessary an independent devicét, dan be deployed
in the server too. The task of the aggregationeseisr to handle the incoming DCCP feedback paclsskgct the
appropriate client, which DCCP-Ack packets are Bmded to the server. While DCCP is a connectioenbeid
protocol, the aggregation server must also martagéR header’s source and destination fields. Phaddresses must
apparently be remained unchanged during the conuation. Theptables in Linux is a preferable tool to manipulate
the IP source and destination addresses.

DCCP-Ack (src: IP¢, dest: IPg)
-

\\
o
X

Server Aggregation server

Figure 10 — DCCP-Ack aggregation

The aggregation server must set the IPC addrdss &mual to any of the clients’ IP addresses oarit be even a new
address if address translation is used. It is itambthat the IP addresses appearing at the siertiee IP header must
not change, therefore we propose to use a neweaualdress (If) in the DCCP-Ack packets’ IP header delivered from
the Aggregation server to the Server. In this ¢hsee will be no difficulties, if the selected clideaves the multicast
group, because the Aggregation server can seamksssict another client. The sequence of sent eveived packets
is presented in Figure 11, where Client 1 is thected client and the DCCP-Ack packets of all otbkents are
dropped by the aggregation server.
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: L

L

Server Aggregation Client 1
server
: Receive - iptables DNAT:
- change dest IP from IPyc to IP
DCCP-RGQUest(slrc IPs, dest: p ) MC c1
: s P dest: IPas) Send - iptables DNAT:
se(sTc:
Cp_RespO“ change dest IP from IPgto IP,g
le—PC
1. \Ps
src. \Pc des
4/D(;C\D—Rtesp"“s"’( : iptables DNAT:
| change dest IP from IPS to IPAS
| iptables SNAT:
| change src IP from any 1Py, to IP¢
_— |
BCCP-Data (src: ipy, AND
Drop DCCP packet if source IP is not
selected client's address
&
- \P i
pecp-pataEe Per dest: T Clientn
_— |
DCCP-Data s rc

"' IPs, dest: IPMC)\—>
- |

Figure 11 — DCCP packet sequence chart

2.4.1 Selecting client at connection setup

In the phase of connection setup the server selilSGP-Request packet for the clients in the muticgoup. In this
phase there is no information about the numbercapabilities of the clients, however the respoirse provides some
support for selecting the client first time. We assume that the first arriving DCCP-Response otates the link
with the lowest Round Trip Time (RTT). GeneralyoRTT belongs to a good quality link, supposing ehnig
bandwidth. The selected client will determine thading rate of the server. Unfortunately the RTi ba independent
of the available bitrate of the link, but in thegb®ing of the connection no other informationvsitable. To select the
client, which DCCP feedback packets will be forvetdo the streaming server, different strategiesbeafollowed at
the connection setup. The methods are describtn ifollowing subsections.

2.4.1.1 Worst link

If the goal is to serve all the clients joined ke tmulticast group and minimize the overall padket rate due to
overloading, the client with the slowest link stobllle selected. We assume that the link quality isoirrelation with
the RTT, so the IP header of the last received D&ESponse will determine the client to be selediedhis case the
chosen client will receive the data with the highleitrate possible, while all the other clients Iwikve free rate
capacity. The advantage of this solution is thapaoket will be lost due to overloading of a clienits link.

2.4.1.2 Serve given number of clients

If some clients are served with higher bitrate with overloading, some clients will not be able &zeaive the
transferred data on that rate. If there Brelients in the multicast group and our aim is éoven (n<N) number of
clients without overloading them, we have to setket client, which DCCP-Response packet was redaife The
otherN-n clients will have higher loss rate, because tmt data can not be received on the applied bitfidie.overall
loss rate £) of the multicast group due the increased bitvatiebe

oA
1_ _r
JT=
N
whereJ; is the receive rate of client (the order is based on the receive ordd®@EP Response packets) anis the
receive rate of the selected} client.
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2.4.1.3 Maximum bitrate

The aggregation server may forward the first angyDCCP-Response packet and discard all otherthisncase the
sending rate will be probably the highest if weuass that the RTT and the link capacity are in isegsroportion. The
packet loss due the high transfer rate will behigihest, because only one (first) client will bdeato receive the sent
packets without loss. The overall loss rate dusverloads will be

L3h
=
=
N

2.4.2 Change client during the communication

The client, which determinates the sending ratthefserver with its DCCP-Ack packets, can be eaignged during
the data transfer. Between the server and the gatpe server only I IP., IPyc addresses are used that are all
independent from the clients’ IP addressegjlFThe aggregation server manipulates the IP addsdsy setting to
one of the clients’ address and drops the DCCP-akuk DCCP-Response packets of other clients. Togehte client
during the communication Pmust be set to the selected client’'s IP addresseower the packet filter at the
aggregation server must be modified to drop all Pd€edback packets except ones belonging to tleetsdl client.
To select the new client different strategies camsed:

2.4.2.1 Connection setup like

The first method is to utilize the DCCP-Responseinee order at connection setup and select thatdiecording to the
previously presented three different methods (1rafMink, 2. Serve given number of clients, 3. Maxim bitrate). The
disadvantage of this solution is that the link &fient capabilities may change in time, so the ptadge receive rate of
the client is also changing.

2.4.2.2 RTT measurement based

The second solution is to continuously measuredlittiequality by RTT measurement and maintain a lotkler list.
This solution solves the problem of the first onet, needs extra ICMP messages for the RTT measuateme

2.4.2.3 DCCP-Ack monitoring (TFRC)

The third technique is based on DCCP-Ack monitoiff-RC congestion control algorithm is used. WsFFRC the
DCCP-Ack packets contains a receive rate fieldhm DCCP header. The client that can receive tha patkets
without losses due to overloading will send DCCReAdth receive rate field equal to sending ratetlsd server.
Clients with lower capabilities will have lower edee rates then the server sending rate.

Table 1 — Example of receive rates of the clients€nding rate is 500kbps)

Host kbps
Client1 | 500
Client2 | 500
Client3 | 500
Client4 | 267
Client5 | 159

The aggregation server must maintain a databaseceive rates based on the DCCP-Acks of all clidrdgiever only
one client’s feedbacks are allowed to be forwarethe server. In the example only three clientse(® 1, Client 2
and Client 3) are served without overload loss.eflam the continuously refreshed receive rate datalwve propose an
algorithm to serve m&N) number of clients without loss, where n is usefirced.

2.4.2.3.1 Serva algorithm

Based on the receive rate database there are pbssbilities regarding to the actual number oWvedrclients )
before the new client selection:

1. ns<n

The number of served clients has to be increasestlegting the ficlient from the database ordered by receive rate.
Example (Table 1): If we want to serme4 clients, but currentlps=3 clients are served, the 4th client (Client 4)stnu
be chosen. By selecting Client 4, the server’s isgndate will be 267kbps, while the receive ratée€lient 1 to Client
4 will be 267kbps. Client 5 will remain unchanged.

2. n&<n
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Nothing to change.

3. non

Unfortunately only the current receive rate ofiarlis known and not the maximal receive ratait oeach. If we want
to decrease the number of served clients by intrgdke sending rate, we have to choose anothemtalvith higher
maximal receive rate. This can be done only byrtgghe clients those receive rate is equal testheer’'s sending rate.
Example (Table 2): If we want to serael (highest receive rate), but currently3 clients are served, we must select
all Client 1, Client 2 and Client 3 to found théeat with the highest receive rate. For exampleemthe appropriate
client (e.g. Client 3) is found and the server @éages the sending rate based on the DCCP-Ackseteéve rate
database can be filled as follows:

Table 2 — Another example of receive rates of thdients (sending rate is 500kbps)

Host kbps
Client1 | 500
Client2 | 870
Client 3 | 1000
Client4 | 267
Client5 | 159

2.4.3 Selected client leaves the multicast group

During the multicast delivery of DCCP-Data packaty of the clients may leave the multicast grodiphé selected
client wants to do this, new client must be selkctehich DCCP-Ack packets are allowed to reachséxver, while
others are filtered. The method is the same ta@#éise when the client was changed during the conuation, with the
exception that the leaving client is not in thesige rate database.

To recognize that a client is leaving the multicaisiup, the IGMP messages or the DCCP-Close messagst be
monitored.

2.4.4 New client joins the multicast group

DCCP is an anycast, connection oriented protobekefore connection setup is needed before thedagardelivery,
otherwise no data delivery is possible. During daga transfer the server can not establish newemiom with the
same service code. The service code is set byettversand it is sent within the DCCP-Request packetsolve the
problem, a DCCP-Request packet must be generatedh g identical to the original one sent to theltinast address,
and send it directly to the new client. Excludihg generated DCCP-Request packet, the new cliest nat receive
any DCCP packet before sending DCCP-Response padkieh will be filtered by the aggregation server.
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3 QoS over IP networks

3.1 Absolute Qosin I P network

In the OPTIMIX architecture the data exchange betwmedia servers and terminals goes through aetiork: this
network must be able to transport any type of icafioth real time and not real time, and alsoupp®rt Quality of
Service (QoS), i.e. throughput, error rate, eneid-delay and jitter with the final objective togrove the user
perception of the service. This aim is achievedl@mgnting a QoS architecture in the routers ofltheetwork using
one of the standard solutions proposed by IETFerhat Integrated Services (1I1S) or Internet Differ@ted Services
(IDS) [6].

In [7], we have introduced for the first time thencept of providing absolute QoS in an IP netwetking on a relative
QoS model, based on a Proportional delay Diffeatioth Model (PDDM). The technique is applied ordythe real
time traffic, because the QoS requirements of type of traffic are more stringent than those foe tata traffic. In
high load condition, this traffic can be promotedat better service class in order to guaranteeetpaired quality and
therefore, satisfy the related subscribed ServieeeL Agreement (SLA). Furthermore, when the higidl@ondition
ends, the real time traffic can be downgraded liagts original service class, because that clasgain able to meet
the SLA.

The analysis was made considering the AWTP scheglaligorithm, studying different approaches forrpotion and
downgrading the traffic: a fixed threshold, a mayewverage and a low pass filter. In this secticsteiad we consider
the DWFQ algorithm, with the same approaches. Thgadtive is to analyze and compare the promotind an
downgrading issues investigating two critical aspestability of the traffic performance and thepthtion speed to the
network load changes.

Later, we compare the DWFQ and AWTP algorithmshimhest own settings for absolute QoS provisiorimgyder to
choose the proper technique to be used in OPTIMihigecture, more specifically considering differaretwork
configurations and input traffic conditions. Fiyallve evaluate the impact of the best solution an jtint source-
channel (de-)coding scheme proposed by the project.

3.1.1 Absolute QoS in a IP network: promoting anddgrading UDP traffic

As stated in [6] and [7], the end-to-end QoS supjothe IP network of the OPTIMIX system archiige is offered
using the IDS architecture with a relative diffdiated service model, the Proportional DifferentiatModel (PDM).
This model allows having different service classe#th a proportional defined service level havingspecific
performance differentiation between classes orbtws of a pre-defined criterion (for example prigi However the
relative model only assures that, if a higher classised, the received service is better, withduing absolute
guarantees.

In [7] we have proposed a technique that allowsraffy an absolute QoS to real time flows evenéfifh network can
support only a relative quality model. This aimaishieved by promoting the selected traffic flowatchigher QoS
service class, supposing that the quality parametguired by the flow can be guaranteed in thglhdri class. The
promotion can be done only if the target qualityapaeters values, imposed by the subscribed SLA/'tamet by the
current QoS class, due to traffic congestion. Wthencongestion finishes and the original classbise &0 meet the
quality target again, the selected flow can go kadkat class. We have selected only real timef|decause the real
time traffic has more stringent quality requirenseim particular on end-to-end delay.

We selected the §ercentile of the end-to-end delay of the reaéttraffic flow as the reference quality parameter f
the promotion of the flow, since it represents ofi¢he stronger requirements for the real timeficgk.g. in case of
voice 200 msec). Moreover the delay jitter is ie ofithe major sources of packet losses [7].

The end-to-end delay is monitored either at theggof the network or at the receiver terminal imdalue is sent,
using the triggering engine [9], to the ingressdeorrouter, which has previously registered to thigger. At the
beginning of this analysis we haven't taken intccaamt the impact of the transferring delay (in #ext 3.1.1.1 and
3.1.1.2) for the network performance feedbacks,itihe subsequent detailed analysis (Section 3)lvie have not
only considered the impact of the feedbacks delayhe network and user performance, but also thmaéinof a
different quality parameter values and a greatenbar of nodes in the network

The measure of the 9%f the end-to-end delay must be done run-timeréer to decide for promotion as soon as the
traffic conditions degrade. Our proposal is to stdf, UDP packets delay values and then picking up Hieevthat
corresponds to the 8%ercentile of the delay; that is,Nfqpis 100, we pick up the second greatest one.

When the feedback of the end-to-end delay arrivgheaingress border router, it is elaborated using out of three
different measurement process, described in thewoig and already presented in D3.3b [7]:

* Moving average the ingress border router collects and std{gs consecutive values dDoe'®, the 99
percentile of the end-to-end delay of the UDP iraffoming from the receiver; when a new valuehef 99"
percentile is received, the oldest value of thg ¢onsecutive values is discarded. Using these saibe
ingress border router calculates the moving avekéfyethat is,
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i=Kyp
2. Dee’
MA=-"=——
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If MA is below a fixed threshol8 (for example 10 msec), which represents the maxirdalay that has been
agreed in the SLA, the SLA is satisfied and nothiagpens. Otherwise, if the moving average is grehaan
the fixed threshold, it means that the SLA isn't satisfied and the UDddffic needs to be promoted to the
closest upper class.

« Threshold: the ingress border router checks if th& @@rcentile of the end-to-end delay of the UDPfizaé
greater than a fixed thresholsl for K., consecutive times. If this happens, the UDP taffeeds to be
promoted.

« Low pass filter: the ingress border router uses the last calallateput for the averaged value of thé"99
percentile of the end to end delay of the UDP izadhd the current one for calculating the new outd the
low pass filtelLPF, that is:

LPF = LPF, * B, + Dgg® * (1= P,)

If the result is greater than a fixed thresh8ldhe SLA on the delay is considered not satisfigdhe current
class and the UDP traffic must be promoted.

If these calculations lead to the conclusion that WDP traffic must be promoted in order to satibfy SLA on the
delay, the ingress border router assigns to the paRet flow the closest class with higher qualitthe UDP traffic
experiments an end-to-end delay exceeding agaimthémum allowed value, the traffic can be furtbeomoted to
the subsequent class, while if the traffic in th@sest class with lower quality respects the maxmallowed end-to-
end delay, the UDP flow can return to the previclass.

The decision of downgrading the UDP traffic is madth some calculation slightly different from tleosne used for
promotion. In this case we monitorBdy, the 99" percentile of the end-to-end delay of the whaédfitr for each class:
if the UDP traffic has jumped from class 1 to classhe receiver registers the™@ercentile of the end-to-end delay of
traffic of the class 1 (collectiniy subsequent values of the end-to-end delay) armdsseto the ingress border router,
which elaborates it according to one of these nmithwesented in [7]:

* Moving average the ingress border router collects and stdfgs, consecutive values dDgy the 99
percentile of the end-to-end delay of the closester class; when a new value of the"98ercentile is
calculated, the oldest value of thgls, consecutive values is discarded. Using these sathe ingress border
router calculates the moving averadda, that is,

1=K gomn

Z D99
MA=—=__
K

down

If MA is below a fixed threshol8 (for example 10 msec), which represents the maxirdelay that has been
agreed in the SLA, the closest lower class hadveddhe traffic load and the UDP traffic can retuo that
class. Otherwise, if the moving average is gretiten the fixed threshol8, the UDP traffic remains in the
better class (class 2 in the example).

« Threshold: the ingress border router checks if th&' @@rcentile of the end-to-end delay of the clofmser
class is lower than a fixed thresh@dor K4, cOnsecutive times. If this happens, the UDP taffeds to be
downgraded.

« Low pass filter: the ingress border router filters, with a low péitter LPF, the 99" percentile of the end-to-
end delay of the UDP traffic:

LPF = I_F)Fold * Pdovm + D99 * (1_ Pdown)

If the result is lower than a fixed thresh@dthe SLA on the delay is considered satisfiedrabgithe closest
lower class and the UDP traffic can be downgraded.
The monitoring of the end-to-end delay for eacls€ls done independently from the promotion of WP traffic.
This choice, even if quite stringent, can be asslwaid because we have considered negligible theement of a
small percentage of traffic between classes int&vor& scenario with high speed links. Even if tmsvement is not
negligible, the choice remains valid because weetehosen to monitor for downgrading not the curdass of the
moved traffic, but the closest lower class.
In order to evaluate the best methods for promotind downgrading, we have taken into account tvetofa: the
stability of the system and the speed of reactiothé traffic load changes in the whole networkfdat, the system
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must avoid continuously changing the assigned classder to guarantee the stability of the systetmile on the other
hand it must be fast enough to promote the trdfiw as soon as the end-to-end delay parameter§ dwet the
maximum allowed value anymore in the current clmsdowngrade the flow if the delay is lower thae tieference
quality parameter threshold in the closest clash leiwer service.

In Table 1, we summarize the configuration optiontfoth the promotion and downgrading process.

Table 1 - Configuration parameters for promotion ard downgrading UDP traffic

Promotion Downgrading

Kup Number of consecutive K gown Number of consecutive
values of the 99 percentile values of the 99 percentile
of the end-to-end delay of of the end-to-end delay of
the UDP traffic to be the traffic aggregates to he
considered considered

Nudp Number of consecutive N Number of consecutive
packets on which the 99 packets on which the 9
percentile of the end-to-end percentile of the end-to-end
delay of the UDP traffic is delay of the traffic
calculated aggregates is calculated

S Fixed delay threshold (as S Fixed threshold (the same
by SLA) as for the promotion case)

Py Low pass filter pole Paown Low pass filter pole

promotion method Moving average, threshold Downgrading method Moving average, threshold

or low pass filter or low pass filter.

3.1.1.1 AWTP with absolute QoS

In [7] we have analyzed a network scenario in whighhave assumed to have an IDS architecture wheters are
equipped with AWTP scheduling algorithm and suppbg absolute QoS techniques, which have been iarpla
above. We have compared the different methodsrampting the UDP traffic flows and we have conclddkeat the
moving average witl,,=2 method is able to guarantee a rapid reactioneatiwork traffic increase, also in case of
traffic congestion, but fairly preserve the stapibf the system. Instead, the downgrading protebsst performed by
threshold method withq,,n=20, since the simulation results have shown thatthiheshold is the most conservative
downgrading approach and hence the most stabkenbthod can quick react to significant networkficachanges,
but it prevents the system from following the netkvmaffic small oscillations.

3.1.1.2 DWFQ with absolute QoS

The Weighted Fair Queuing (WFQ) scheduling algomittvorks assigning a priority value or weight to leapeue,
which, consequently, shares the transmission sepiioportionally according to this weight: the gedwaving highest
priority receives preferential service than thoséhwower priority. WFQ cycles through queues, samits bytes
proportionally to the value of the weight for eagpheue, and fairly distributes the bandwidth alledato not active
gueues again proportionally to the weights theneselv

the system, instead, uses the Dynamic WFQ (DWR@dapts run-time the bandwidth allocation for leagieue
supporting a proportional differentiation model @QoS, like AWTP. In [6], we have proposed a newodtgm for

weight updating in the dynamic WFQ scheduling giboe based on the Knightly's theory. Applying thiesolute QoS
approach, we have issued it in the following sirtiates.

3.1.1.2.1 Network scenario

The simulation analysis about DWFQ has been camigdn the same network scenario we have useAWstP. It is
composed of four sources of traffic and three na,tas depicted in Figure 12. Also in this case,fitst router is able
to (re-)mark and to classify the incoming traffighile the remaining routers simply route the pask&ach router
subdivides the incoming traffic in four queues,teaae corresponding to a different Differentiatedvices class (the
quality factors 1, 2, 3 and 4 are assigned to ¢he fueues, respectively). Like in case of AWTRhemuter discards
about 50% of the received traffic, sending it tooale that acts like a trash, while the traffic tisagenerated b$ource
1 andSource 2 and reach the receiver is measured and monitored.

The absolute QoS techniques can be applied ortllgerfirst router, which is able to promote or dovaug the UDP
traffic, because it is considered as the ingresddyaouter in a Diff Serv domain.

We set the link capacity between routers to 100tidbivhile the links capacity between sources anders is 500
Mbit/sec in order to avoid queuing at the sourcgoubuffer; furthermore we have assumed that tifeebsize at the
router output interfaces is set to infinity to avtdsses.
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Source 2 Trashl
Figure 12 - Network scenario

In order to compare the behaviour of absolute QeIBgUAWTP and DWFQ, we have used with DWFQ the same
aggregated traffic, which, recalling from [7], ismposed of different real backbone traffic traces:

1 TCP source, with an average traffic rate of 16tidb

e 17 video sources, each one with an average tratfféecof 280 Kbit/s,

e 3 audio sources, each one with a average traffl©@dbit/s.

This traffic aggregation is replicated for eachsslaf service and lasts for 60 seconds, reachitaféhabout 80 Mbit/s
on average. During two time intervals (betweendd) 25 seconds and between 40 and 55 seconds) aifiw is added
in order to create higher network load conditiansto almost 100Mbit/s. This is exactly the samedus [7]
This added traffic is constituted by:
» A constant packet inter-generation time of 0.00d @&d a constant packet size of 4 Kbits betweeantd25
seconds;
» A constant packet inter-generation time of 0.002 @&d a constant packet size of 7 Kbits betweeant55
seconds.

We have assumed that the traffic that is generateldy the audio and video sources and the artificialree are all
considered real time and uses UDP transport and is about 20% of the whole aggregate; instead onlyapt of the
UDRP traffic initially assigned to the worst class an be promoted or downgraded.

The first set of simulation parameters is reponte@able 3.

Table 3 — first set of configuration parameters

S=10 ms Fixed threshold (the value has been selected ieroa
properly check the correct operation of the proposth a
path composed of three routers)

Kyp=5 Number of consecutive values of thé"q@ercentile of the
end-to-end delay of the UDP traffic to be considefer
promotion

Nugo=10 The number of packets needed for calculating th® [99

percentile of the end-to-end delay for the UDPfiaft is
lower thanN because the UDP traffic that can change
class is only the 20% of the total traffic (themefoa
higher value would excessively slow down the systierm
to the delay introduced in the measurement process)

P,=0.9 Pole of the low pass filter for promotion

Kgown=20 Number of consecutive values of thé"q@ercentile of the
end-to-end delay of the traffic in an aggregateb®
considered for downgrading the UDP traffic. Theueals
significantly bigger thanK,,, since the traffic should
return in the worse class only when the delay domh
have been better enough for a certain time

N=100 The number of packets needed for calculating th® [99
percentile of the end-to-end delay for the trafficeach
class
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Paoun=0.9 | Pole of the low pass filter for downgrading |

3.1.1.2.2 Analysis of collected results and comnsitiens

As we have done with AWTP we start comparing thredhdifferent methods for promoting the UDP traffaur
evaluation takes into account two factors, i.e.dtability and the reaction speed of the systeinafific changes, as we
have highlighted in the above section.

We recall that all the figures represent tisep (Diff Serv Code Point, i.e., the class) value o thDP packets of the
flow(s) that can change class: it starts from 1 @entlreach value 4, which corresponds to the less.c

We start simulating the case of promoting the UEH¥it using the threshold method wiky,=5 and downgrading
using the threshold method wik,w=20 (Figure 13). We can notice how the thresholthog in promoting the traffic
appears both slow and very conservative: the macpeed is quite poor (the class change happenfashtime 1.5
sec after the traffic change and after 6 secondsi$e of the second traffic change), and the sydtsan’t follow the
traffic oscillations. We have to take into accoafgo a peculiar behaviour of the scheduler DWFQ, timacase of
network congestion, tends to highly increase thHaydef the first class without keeping the servim®portionality
between the different classes as dictated by thmahuatio of the quality factors assigned to equkue. This means
that there is a significantly gap between the defatye first and second class, while the delaytheflast three classes
are more similar. As a consequence, after the cla@sge due to the increase of the network lo&dsystem stabilizes
with the issued UDP flow on the second class, wisdhdeed able to satisfy the SLA without any ottlass change.
While considering the moving average method (Fidi#efor promaotion, it appears slightly better:rfrdhe one side
the promotion happens after 1.5 seconds at thetfafic increase, like the threshold case, while¢he second traffic
increase after only 4 seconds. On the other shidentethods show more reactivity to the traffic bestions, better
following also small traffic increments and decrerse

a5 Salti dzcp 45 Salti dscp
4
3
33
23
3
2 25
15 2
1.5
1
1
05 05
D T T T T T T D T T T T T T
0= 10s 20= a0 40 =0s Els 0= 10= 20= 30z 40z s0s G0z
Figure 13 - Promotion by threshold withK,=5, Figure 14 - Promotion by moving average withK =5,
downgrading by threshold with K;4,,=20 downgrading by threshold with Kgy,n=20

If we consider the low pass filter method (Figuf,lalso in this case the UDP traffic promotiontted first traffic
increase happens after 1.5 seconds from the trelfffamge, while at the second traffic increase fipeas after 3
seconds from the traffic change: for this reasas thethod seems better than the threshold and moswerage
methods. Moreover this last method better follolws traffic oscillations in particular during thecsed traffic
increased after 40 seconds.
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Figure 15 - Promotion by low pass filter withP,,=0.9, downgrading by threshold with Kgou:m=20

Following the same approach we have adopted for RWiTe have tried to optimize both threshold and impv
average methods for promoting the traffic, reduding number of samples of the 99th percentile eféhd-to-end
delay of the UDP traffic, t&,,=2.

With this new configuration the moving average meth{Figure 16) doesn't reduce its reaction timehjlevthe
threshold (Figure 17) reduces only the reactioretahthe second traffic change: now the promotiappens in 3-4
seconds like moving average and low pass filtegaRding the reaction to traffic oscillations, siigant changes are
not detected in comparison with the case of ¥ap

In general, we can conclude that when the netwaeill increases we should adopt the low pass filethod, in order
to have both a quick promotion of the real timéfitaand a good reaction to traffic oscillationsatsility).

i Salti decp 45 Salti dscp
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35 33
3 g
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Figure 16 - Promotion by moving average withK,,=2, Figure 17 - Promotion by threshold with K,=2,
downgrading by threshold with K;4,,=20 downgrading by threshold andKy,n=20.

Let now fix the UDP traffic promotion method to thew pass filter and analyse instead the diffenmethods for
downgrading the UDP traffic. We have to evaluat¢hbloow fast the system reacts to a traffic reductmd the
stability, which is how frequently the UDP traffibhanges class when the network traffic oscillaf@s.this reason we
have initially set a quite high vall&,,,=20 for the threshold and moving average methods.

Comparing again the three methods in downgradirgy taking into account the above explained behavafuthe
DWFQ algorithm, the threshold method appears tarioee conservative (Figure 16), because the UDRidraf
downgraded when the traffic load reduces slightid @&mains in the second class till the trafficrément finishes.
This happens in both cases of the network loackase.
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If we reduceKyoun to 10, the system appears to be more reactivau@&ij8). Considering the first traffic change the
system tries to follow the network load oscillasomand, as a consequence, there are frequent joetpeen classes.
However the reduction d€,,., to 10 causes a not good reaction to the secoffit tirrccrease, because the system does
not really follow the traffic oscillation.
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Figure 18 - Promotion by low pass filter, downgradig by threshold with Ky,,=10

On the other hand, if we consider the moving averagthod (Figure 21) we can naotice that after tiitéal promotion
of the UDP traffic, there is an immediate downgnaglifollowed by another promotion and so on. Thesallations
happen every time there is a class promotion oftB® traffic, like in case of AWTP. This behaviazan be explained
by the fact that the calculation of the moving ager is made with a certain number of samples o®#iepercentile of
the end-to-end delay. At the beginning of the tcathange a lot of those samples are still undeffited threshold and
only a small number are above the threshold. Asrssequence, while the UDP traffic needs to be ptedjathe
moving average of the 8%ercentile of the end-to-end delay on the worsssckan result for a period of time still
below threshold and the UDP traffic is then dowdgi This situation causes observed oscillatiorfter Ahis first
period of transition, when the number of samplesvabthreshold increases, also the moving averag@tseabove
threshold and the UDP traffic isn't downgraded awmusly any more. This explanation is confirmedthy fact that
reducing the value dfq,, the oscillations are not so frequent. Indeedhis tase (see Figure 20 and Figure 19), the
number of samples that are below threshold fonbging average calculation reduces and consequirglgumber of
oscillations.
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Figure 19 - Promotion by low pass filter, downgradag by moving average withKgoum=5
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Figure 20 - Promotion by low pass filter, downgradig Figure 21 - Promotion with low pass filter,
by moving average withKgoum =10 downgrading by moving average withK gu;m=20

Finally if we consider the low pass filter methddgure 22), we can observe that there are som#adixris. These are
more than in the case of moving average, in pdaticduring the second increase of the traffic loBkiis is probably
due to the fact that the system try to follow h# traffic dynamics very well, resulting in a coetgl instability and in
continuous class changes. However even with a ehamthe pole, from 0.9 to 0.8 (Figure 23), thetesysbehaviour
does not improve significantly.
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Figure 22 - Promotion by low pass filter, downgradig by Figure 23 — Promotion by low pass filter, downgradig
low pass filter with Py,=0.99 by low pass filter with Pyoun=0.8

Aiming to have a stable system but also fast readb traffic reductions and changes, we have ¢otlmeshold method
with Kqgoun S€t to a value between 10 and 20, according taléiseed level of reaction to the traffic chandges,the
downgrading of the real time traffic.

3.1.1.3 DWFQ vs AWTP for absolute Qos Support

Comparing the two considered scheduling algorith&/TP (in [7] and in Section 3.1.1.1) and DWFQ @ection
3.1.1.2) aiming at supporting absolute QoS, we patice that they show a similar behaviour. Consiggithe

promotion methods, DWFQ appears more reactive B\&fTP, showing very short delay between the trafiicrease
and promotion, in particular in the case of theosectraffic change. However AWTP appears more lidizand
consistent, because when the network load leadsrigestion, the system reacts accordingly shittiegUDP traffic to
the best class (class 4), while DWFQ instead segsithe worst queue and consequently the UDPdnaffnains in the
second queue because there the SLA is alreadyieshti his situation is emphasised when threshaldnoving

average methods are used in promotion Wi+ 5, while improves slightly if we reduce the valuelqf, in particular
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at the second traffic change. As a consequencehave chosen to use low pass filter with pole edoaD.9 as
promotion methods for DWFQ.

Of course, the saturation of the DWFQ schedulewylting in performance (i.e. delay) quite far fréing proportional
to the mutual ratio of the assigned quality factamakes the scheduler a poor choice as to be degploy a real
network, where congestion phenomena can occur filomto time, even when a good planning of resoathtxation
and accurate SLA management have been applied.

Looking to downgrading methods, we find out thaboth DWFQ and AWTP, the moving average and lovs figier
show a lot of oscillations, because of their trytodollow any traffic change, which results in ighhinstability of the
system. For this reason we select, also for DWR&threshold method witky,,, set between 10 and 20.

If we now compare the best methods for each schegalgorithm, that is the moving average wKl,=2 for
promoting and threshold witly,,,=20 for downgradingn case of AWTP (Figure 24) and low pass filterhmtole
Py=0.9 for promoting and threshold witkg,.w=20 for downgradingin case of DWFQ (Figure 25), we can see that
AWTP follows in a smoother way the traffic dynamigghout saturating the first queue, as DWFQ ddedact it
reacts quite fast when there is a load increasedéiays between the time of the traffic change taedoromotion is
similar to DWFQ) and in case of traffic congestassigns the UDP traffic to the best class withoahynoscillations.
This behaviour is confirmed if we look at the delafythe UDP traffic that can change class in bdtbd above
mentioned situations (Figure 26 and Figure 27 retspy).

As a consequence, we can conclude that the bethatios to achieve absolute QoS in an IP netwoitkimg on a
proportional relative model for QoS is to adopt A&TP scheduling algorithm with moving average with=2 for
promoting and threshold witky,.=20 for downgrading. This choice takes also into aotdhe conclusion we have
obtained in [6], where we showed that AWTP behdwetter than DWFQ since it maintains the proportiGegparation
between classes in any traffic condition. Indeed, must keep in mind that apart from the trafficttban change
dynamically class of service to address its SL&,rmaining traffic within the network is grante@thna service that is
not absolute but proportional in accordance with d¢stablished price model or other agreements,hadnie strictly
related to the mutual ratio of the quality factassigned to each queue.
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Figure 24 — AWTP, promotion by moving average with Figure 25 — DWFQ, promotion by low pass filter with
Kup=2, downgrading by threshold with Kgowm=20 pole P,,=0.9, downgrading by threshold andKgow=20
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Figure 26 - AWTP, 99th percentile of the end-to-endielay of the UDP traffic: it starts in the first dass (blue)
than is promoted to the second class (red), to thihird class (green) and finally to the best classcyan). The
threshold for promotion is fixed to 10 msec.
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Figure 27 — DWFQ, 99th percentile of the end-to-endelay of the UDP traffic: it starts in the first class (blue)
than is promoted to the second class (red), to thihird class (green) and finally to the best classcyan). The
threshold for promotion is fixed to 10 msec.

3.1.2 Detailed analysis of AWTP to achieve absoQis

In the previous paragraph we have concluded tleab#st approach for supporting absolute QoS gusanh an IP
network relying on a proportional relative modet fuality is to use the AWTP scheduling algorithrithwmoving
average withK,,=2 for promoting and threshold witKg,=20 for downgrading. As a consequence we propose to
deploy this option in a NGN, such as the telecomiation infrastructure referred by the OPTIMIX pzof.

In the OPTIMIX documentations, we have stated mémes ([6] and [7]) that the IP network is QoS dedb
implementing the Internet Differentiated Servicesh#tecture. Figure 28 depicts the OPTIMIX IP netkvahe border
routers of the DS domain allow the connection efdtreaming server and the base stations to thertPinfrastructure.
All the routers in the DS domain will use the AWaRjorithm for scheduling the traffic flows. In patilar the DS
Boundary Nodes (routers in green in the figure)ehbeen enhanced in order to support the designsoluad QoS
solution by the introduction of the described psscef upgrading and downgrading the current sergiass of the
issued real-time (multimedia) UDP traffic, by a me@ement mechanism based on a moving averagekyyj? for
promoting and threshold witkyw=20 for downgrading. This means that these nodesvedbe feedback regarding
the 99" percentile of the end-to-end delay of the traféic each class and then evaluate if the SLA issad for the
real time traffic. If the requirement on the deiayot addressed, the ingress node is able to kethareal time traffic
in order to promote it in the better subsequerg<cl# during the transmission the SLA is satisfhin by the worse
closer class, the router can remark the real traféid in order to downgrade it to that class.

FP7 ICT Call 1 Key line 1.5 “Networked Media” Page 25/45



OPTIMIX FP7-ICT — Grant agreement n°214625 project Deliverable D3.1c version 1.0

From an implementation point of view, it is necegga identify the method that should be used tibecbthe end-to-
end delays of the traffic flows. In the OPTIMIX eéronment we can imagine to have two different ali
approaches:

« Receiver-oriented: according to the OPTIMIX arctiitee [10] the triggering framework can be usedrider
to send the delay information. This means thatféeelback is first sent to the Mobile Observer thit
provide it to the ingress border router, if a nadehe network has subscribed to the notificatiofghe
feedback itself.

» Egress border router-oriented: we can supposeftbatelay that is measured for one class betweerbbrder
routers corresponds to the delay of every flowsgihg to that class between those border routerthis
case we can imagine that the ISP measures thesdefdle traffic flows between each couple of irsgrand
egress border routers and for every service crassder to verify if the SLAs with its customersdulfilled
or not. As a consequence the ISP can make thematan on the delay available to the ingress rauier
order to implement the proposed technique for albsdDoS guarantees relying on a proportional motlel
quality.
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Figure 28 - OPTIMIX network architecture

In order to better understand what the performamicéhe designed solution for absolute QoS in theT X
environment are, we must deeply evaluate the twpgsals. For doing this, we have considered thrgkdr scenarios:

* In areal situation the feedbacks need some tinagrtee from the Mobile Observer or the monitorimgde of
the ISP to the ingress border router. We need atuate what is the impact of this delay on the hltedQos
solution.

* The traffic flow could go through a great numbemofles; in a first analysis we considered onlydhedes;
we consider now six nodes.

* In a first analysis we have set the quality factfreach issued schedulers to 1, 2, 3, 4 for the $ervice
classes, respectively. We now investigate the hiebawith different values, for example increasitiege
distance between the classes: more precisely,atues 1,4,8,16 for the four service classes, reéispdg are
configured.

Moreover we have to properly evaluate the impacowf proposal on the OPTIMIX architecture. This dmndone
considering the resulting delay and delay-jittethaf real time traffic. The jitter in particularvery interesting because
provides an idea of the magnitude of the reordepimgnomena (possibly caused by the promoting dpagt This is
done looking at the jitter statistical distributiand considering the peak to peak distance, tffep@ecentile and the
variance of the delay. The jitter has been caledlats the difference between the values of thet@edd delay of the
UDP traffic that can change class and the meahisfielay.

However, it is worthwhile to point out that by aftawing mechanism at the egress border router aptbper DSCP
marking, the re-ordering phenomena can be everdasidin the IP core network. Otherwise, the rece{ier at the
RTP-level or audio/video decoder) will be in chaojét.
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Some considerations about the impact of jittertmn@oS perceived by the end-user in the OPTIMDhigecture will
be reported in D3.2c¢ [11], being the same as ferintroduction of other mechanisms in the IP witece network (i.e.
the designed Traffic Engineering system with fagdtilience capability, also modelled in the simolaichain).

In the carried out analysis we have used the saaffiictaggregate as in the comparison between AVafé DWFQ,
described in Sec. 3.1.1.2.

3.1.2.1 Feedback delayed

We start evaluating the impact of the feedbackydeda a consequence the information about the @®ed delay at

the receiver arrives after some time to the ingbesder router and hence there will be a delajpérouter reaction and
decision in either promoting or downgrading théfica

We have considered three different values of tedldack delay: 20, 50 and 100 msec. for each vatubave analysed
how quick and stable is the system in promoting @maingrading the UDP traffic, as well as thé"$@rcentile of the

end-to-end delay of the UDP traffic allowed to cparlass and its jitter.

Considering the shortest delay, we can notice tthetbehaviour of the system is quite the same dkeircase of no
delay: the graphical representations of the DSQ&evalong the simulation time (Figure 29) are varyilar, therefore

the introduced delay does not impact significantlg speed of the reaction and the stability of $histem. As a

consequence also the™@ercentile of the end-to-end delay of the jumpWigP traffic is very similar to the one
without latency in the feedback transmission (Fég8®).
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Figure 29 - AWTP, promotion by moving average withK,,=2, downgrading by threshold with Kgo,n=20,
feedback delay of 20 msec.
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Figure 30 - AWTP, 99th percentile of the end-to-endelay of the UDP traffic with a feedback delay 020 msec.

In the next case the feedback delay is 50 msecD®EP values (Figure 31) are quite similar to thevipus case
during the first traffic change, while they vargusificantly during the second traffic change. Whiea traffic increases
for the first time the system reacts quite fashvahly 2 seconds of delay from the traffic charde, in the previous
case and the case without latency in the feedbadisiission. Instead, when the traffic increaseshi® second time,
the delay in the reaction is quite high (10 sechnidisve move to the case of 100 msec of feedbaatéyd(Figure 32),
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we can see the same behaviour, but this time tlay dte the reaction at the second traffic changevger than in the
case of 50 msec of feedback delay (5 seconds).

Comparing the three analysed cases we can undérhbéhe overall system has very similar behaviuning the first
traffic change, while the performance is differanthe second traffic change. This is due to teetfat the introduced
delay affects enough the system behaviour in athatythe delay samples of the jumping traffic dilequite different
when the second traffic change appears, leadirgjgtaificantly diverse reaction time and performarncehe end.
Concluding that a feedback delay of 50 msec ismbiest case while higher feedback delay are befterong, because
the impact of the feedback delay on the traffian@@gements at the first routers strongly depemdthe source traffic
profile and therefore extremely variable in genefétherefore, we can state that a short latencyhen feedback
transmission makes the system more robust andrperfg whatever the addressed scenario.

Moreover we have to take into account that the lfaekis traffic is control traffic and, accordingliest practices of
network configuration, it is delivered as traffigthva high priority and consequently cannot experéehigh delays in
practice, i.e. a feedback delay of 20 msec is kstieahypothesis even for large core networks.

Figure 33 and Figure 34 depict the behaviour ofa#iepercentile of the delay of the jumping UDP traffaspectively
in the cases of 50 and 100 msec of feedback dBlh. show a behaviour that is in accordance wighRISCP changes
as illustrated in the previous figures (Figure 8t &igure 32 respectively).
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Figure 31 - AWTP, promotion by moving average with Figure 32 - AWTP, promotion by moving average with
Kyp=2, downgrading by threshold with Kgwn=20, K,=2, downgrading by threshold with Kgoumn=20,

feedback delay of 50 msec. feedback delay of 1000 msec.
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Figure 33 - AWTP, 99th percentile of the end-to-endelay of the UDP traffic with a feedback delay 060 msec.
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Figure 34 - AWTP, 99th percentile of the end-to-endelay of the UDP traffic with a feedback delay o100 msec.

Let's now consider the effect of the feedback delaythe end-to-end QoS. In order to do this, weeteso evaluated
the end-to-end delay and the jitter. In the casa feledback delay of 20 msec the end-to-end dsldgpicted in Figure
35, which shows peaks in correspondence of théctictfanges, in particular the first one, where ¢bagestion is very
high and the connection is near the saturation.deiay in this case has a variance of 9.23 mse6d" percentile of
10.449 msec and finally the peak to peak distafdd @88 msec.
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Figure 35 - End-to-end delay of the UDP traffic thacan change class, in the case of 20 msec of fesdlodelay.

If we now consider the case of a feedback delayOoimsec, in Figure 36 we can notice that the erehtbdelay has
higher peaks and in general different values, tezahe UDP traffic that can change class has beamaged
differently from before. In this case the delayiaace is 10.8 msécthe 99" percentile is 11.158 msec and the peak-to-
peak distance is 19.981 msec.

Lastly, in the case of 100 msec of feedback deteyend-to-end delay (Figure 37) has the same balvass in the
previous case, with slightly higher peaks. The yletariance is 11.875 msethe 99" percentile is 11.64 msec and the
peak-to-peak distance is 20.609 msec.

Comparing the three analysed cases we can notitethincrease in the feedback delay causes & sligisening in
the end-to-end delay and also the jitter becomggitaas reflected in the delay variance and tlak-pe-peak distance.
This means that the higher the feedback delaywihiese the user perception of the displayed videeast at the
receiver.
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Figure 36 - End-to-end delay of the UDP traffic thacan change class, in case of 50 msec of feedbdelay.
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Figure 37 - End-to-end delay of the UDP traffic thaican change class, in case of 100 msec of feedbdelay.

3.1.2.2 Different number of hops to cross

In order to evaluate the designed solution fordhsolute QoS support in a more realistic scenar@have also to
consider the case of more than three nodes todssexnl. For this reason we have made simulatiomg ashetwork
scenario in which there are 6 routers, as depictdtigure 38. In this scenario, we expect to haggeater end-to-end
delay, hence we have increased the threshold flelay10 msec to 20 msec, as specified in the isSled

Figure 38 - Scenario with 6 nodes
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The DSCP value (Figure 39) changes roughly asénptieviously analyzed cases, when the traffic ioadeases. In
particular we can notice that the system reacte dast to the traffic increases, both the firad &me second one, while
it is more conservative and stable when the traficreases. In fact, when the traffic decreasefiréitdime (at around
25 sec) the system needs 6 seconds for comingtbattie first class. The same behaviour can be wbdarvhen the
traffic decreases the second time (at around 58nsisg. This is probably due to the fact that withr@ater number of
nodes the delay at the receiver is greater andsybtem requires more time to update all the dekdyes of the
threshold buffer, which has 20 samples, than ircse of three nodes.
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Figure 39 - AWTP, promotion by moving average withK,,=2, downgrading by threshold with Kg,,n=20,
feedback delay of 20 msec, and 6 nodes
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Figure 40 - AWTP, 99th percentile of the end-to-endelay of the UDP traffic with a feedback delay 020 msec
and 6 nodes

The expected increase in the delay is evident faplkit the delay of the jumping UDP traffic (botle tand—to-end
simple values as shown in Figure 41 antf percentile as depicted in Figure 40), which haakpeof 27 msec instead
of 18-20 msec as in the case of three nodes.

Looking at the jitter, we have that the delay vaciais 32.7msécthe 99" percentile is 17 msec and the peak-to-peak
distance is 26.9 msec. These results show that Wieenumber of nodes increases, not only the emhtbdelay is
higher, but also the jitter increases. As a consegel we expect that the user perceived qualityoissevthan in the
previously analysed cases.
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Figure 41 - End-to-end delay of the UDP traffic thaican change class, in the case of 20 msec of featlbdelay
and 6 nodes

3.1.2.3 Different values for the quality factors othe scheduler

Finally, we have augmented the distance betweerségce classes in terms of provided relative @o8rantees
changing the quality factors: we have now configutteem to 1, 4, 8 and 16, respectively for the foasses. In this
analysis we have supposed to have a feedback oeRiymsec.

Looking at the DSCP value picture (Figure 42), \wwa aotice that the system reacts quickly to thet fiaffic change,
showing the same behaviour as in the previous wéthequality parameters equal to 1, 2, 3 and 4peesvely for the
four classes. Considering instead the seconddrelffange, the system is slightly slower, becausegitires 5 seconds
to react. This is mainly due to the fact that thadfic is moved differently into the classes and ttelay of the UDP
traffic increases more slowly (Figure 44). Howeverpadly speaking, the DSCP value trend is sintilathe one
tracked in the previously analysed cases.

The performance of the system shows a general waprent in the end-to-end delay of the jumping UlBddfit,
highlighted both in the graphs of the end-to-enthyl¢Figure 44) and of the #9ercentile of the end-to-end delay
(Figure 43); also the delay peaks are lower thahemreviously analysed cases (about 14 mseaihstel18/20 msec).
Considering the jitter, the delay variance is 41iseé, the 99" percentile is 7.34 msec and the peak-to-peakristis
14.428 msec. It is clear that increasing the nadatdistance between the service classes in ternpovided QoS
guarantees has caused also an improvement inghkimg jitter, since the variance, the"98ercentile and the peak- to
peak distance are lower than before. As a consegueve expect a significantly improvement in theryserceived
QoS at the receiver.
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Figure 42 - AWTP, promotion by moving average withK,,=2, downgrading by threshold with Kjown=20,

feedback delay of 20 msec and quality factors 1, 8, 16
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Figure 43 -AWTP, 99th percentile of the end-to-endlelay of the UDP traffic with a feedback delay of @ msec

and quality parameters 1, 4, 8, 16

FP7 ICT Call 1 Key line 1.5 “Networked Media”

Page 33/45



OPTIMIX FP7-ICT — Grant agreement n°214625 project Deliverable D3.1c version 1.0

delay jumping UDP traffic

0,016

0,014

0,012 ]

0]01 [ | I

0,008

0,006 I

0,004 1

0,002

Figure 44 - End-to-end delay of the UDP traffic thacan change class, in case of 20 msec of feedbdelay and
quality parameters 1, 4, 816

3.2 Impact of the designed traffic engineering mechanism with fault resilience capability

The goal of this section is to evaluate the depleyiof the Traffic Engineering mechanism with fardsilience
capability designed within the framework of the @KIX project (see D3.1a [6] and D3.1b [7]) in anvB’network.
The analysis is carried out in general as for atf@eneration Network (NGN), but the primary goatasunderstand
how the OPTIMIX’s JSCC/D system behaves in presericelink or node failure in the network, when tiesigned
system for robustness is implemented.

Such an analysis is also helpful to properly matiel IP Network module in the simulation chain, vhighould
consistently consider all the relevant componenesghanisms and functionality of a NGN.

The effect of the TE system is manifold. At a figkance, we could focus our attention on delayaydtter, loss and
possibly re-ordering phenomena in case of a netfaarik.

The specification of the order of magnitude andireabf the mentioned impacts should be the regudbnsiderations
regarding the functioning of the involved protogole. MPLS (and mechanisms (e.g. FRR), as wellofaghe
guantitative results collected by the already pented simulation analysis (see deliverables D3.]1af@l D3.1b [7]).
Last but not least, the specific application antivoek scenarios of OPTIMIX project is to be takatoi account.

In order to provide reliable and consistent qutilieaand quantitative conclusions, it is criticalwell identify all the
steps taken by the TE system when a link or noitierdahappens within the IP network. Both the ofiatpof designed
advanced Haskin and ONE-to-One Backup FRR techeigfieMPLS and the process flow for the re-calcolatof
Working and Recovery Paths (WPs and RPs, respggtimee to be considered in detail. All the expléma and
descriptions about these aspects are included ibaD®6]) and D3.1b ([7]). Therefore, just the madsults and issues
are going to be reported hereafter also for the séllarity.

First, given a network (in terms of topology, lin&pacity and cost) and a set of unicast or muititaffic demands, a
set of WPS and related RPs is calculated for themed requests.

Second, MPLS signalling (by means of RSVP_TE or DR} is used to establish the calculated primary lzaxckup
paths in the network.

Both these two operations are performed off-lind tirerefore do not have really an impact on thetime operating
and performance of the network.

In absence of faults, the loss and delay of th@dBkets flowing from the ingress to the egress @orduters only
depend on the number of crossed nodes and thengupracess at each router interface.

When a failure happens, the enabled FRR techniangeactivated. The affected traffic is first bowhdack at the POD
(Point of Detection) on the WP in the reverse diogcand then switched into the associated RPeaPL (Protection
Switching LSR). By the RP the traffic reaches theess border router either returning on the WP diokithe failure
or not, depending on the issued FRR techniqueddtal or global repair, respectively).

Re-ordering phenomena can be avoided by applyirffging at the routers of the wp between the PSd BOD,
therefore the considered traffic is affected onpldss and delay/delay jitter.

By FRR, loss is related to the packets that aréteethe impaired link or node before detecting fliture. Typically,
the detection is performed at data-link layer witféw ms, e.g. 10 ms for Ethernet. Of course, tteah number of lost
packets is directly proportional to the packet @tthe issued multimedia flow.
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The extra- delay and delay jitter due to the failare related to the number of nodes in the Witheatgbetween the
POD and PSL, and the difference between the RPVERdlengths, as well as the crossing time of eacholRer
interface.
The first contribution can be made lower than 50 assin SONET/SDH network, while the last one &8y related to
the class of service of the considered traffic aetivork load. An approximation of 10 ms was madengduour
previous analysis, as a reasonable value for medtiendata in a NGN.
Depending on the size of the network and the tfgptimization carried out when calculating the WaPsl RPs for the
accepted traffic demands (i.e. of either the spapacity or the overall switching delay in the netiq, the difference
between the lengths of the primary and backup peghsbe of a few nodes and the number of links éetmthe POD
and PSL could be 3 at most. Therefore, the exti@ydexperience by the traffic concerned by a nekwaiure should
be lower than 100 ms on the whole, even for bigopatitan/geographic telecommunication infrastruesu
In the end, the extra-delay/delay jitter expereghby the traffic in case of failure is of somest&i ms up to 100 ms,
with a very high probability. An interesting poitat further investigate could be the new statistaelhy distribution of
the multimedia data, which is not so easy to detesrm general. However, it is worthwhile to higitit that due to the
buffering applied at the routers between the PODRSBL, a burst of packets is expected at the receat least as long
as the said buffers are being emptied. After tthet,received packets should experience a delay/gitter along the
RP that is of the same nature as the one along/théefore the failure, apart from a possible défemumber of nodes
to be crossed that can lead to a longer or shenigto-end delay within the IP network.
A simple but consistent modelling of the IP netwdok a link or node failure managed by the desigmédsystem
could be as follows:
1- to discard packets for a period equals to theatien time of a network or node failure (e.g.ns§)
2- during the traffic switching period, to buffeackets for an extra-interval of time randomly stdd from 20 to
100 ms (for example with a uniform distribution)her than the delay applied in ordinary networkditons
3- to apply loss and delay to the following packefsthe issued multimedia flow, as in ordinary netk
conditions (i.e. without a failure), possibly withdifferent average value (depending on a diffezencthe
lengths of the wp and associated rp)
4- to inject an additional delay or short burst whke issued multimedia flow comes back to the \&fie the
fault recovery). Because the WP and RP could haliferent length and a buffering could be requiatdhe
PML (Protection merging LSR) to avoid re-orderinggpomena when the primary path is shorter.

Concerning the operating of an ordinary networkwad as the specific scenarios of OPTIMIX projettte analysis
should also consider the addition of new trafficndeds, changing of transmission capacity for careless links, as
well as the user mobility, which all require thdocdation of further couples of WPs and RPs runetiffRor the former,
we do not have really an issue, because the ndfic tvaill be admitted within the network only whethe related
primary and backup paths have been establishedhEdatter ones, a new couple should be calculatedconfigured
transparently to the user, who can move from omse{station/access point to another, while in stiegmr involved in
interactive audio/video communications.

From simulation results performed by a laptop PGimmed with an Intel Core Duo T2250 1.73 GHz of B BAM,
and GLPSOL version 4.9 (the solver LP/MIP GPLK d&lnne [8]) for the unicast case (see D3.1a [6{) laypa PC
laptop equipped with Intel Core 2 Duo E8400 3 GHthv8.23 GB of RAM, and version 4.9 of GLPSOL fdret
multicast case (see D3.1b [7]), the processing tifrthe designed TE system can be of some hundrfedis to some
tens of s, depending on the point-to-point or ptoamultipoint nature of the new WPs and RPs tachleulated and
their complexity. While, the used RAM is not readly issue.

However, if we consider just a few couples of priynand backup paths, either with Haskin or One-tee@ackup
FRR, with either fixed or variable length Us, tladstime is of some hundreds of ms (as reportafieniast results of
D3.1b [7]), even without any optimization of the @oyed ILP solver. Such an optimization, which ddoavoid at
least the re-building of all the constraints in thE system at any new run-time calculation, thecpssing time should
significantly reduce to less than 100 ms. RegartliegWPs and RPs setup, even for large network or@ than some
tens of ms of delay are introduced.

On the whole, the resulting latency should allow $eamless user mobility, still maintaining robests to network
faults.

For this last issue, an improvement could be th@ge pre-calculation of WP and RP pairs for thosdfic demands
that could require it in future. For example, cagpbf WPs and RPs can be identified before handvery base-
stations/access points close to the ones the asersurrently connected, and if necessary, ressye-allocated for
them. In a real implementation, the integrationnsetn the designed TE systems with the control pfanposed in
OPTIMIX can be really profitable for the purposadéed, the triggering engine makes available feddbabout the
wireless connections to both the mobility managememponents and protocol, as well as to the TEegysallowing
them to work synergically and well synchronized.

In terms of modelling of the IP Network module, ttedculation of a new couple of WP and RP for araly active
multimedia flow can be managed the same way aswlitehing of the related traffic from an RP to #&sociated WP
after a failure recovery, since in this case thaching from an old WP to the new wp happens aredpttocess is quite
similar. Essentially, the introduction of a shoxtra-delay on the multimedia data, when the newigvMBnger than the
old WP. Otherwise, a buffering to avoid re-ordempfgenomena is applied at the egress of the network.
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The present analysis is critical in order to eveduhe quality of the received multimedia dataase of network faults.
The additional loss and delay/delay jitter on thensmitted packets have an impact. The RTP opestimss
concealment and resilience mechanisms at tranapdrapplication layers should compensate enougtinéon in order

to have an acceptable quality in all network caods.
Accordingly, the IP Network module of the simulatiohain will be enhanced. The more relevant effet network

fault when deploying the designed TE system willpbeperly modeled and an analysis on the resul@o& will be
carried out.
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4 Security

In the previous deliverables D3.1a [6] and D3.1pw& have already introduced the enhancementsitbedt analyzed
during the OPTIMIX project.

In D3.1a we have published the analysis of progressncryption. This method can spare CPU resouloesg the
ciphering by running the encryption algorithm omcatenated packets without costly reinitializati®he overhead is
that we have to signal the offset of the packéis @ffset is calculated from the last initializajon each packet. In that
analysis we have investigated the AES cipher aadHiAC-SHA1 authentication algorithm.

In D3.1b we have published the analysis of a ngaheri that can outperform the commonly used AES-I@ikthod.
This cipher is the ChaCha cipher, a result of t&&REPT I-Il EU projects from D. J. Bernstein. Alsn,this document,
we have introduced two novel integrity protectioreananisms. One of them is and approximate autlzdiiic
algorithm and a second one is a method to creatiose in the packet and apply integrity code frod them
individually.

The SRTP module has been integrated in both isithalation chain and the test bed. In this documenpublish the
final results of the investigations.

41 SRTP module

In the SRTP module ChaCha cipher is integratedhénsimulator, where we also implemented an enhawneesion of
the APACE approximate authentication algorithm. Tdr@inal APACE algorithm has been implemented fioe
PHOENIX project. In the simulation using the iniefwe can set:

* No ciphering, no authentication (disable SRTP)

» Two different ciphering methods: AES-ICM or ChaGhalependently of the authentication)

»  Two different authentication methods: HMAC-SHA1ARPACE (independently of the cipher)
We have not implemented the progressive encrygtiothe final SRTP module. The reason is that in ¢hee of
multicast WiFi situation, the same frame can be sewmeral times (see D3.3c [12] for details). lis ttase we have to
reset the cipher back to its previous state, sineagepeated frames have the same offset. Thigiaération has a bad
impact on the performance. We are working on thetiem, preserving the good performance, we havseoked
without multiple retransmissions.
Also, the second integrity protection mechanismictvicreates sections in a frame, has not been meieed. The
reason is that from measurements with real WiFngmaissions we deduced that this method cannot figignily
improve the performance. These measurements asentes in D3.3c [12] and the deduction to the it grotection
mechanism is presented below.

4.2 Performance of the ChaCha cipher

We have analysed the performance of the ChaCharcgumparing it to the widely used AES-ICM methbBdring the
analysis we created 1024 byte long data array<igered them with the two algorithms and measuttirgexecution
time. Both ciphers took a complete initializatiamdaencryption phases. We repeated the tests 1@@@00.000 times
and calculated an average throughput value fromréiselts. We have performed the tests on two véiferdnt
architectures: first, a strong (server like) depkiC, with an Intel Q6600 quad-core processor;rs#can embedded
device, used in Access Points, with a 266 MHz Broat MIPS processor.

Repeating the tests 10.000 and 100.000 times madignificant difference in the results, so thecakdted average
throughput is considered to be independent of atferhanisms during the test. The test results easebn in Figure
45,

As the test result shows, the ChaCha algorithmuly faster than the AES-ICM cipher. This resultsmaxpected.
Moreover, we can see that in case of a strong CPdCha outperforms almost 4 times the AES algorithhile in the
case of a weak CPU, the ChaCha performance géamlig’ doubling the speed of AES-ICM. The AES ciphvwee used
in the test was a software algorithm, but it uséarge set of precalculated tables. The ChaChamplemented with C
language, without any assembly code. The testlsagaoven that the SRTP module with ChaCha campé&emented
even on embedded devices or on mobile phones.
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Figure 45 — Cipher throughputs

4.3 Enhanced APACE algorithm

The APACE algorithm was first published in 2006isltan approximate authentication algorithm desigwéh a dual
purpose: first, to give approximation for the ambahbit error during transmission; second, to pobtcontent from
malicious modifications. The two purposes are deglthe same mechanism, as we estimate the nunilmranged
bits during the transmission. We consider that alsnumber of bit errors could be natural or haisslewhile a large
number of bit errors could be already maliciousatural, but also an indication of a heavily danga@fame. In our
applications we will tolerate frames with small rfagn of bit error and drop frames with high numbiebiberrors.

The original APACE algorithm uses a block of coustiéhat count the number of 1s and Os in the pdyémal increase
the counters pseudo randomly. The authenticatiate ds the value of the counter that can be recated! and
compared at the transmission endpoint. The diffsxenf the in frame and calculated counter blockegian estimation
of the bit errors. Previously we used 32 piece it wide counters. According to simulations, thias an optimal
value for 188 byte long MPEG TS frame payloads.

In the current project, we made enhancements oprthéous APACE version.

4.3.1 Counter block

The counter block size was changed to 8 pieceshitfBide counters. First, this is optimized taansport, where 1024
byte long packets are transferred. Second, soner atbdifications let us to increase the size ofdbenters (in the
previous version it was a security issue). Optignahe authentication code (the values of the ¢tensh can be
encrypted with a block cipher. This encryption mets attacks on the counter, as manipulating tkeypted counter
makes huge changes in the decrypted values. Hownervay, even a single natural bit error in éimerypted counter
causes totally wrong estimation during the autlcatiton.

4.3.2 Counter settings

Originally, each message bit was associated taateousing a pseudo random number generator. \tfieelit was 1,
the counter increased. In the enhanced versiorhy pwssage bit is associated to a counter, howévisrtime the
association is based on a pseudo random numberagendhat has an uneven distribution dependingaan
initialization value. This is a security mechanisgainst message related authentication code matilifics. Also, in
the enhanced version, not only 1s but Os affeasctunters as well, preventing chosen plaintexe tgtiacks. 1s
increase, while Os decrease counter values.

We have analyzed the APACE algorithm using simoteti In the simulator we inserted a bit error (flig a random
message bit) into the message and redo the messgigentication code (MAC) calculation. Figure 4@®whk the
difference of the MAC between the correct and exous message as a function of the inserted bitservde have
repeated the tests several times, with similarlt®sthus showing that uneven and uniform distiimg for counter
selection perform the same, while using an unev&niloution is a more secure choice.
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Figure 46 — Enhanced APACE algorithm
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Figure 47 — The old version of the APACE algorithm

In Figure 47 we present the results of the samesunements in the case of the previous version ® ARACE
algorithm. The lengths of the counters were twe loibly and the different colours represent differeamber of
counters in the MAC block. The 32 x 2 bit counteregual to the new 8 x 8 bit counter in terms ef MAC length.
Comparing the results, the enhanced APACE hasterlgrformance as the curve of the old versiombes flat after
a certain number of erroneous bits, in contragth& enhanced version. This means that the enhah&€CE can
signal more error bits.

4.3.3 MAC difference calculation

We have also made tests altering the differenceutztion used to estimate the number of bit errdtse original
difference calculation is said to be linear, assivaply sum up the differences of the correspondiagnters in the
MAC block. Using wide counters, just like 8 bitsds| we can create non linear methods to estimatetfors. We
have tested two methods:
» A step function. Until a certain threshold, thef@iénce is of a counter is counted as it is indlkversion,
however after this point there is a constant, latigen 1 factor multiplicator applied.
» Square function. We calculated the difference efdbunters and used the square of these values.
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Figure 48 — Linear and non linear calculations

Figure 48 shows the calculated MAC difference carivethe function of the bit errors. The figure negents the results
obtained using a step function for the non lineglc@ation. As it can be seen, the curve of thedmcalculation
method becomes more flat as the message bit egrovss, while the curve of the non linear methodteeper. When
expecting large number of bit errors, the non liredculation is better.

In the OPTIMIX project we used APACE also for ségureasons. This means that we cannot allow tooynizt
errors, since in that case natural bit errors aaticious attacks on the message are indistinguish&bthe case of low
number of bit errors, the linear and non linearce@tions result almost the same, so we have seldbie linear
method.

4.4 Partial integrity

The method of the partial integrity protection ds dreate more sections within the payload messadeceeate an
individual message authentication code for a sactihhe MAC for the whole message is the block & sections
MACs. Here we use cryptographic hash code (e.g. BMBHAL) for the MAC calculation. As a result, usittgs
protection method, at the receiver side we canmieith sections were correctly transmitted and Whiere not. We do
not have any estimation to the number of bit errtirit is possible, the bad sections can be igdpr they can be
recovered from a repeated message.
In terms of CPU utilization this method is a vehgeap error protection mechanism, as calculatinguple of message
authentication codes are not so demanding. Howéviera considerable overhead in term of the badthwFirst, the
MACs take significant space in the message. Thgteaf the HMAC-SHA1 is 160 bit, while the one usadBRTP is
80 bhit. Second, the repetition of the whole mesdageandwidth wasting. For this reason, this intggprotection
method can be used in those situations where thg iISRn expensive resource and the bandwidth iapch8uch
environment could be the WiFi scenario, where Asdesints are dumb, but they have lots of bandwédthparing to
a video call's bandwidth demand.
In the OPTIMIX project we have tested the perforomiof the partial integrity protection using 4 saws. In this
imaginary scenario, there were a video call overitiiernet, and a wireless WiFi client was on thd.eThe WiFi
Access Point repeated the frames on the WiFi sgeral times and applied the partial integrity ctamli¢hem. In this
test, we made real measurements on WiFi transmissichanging also the speed of the transmitted efsariviore
details can be found in D3.3c [12].
In the measurements we have 3 cases:
Case 1 This is the most optimal solution using the beatilable transmission strategy (see 3.3c [12]k Th
repeated frames can have different transmissioadsp& here is full integrity protection, the whalessage is
covered with one MAC.
Case 2 The repeated frames have the same transmissemtspThere is partial integrity protection with 4
sections.
Case 3 The repeated frames have the same transmisséaaspT here is full integrity protection.
In the measurements we used 1000 bytes long frameé:sneasured the time that is required to trartbfemmessage
with a gives average success rate (10%, 20%p.tq (100%)
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Figure 49 — Transmission in the 6m scenario
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Figure 50 — Transmission in the 2 rooms scenario

In Figure 49 and Figure 50, we report the valuesiobd in two of the measured scenarios. Firstcamsidered a
distance of six meters between the Access Pointthedeceiver and, second, two rooms (i.e., thnéek bwalls)

between them. The results are different, howeveretlis no significant difference among the cases. gt similar
results in the other scenarios as well.

Table 4 — Transmission strategy for 6m

Success Casel Case 2 Case 3
100 % 7x36 and 1x48 8x36 8x36
90 % 2x36 2x36 2x36
80 % 1x36 and 1x54 2x36 2x36
70 % 1x36 1x36 1x36
60 % 1x36 1x36 1x36
50 % 1x48 1x48 1x36
40 % 1x48 1x48 1x36
30 % 1x48 1x48 1x36
20% 1x54 1x54 1x36
10% 1x54 1x54 1x36
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Table 5 — Transmission strategy for 2 rooms

Casel Case 2 Case 3
7x2 7x2 45x11

1x2 and 4x11 11x11 11x11
1x2 and 1x11 8x11 8x11
1x2 and 1x11 1x2 6x11
5x11 5x11 5x11
4x11 4x11 4x11
3x11 3x11 3x11
2x11 2x11 2x11
2x11 2x11 2x11
1x11 1x11 1x11

Based on our measurement experience, we can bttéhe use of the partial integrity protection hassignificant
advantage. Due to its CPU and bandwidth demandsyilveot use this protection in the OPTIMIX projec
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5 Conclusion

This document is the final reporting document o$k'a.1. It details the final results of transparti ametwork protocol
research and the final design of the correspondiaghanisms. The reader should also take a glimp$&3d@2c, which
contains some more materials about transport atwebrle protocols and open issues.

This deliverable shows a thorough overview on ho®@dP transport protocol can be applied in a multicas
environment. DCCP does not support multicast oaifyn but with tricky IP address changes and padiegtring
multicast delivery can be implemented. Collectimgl aelectively filtering DCCP feedback packets gy &ggregation
server can be advantageous, because the servéngeait can be easily adapted to general needsoVérall packet
loss ratio can be held under a given thresholdetgcting the appropriate client from the multicgsiup: the methods
are described here. We proposed different methodskyorithms to select the client at connectidnsand during the
communication. The number of clients in the mullicgroup can change: the change can be also hanslieg the
introduced techniques.

In QoS issues, an analysis was made considerindAW&P and DWFQ scheduling algorithm, studying diéfiet
approaches for promotion and downgrading the traffifixed threshold, a moving average and a logs ddter. We
compared the DWFQ and AWTP algorithms in the best settings for absolute QoS provisioning, in orttechoose
the proper technique to be used in OPTIMIX arcliitex Finally, we evaluated the impact of the tsedution on the
joint source-channel (de-)coding scheme proposetidyproject.

Considering security, we have seen that severasides could be taken, following the simulationuiés The tests
have proven that the SRTP module with ChaCha camplemented even on embedded devices or on mpbhdaes.
In the OPTIMIX project we used APACE also for ségureasons. In the case of low number of bit exrdine linear
and non linear calculations result in almost thees@erformance, so we have selected the linearagieth

This deliverable closes the work of Task 3.1 withopen issues.
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5.2 Glossary

AWTP

Advanced Waiting Time Priority

DCCP Datagram Congestion Control Protocol
DiffServ Differentiated Services

DP Detour Path

FRR Fast Re-Route

GLPK GNU Linear Programming Kit
ILP Integer Linear Programming

IP Internet Protocol

ISP Internet Service Provider

LER Label Edge Router

LP Linear Programming

LPF Low Pass Filter

LSP Label Switched Path

LSR Label Switching Router

MA Moving Average

MPLS Multi Protocol Label Switching
NGN Next-Generation Network

PDM Proportional Differentiation Model
PLI Programmazione Lineare Intera
PML Path Merge LSR

POF Point of Failure

POR Point of Repair

PS Protection Switching

PSL Path Switch LSR

QoS Quality of Service

QoS Quality of Service

REA Recursive Enumeration Algorithm
RP Recovery Path

RR Re-Routing

RT Real Time

RTP Real-Time Protocol

A Service Level Agreement

TCP Transport Control Protocol
TCP-SMO TCP Singlesource Multicast Optimization
TE Traffic Engineering

TFRC TCP Friendly Rate Control

TLV Type-Length-Value

UDP User Datagram Protocol

WFQ Weighted Fair Queuing

WP Working Path

WTP Waiting Time Priority
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